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Objectives

Give Users Simplified and More Secure 
Access to Business Applications
With the SAP® Single Sign-On application, you can delight your employees by 
providing user-friendly access to your systems, simplify your employees’ daily 
work, and achieve sustainable cost advantages in IT support.

Your employees most likely have access to differ-
ent business applications to perform their work. 
Logging in to each of the individual systems they 
need every day – generally using a username and 
password – can become a frustrating time sink and 
a hindrance to productivity. Meanwhile, security 
standards often impose strict constraints, requir-
ing complex combinations of numbers, letters, 
and special characters, which employees can all 

too easily forget. Naturally, employees like to  
keep complex passwords written down in places 
they think are secure, but they may misplace 
those lists. This exposes your systems and  
your employees to unnecessarily high risks and  
renders role management and segregation-of- 
duty concepts useless. And, of course, help  
desks come into play. In other words, this loss  
of productivity entails additional costs.

Give Users Simplified and More 
Secure Access to Business 
Applications
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Enhance the User Experience – 
and Increase Productivity
SAP Single Sign-On simplifies the user experience 
by providing single sign-on (SSO) capabilities. You 
can enable your employees with the convenience 
of logging in only once to get controlled access  
to SAP and third-party applications with a single 
password.

SSO architectures all function in a similar way. A 
user logs in to the central SSO software. If the soft-
ware can authenticate the user, the user receives 
a confirmation for a predetermined period of time, 
usually in the form of a token. The time limit is 

configurable but is usually set to last the entire 
calendar day, so a user logs in once at the start of 
the workday, with the token remaining valid for the 
rest of the day. The applications connected to the 
SSO software verify this digital “pass” in the back-
ground and then grant the user access. Both the 
process and the concept are straightforward  
for users. To start work, they need only log in to  
the central software – the single application upon 
which the security of your company’s access  
authorization relies.

Enhance the User Experience – and 
Increase Productivity

Offer Single Sign-On Based on Kerberos 
Technology

Use X.509 Certificates in Heterogeneous 
Environments

Enforce More Secure Data 
Communication and Digital Signatures

Implement Advanced Security 
Capabilities

Solution BenefitsObjectives Quick Facts

Allow users to log in once to gain more secure 
access to the software they require throughout 
the day, with no need to log in again.
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Offer Single Sign-On Based on Kerberos 
Technology 
SAP Single Sign-On supports various authentica-
tion technologies. You can use Kerberos authenti-
cation tokens to set up SSO for your on-premise 
ABAP®-based systems, such as SAP S/4HANA®  
or SAP Business Suite applications. Using secure 
network communications (SNC) and the Simple 
and Protected GSSAPI Negotiation Mechanism 
(SPNEGO), a Kerberos technology, you establish  
a trust relationship between the user’s front end 
and the back-end business applications. The  
user’s front end could be either a desktop client, 

such as the SAP GUI for Windows interface, or a 
Web browser for Web-based applications, such as 
the SAP Fiori® user experience.

Employees log in once when they start their com-
puters by signing on to their Windows domains. Any 
subsequent authentication processes are left to a 
Kerberos token mechanism provided by SAP Single 
Sign-On and based on Microsoft Active Directory. 
The scenario requires no additional server.

Achieve fast implementation through 
Kerberos technology based on the corporate 
Windows domain.

Enhance the User Experience – and 
Increase Productivity

Offer Single Sign-On Based on 
Kerberos Technology

Use X.509 Certificates in Heterogeneous 
Environments

Enforce More Secure Data 
Communication and Digital Signatures

Implement Advanced Security 
Capabilities
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Use X.509 Certificates in Heterogeneous 
Environments
While many newer software applications support 
Kerberos authentication and can easily be inte-
grated into the scenario described on the previous 
page, legacy systems often lack these features. If 
you want to provide SSO in a heterogeneous envi-
ronment, SAP Single Sign-On offers support for 
X.509 certificates. This digital certificate standard 
is an Internet standard supported by most business 
software products available today.

You can set up your own dedicated public key  
infrastructure (PKI) to issue X.509 certificates  
or have the secure login server component of  
SAP Single Sign-On issue short-lived certificates. 
With the secure login server, you do not need to 
set up a full-blown PKI with its inherent adminis-
trative processes, such as certificate revocation 
lists, but you can still benefit from the same level 
of security. Enabling this kind of scenario means 
that users can sign on once to gain access to not 
only their SAP software, but also many of their 
third-party applications.

Enhance the User Experience – and 
Increase Productivity

Offer Single Sign-On Based on Kerberos 
Technology

Use X.509 Certificates in 
Heterogeneous Environments

Enforce More Secure Data 
Communication and Digital Signatures

Implement Advanced Security 
Capabilities

BenefitsSolutionObjectives Quick FactsSAP Solution Brief

Benefit from highly interoperable single sign-on 
to SAP and third-party applications using X.509 
certificates.
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Enforce More Secure Data  
Communication and Digital Signatures
Using the secure network communications inter-
face, communication between SAP GUI or other 
desktop clients and your ABAP-based systems  
is encrypted. This prevents unauthorized eaves-
dropping on network traffic. The cryptographic 
functions are Federal Information Processing 
Standard (FIPS) 140-2 certified.

Furthermore, SAP Single Sign-On supports digital 
signing using the secure store-and-forward inter-
face. Digital signatures uniquely identify the signer, 
help protect the integrity of the data, and provide 

the means for a binding signature that cannot  
be denied afterward. The secure login client for 
SAP GUI can use X.509 certificates for digital  
signatures in an SAP environment.

For scenarios where users need quick access to  
a system to perform short tasks, you can use  
fast user identification through radio-frequency 
identification (RFID). RFID authentication is ideally 
suited to warehouse and production scenarios 
with dedicated kiosk PCs for authentication.

Encrypt communications between the client and 
the server – and prevent unauthorized tools from 
recording or manipulating transmissions.

Enhance the User Experience – and 
Increase Productivity

Offer Single Sign-On Based on Kerberos 
Technology

Use X.509 Certificates in Heterogeneous 
Environments

Enforce More Secure Data 
Communication and Digital 
Signatures

Implement Advanced Security 
Capabilities
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Implement Advanced Security 
Capabilities
With two-factor authentication, you can imple-
ment a strong form of authentication for access 
to corporate resources. Authentication is based 
on two means of identification: knowledge of a 
password and possession of a physical device, 
such as a mobile phone. SAP Single Sign-On  
supports two-factor authentication using time-
based one-time passwords (TOTP) generated by 
the SAP Authenticator mobile app. Alternatively, 

out-of-band transport of tokens is supported,  
including one-time passwords sent by SMS, e-mail, 
or RSA RADIUS.

Combine these measures with risk-based authen-
tication, a method of increasing authentication  
requirements for access requests that match a 
higher risk profile. And you can make sure that the 
extra level of security is enforced in the situations 
where you want it, based on rules that you define.

Enhance the User Experience – and 
Increase Productivity

Offer Single Sign-On Based on Kerberos 
Technology

Use X.509 Certificates in Heterogeneous 
Environments

Enforce More Secure Data 
Communication and Digital Signatures

Implement Advanced Security 
Capabilities

BenefitsSolutionObjectives Quick FactsSAP Solution Brief

Improve your corporate security by enforcing  
two-factor or risk-based authentication for 
business-critical applications or functions.
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Combine Intuitive Access with 
High Security
With SAP Single Sign-On, user satisfaction and 
security go hand in hand. The software simplifies 
your users’ everyday work and boosts employee 
productivity by limiting the need to perform  
separate login procedures for each business  
application.

You can also profit from cost efficiency. You lower 
your help-desk costs, and general administrative 
effort is reduced due to significantly fewer calls 
for recovering passwords and unlocking accounts.

Meanwhile, you can gain greater security. Imple-
menting powerful security measures for your 
business-critical applications using risk-based 
and two-factor authentication helps your company 
achieve a valuable increase in security by protect-
ing your business processes from abuse and  
cybercrime. And encrypted connections between 
your client systems and servers protect your  
network transmissions from eavesdropping and 
manipulation.

Combine Intuitive Access with High 
Security

BenefitsSolutionObjectives Quick FactsSAP Solution Brief

Eliminate the trade-off between simplicity and 
security with SAP Single Sign-On.
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Summary
The SAP® Single Sign-On application gives users  
a better experience by providing access to various 
IT systems needed with one password. It helps pro-
tect businesses from many cybersecurity threats 
by using two-factor and risk-based authentication, 
digital signatures, and encryption of communica-
tion channels. It adds vital security functionality to 
your SAP and third-party software landscapes and 
has made using SAP Single Sign-On a best practice 
across industries and regions.
 
Objectives

 • Give users simplified and more secure access to 
business applications

 •  Implement reliable encryption for communication 
between client and server systems

 •  Make your company more secure and lower your 
help-desk costs at the same time

Solution
 •  Enhanced user experience and increased  
productivity

 •  Single sign-on based on Kerberos technology or 
X.509 certificates

 •  Implementation of more secure data communi-
cation and advanced security capabilities

Benefits
 •  Boost user productivity by limiting the need 
to perform separate login procedures for each 
software application 

 •  Lower help-desk costs due to significantly fewer 
calls for recovering passwords and unlocking 
accounts

 •  Implement powerful security measures for your 
business-critical applications using risk-based 
and two-factor authentication

Learn more 
To find out more, call your SAP representative  
today or visit us online.  

Quick FactsBenefitsSolutionObjectivesSAP Solution Brief
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https://community.sap.com/topics/single-sign-on
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