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A Security Culture Toolkit  
Practical Suggestions for Building 
a Security Culture – 
with Case Studies from SAP
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Security Is Priority #1: 
Now What? 

Security has become a top priority for companies everywhere – particularly 
technology companies. Yet as a topic capable of demanding the attention of 
business units and employees on the ground, much work remains to be done. 

Part of the problem is a presumption inherent in most ap-
proaches to building a security culture. Typically, the board – 
understanding the importance of security – will create a chief 
security officer role that reports to the CEO. This is all well 
and fine – even necessary. But on its own it is sorely lacking. 
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Corporate boards will make declarations about the 
importance of security and the need to build a workforce 
with a security mindset. To be sure, even workers on the 
ground honestly acknowledge its critical significance. 
After all, we live in a digital economy where news of security 
lapses and data breaches makes daily headlines. By now, 
the lessons of how poor security can damage a company 
are well known. 

But try walking into a company to help it implement a new 
security culture. Invariably, you’ll encounter resistance – 
almost as an organizational reflex. Initiate a discussion about 
security with almost anyone, and that person starts thinking 
about compliance requirements. It’s a stressful conversation. 
You may get shut out and shuffled off to someone else with 
the “proper expertise.” In the end, you might make little 
progress. 

Top-Down and Bottom-Up 
Approaches

Chief security 
officer

CEO
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At SAP, we’ve successfully piloted such a culture for one of 
our most mission-critical business units – our development 
team, the group that designs and builds the software on 
which our business is based. 

This paper explores some of the key approaches and tools 
we’ve used along the way. More than high-level principles or 
theory, our attempt here is to put the focus on a toolkit that 
can be used to achieve success. The spirit of this paper is 
practicality and pragmatism. 

Keep in mind, though, that every security culture is unique 
to the company in which it lives. For SAP, with nearly 50 
years in the enterprise software industry, our approach was 
specifically designed to address our needs in the proper 
context. Throughout this paper, we will attempt to general-
ize the approach we’ve taken and the tools we’ve used, with 
forays into our own experience as a way to illustrate what’s 
possible and what might be applied elsewhere in different 
organizational contexts. 

The presumption in this approach has to do with ideas 
about expertise. It is assumed that security is a highly tech-
nical and specialized domain and the only way to make 
security happen is to find the experts and let them loose. 

This is a top-down approach – which, again, is necessary 
but not sufficient. It needs to be augmented with a bottom-
up approach.

Thus, in addition to experts, it is important to think in terms 
of champions: people on the ground at any level of the 
business, in any business unit, who have the drive to take 
on the role of championing the cause of security. A project 
manager, an entry-level assistant, a seasoned technologist, 
or a user assistance developer – anyone can play the role of 
security champion. 

When it comes to the specifics of security, much of it is 
simply common sense, which champions can internalize. 
But some of it does require expertise, which champions 
can learn. In either case, the goal is to spread the word 
and create a culture where security becomes not an 
afterthought but a forethought that is integrated into 
processes and the ways business units go about their work. 

A Toolkit Based on Experience 

Top-down

Bottom-up
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The Technology

A Word on Culture  

While the focus of this paper is practical suggestions for implementing a security 
culture, it is important to map the terrain. What exactly does “culture” mean? From our 
perspective, it spans three critical areas of geography, company, and business unit.

Geography 
Every company emerges out of a specific place – and 
the culture of that place heavily influences the character 
of the company. Some national cultures are individualistic, 
while some are more group oriented. In one culture, the 
head of a department makes decisions and mandates 
action. In another, teams work together in a more seamless 
fashion to reach a consensus for moving forward. 

As your organization moves forward to implement a 
security culture, it is important to understand such cultural 
differences in the way decisions are made and work gets 
done. For global organizations, such sensitivities can pose 
quite a challenge with cultural differences spanning the 
enterprise. Depending on workforce expectations, it 
may be necessary to adopt a multifaceted approach to 
implementing a security culture on the ground. What works 
in the United States may not work in China or Germany.

Company 
Even within national borders, companies tend to develop 
their own unique cultures. This has always been true. But 
with the advent of cloud requirements to integrate and 
harmonize multiple new organizations brought into the fold 
through M&A activity, company cultures can become highly 
complex and forever evolving. 

In this context, instilling and managing a security culture 
becomes particularly challenging. For technology companies 
in particular, no single person or business unit can claim to 
understand or master the entire technology stack. For this 
reason, cross-functional reach is paramount for successfully 
implementing a security culture. Security risks can come 
from anywhere. Thus, the goal is to build bridges not silos. 

Three Aspects of Security Culture  

© 2021 SAP SE or an SAP affiliate company. All rights reserved.
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Business Unit  
Successful attempts to build a security culture seldom 
tackle the task on an enterprise-wide scale from the get-go. 
It’s better to follow a phased approach starting within a 
particular business unit, generating some lessons learned, 
fine-tuning the approach, and rolling out to the rest of the 
company based on this experience. 

Here at SAP, our security culture initiative has focused 
on our development team. One challenge has been to 
accommodate the added cognitive workload required. 
Security is a demanding topic, and there is no way around
the fact that it requires attention. Agile development 
practices have helped tremendously because they allow 
developers to iterate cycles and get feedback without 
getting bogged down in too much mental labor.

Another challenge at the business unit level is funding. 
Security is an important issue worthy of full-time attention 
and advocacy within the targeted business unit. But few 
business units will feel they have the budgetary discretion 
to fund a full-time security role. Here is where the combined 
top-down and bottom-up approach to building a security 
culture shows its value with board-level commitment 
to funding programs and line-of-business (LoB)-level 
commitment to take security seriously and incorporate 
it into work culture.  

Here at SAP, our efforts in building a security culture have 
aligned with a more general initiative at SAP to build bridges 
wherever possible. The idea is to put egos aside and work 
as a team toward a common vision. Understanding that the 
competition is outside, not inside, we strive to:
 • Respect expertise and execution, not just titles
 • Succeed together, sticking up for one another no matter 
what

 • Help one another with our knowledge and connections

These principle have served as a solid starting point for 
building a company-wide security culture at SAP.

“

Wiebke Thelo, SVP 
Head of Quality, Security 
and Production, SAP

Running mission-critical 
services means our 
teams are constantly 
under tremendous 
market pressure. For us, 
a security culture is 
about creating the right 
habits that fulfill the 
highest security 
standards and 
integrating them into 
our daily development.”

© 2021 SAP SE or an SAP affiliate company. All rights reserved.
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Tools in the Toolkit: 
Operationalizing a Security Culture   

A top-down approach to security culture requires full buy-in from the executive 
board, while the bottom-up approach involves bringing champions on board 
and developing their talent. Let’s have a look.  

Obtain a Solid Mandate 
Starting from the top, it is important that the company – at 
the highest level – supports your security goals. Word needs 
to be handed down from the board with a clear mandate 
about the strategic importance of security for the company 
as a whole. 

This mandate needs to be communicated across various 
channels. Company meetings (“all-hands-on-deck” meet-
ings) are a perfect opportunity to make the announcement. 
Beyond this, spread the word through all other channels at 
your disposal: newsletters, social media, podcasts, blogs, 
webinars, corporate conferences, traditional media, and 
more. 

To back up the rhetoric, a company-wide mandate should 
come with specific board-level roles to carry out the 
particulars of the mandate. An obvious starting point would 
be a board-level chief security officer who is tasked with 
increasing execution efficiency and reinforcing security 
commitment with feedback, rollout leadership, security 
enablement, cross-functional transparency, and 
compliance.

Stopping with the chief security officer, however, would be 
a mistake. Dedicated support roles are needed throughout 
the company. In addition to a security officer, at SAP we 
established Business Information Security Officers (BISOs) 
at the LoB level for application development teams through-
out the organization. Application development at SAP is vast 
and global – with individual teams split up across specific 
applications on offer. Part of the job of BISOs is to embrace 
business unit cultures and find ways to drive the security 
mandate for products delivered by SAP. 

Mandates and Talent

Chief security officer

Announcement of mandate

LoB

BISO

Local level

Board mandate

ASL

© 2021 SAP SE or an SAP affiliate company. All rights reserved.© 2021 SAP SE or an SAP affiliate company. All rights reserved.
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At SAP, another role – that of the Application Security 
Lead (ASL) – works at the local level, coordinating with 
SAP Labs Network to establish security as a goal for all. The 
ASL regularly meets with a representative of the network to 
develop synergies with local university alliances, national 
specialized programs, and partnerships.

While the names for specific roles and how they’re situated 
will differ from organization to organization, the broad goal 
should remain the same: to establish a cross-functional net-
work of some sort that can advocate on a regular basis to 
security people representing individual LoBs and localities.

Finally, another important tool for reinforcing the security 
mandate from the top is to require teams to define and 
publish their service offerings with reliable service-level 
agreements (SLAs) and details on how they work with part-
ners to operationalize their services. At SAP, such an effort 
has gone a long way toward establishing standards against 
which security practices can be measured and evaluated.

Attract Talent 
When it comes to attracting security talent, the task is two-
fold. On the one hand, you need to find and develop security 
experts. On the other hand, you need to discover and grow 
security champions, which is more of a grassroots effort 
that helps firmly root security in the company culture.

On the expert side of the equation, it is clear that demand 
for security talent is at an all-time high, and supply is low. 
When it comes to recruiting experts for your top-down 
program, be prepared for a limited talent pool demanding 
top dollar. HR needs to be particularly aggressive and 
persistent, and the resources need to be allocated in a way 
that reflects the strategic importance your organization 
places on security. 

Discovering and growing security champions – part of 
your bottom-up program – poses different challenges. 
Here, talent needs to be discovered and developed within 
the business unit. Again, though, the interplay between 

© 2021 SAP SE or an SAP affiliate company. All rights reserved.
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top-down and bottom-up approaches is critical. 
At SAP, for instance, management is charged 
with pitching and guaranteeing capacity for 
security champions and experts within business 
units. Individual BISOs track the numbers, 
evaluate the level of maturity for security talent 
within their respective business units, and report 
back to the board-level security office.

At SAP, we also hold cybersecurity workshops 
across application development teams that 
are promoted though marketing campaigns 
and captive content to attract attendees. For 
instance, the ASL in SAP Labs Network will run 
on-site security workshops, learning, hacking 
sessions, and more for a given location. The 
ASL will also connect with the local middle 
management teams and leaders to understand 
their challenges, review their goals, and act as 
a trusted security partner. We also hold other 
events such as a Security Summit or Cyber 
Security Month.

While these events may be required, we are 
under no illusion that a security culture can be 
mandated. Rather, the goal is to discover the 
talent that is willing to make itself known and 
encourage that talent moving forward. Often, 
coaxing and encouragement can work better 
than directives and requirements. 

Events that we have found successful include:
• Capture the Flag – where developers sharpen 

their skills by solving security challenges in a 
fun, gamified way

 • DevOps Cyber Ranges – where we simulate 
attacks on products and ask developers to 
respond

 • BugAcademy – where we challenge developers 
to debug a set of deliberately insecure 
applications and environments with associated 
exploits

All these events have been highly customized to 
bring cyber experts together with developers for 
fun ways of exploring the intersection between 
development and security. But whatever specific 
event may be appropriate for your security 
initiative, the goal should be similar: to let 
security-minded talent shine, helping you to 
identify those that can be nurtured into security 
champions.
 
In addition, we’ve also established and publicized 
a Join Us platform for cross-functional teams 
that provides rewards, recognition, and support 
for further development. Contributions can be 
tracked and recognized as skills earned and 
rewarded when they reflect “going above and 
beyond” the tasks expected.

Some security champions may find the security 
role fulfilling enough to consider it as a career, 
which is a welcome development for any organi-
zation seeking to build a security culture. At SAP, 
we encourage this with relevant learning journeys 
that guide champions in making the transition 
from a development role to a dedicated security 
role. 

For example, multiple curriculums are designed 
to help developers and architects grow into 
security champions – and to help security 
experts grow into full-time security professionals 
such as security engineers or security architects 
supported by internal job profiles. This helps put 
security at the heart of our DevOps teams and 
gives champions a new set of skills that make 
them highly marketable. Similar programs at your 
organization will communicate your commitment 
not only to security but also to your people. 

© 2021 SAP SE or an SAP affiliate company. All rights reserved.
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Retain and Develop Talent 
Acquiring security talent is one challenge, and 
keeping it is another. Here, education is key. Within 
individual business units, it is important to continu-
ously upskill security experts and champions alike. 

Take a multipronged approach. Subscribe to key 
security journals. Recommend podcasts. Send 
your people to conferences. Make them aware of 
certification opportunities and encourage them 
to jump in. And don’t forget to encourage your 
people to share what they’ve learned broadly. 

One best practice is to adopt a set of learning solu-
tions from vendors who blend theoretical security 
expertise with industry specifics and certifications. 
These vendors provide the multiple expertise 
levels expected for different security roles and 
are combined with in-house legacy knowledge.

At the same time, learning doesn’t have to be all 
reading and testing. Security champions should 
be able to develop core competencies on the job. 
Try setting up challenges where the champions 
work with experts and are incentivized for their 
efforts on security. Such activities can be inte-
grated into existing work or exist outside of it 
as games or other such challenges. 

At SAP, we have gamified some learning opportu-
nities such as the Capture the Flag, Cyber Ranges, 
and BugAcademy events described earlier. Here, 
the emphasis is on experiential learning, support-
ed by inspiring mentors and community-based 
peer learning. Gamification of security is a power-
ful instrument, with proven effectiveness for 
fostering engagement and community building.

If building and sustaining a security culture is the 
goal, then any successful attempt will also include 
effective communication. Communication chan-
nels such as security-focused forums can be highly 
valuable for reaching the entire workforce. You 
may also want to use a network (Slack or others) 
so that security champions can forward inquiries 
to the right experts. The exchanges on such      

platforms can be valuable. You can use them to 
develop a ticketing system, populate a knowledge 
base for known issues, and develop best practices 
that embed security into core development 
processes. 

Ultimately, security is part art, part science. 
Throughout all the activities described here, 
guiding our way at SAP has been our security-
software development and operation lifecycle – 
a framework for continuously evaluating what 
works and what doesn’t. In the spirit of pragma-
tism, we have run with our successes and moved 
forward when other efforts have yielded less-
than-desirablee results. As with nearly all aspects 
of business, security requires agility, a willingness 
to dive in without fear, and the ability to constantly 
try new things. That’s how you build a strong 
security culture. 

Security has become a top priority here at 
SAP, with a need to build a workforce with a 
security mindset. Culture is the answer for 
“how” to achieve the highest level of 
security for an organization. A true security 
culture is achieved with active engagement, 
education, and embracing the organization 
and local culture.”

Tim McKnight, EVP, Chief Security Officer

“
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Conclusion   

Every company is unique – and the 
security culture at every company 
is equally unique. There is no one-
size-fits-all program that can serve 
all the security needs of every 
organization. It is our hope, though, 
that our experience at SAP can 
serve as valuable guidance for your 
own culture-building journey.

To take this conversation 
further, please visit us online..

Top 10 
Tools in the Security Toolkit

1.  Communicate the security mandate 
Announce at company meetings and spread 
the word through multiple channels – because 
repetition matters.

2. Appoint a chief security officer
Show that you mean it with board-level support. 

3. Add dedicated support roles
Get the help you need with clearly defined 
security roles throughout the organization 
to drive the mandate. 

4. Embed and collaborate 
Create roles that embed security experts in 
business units and collaborate with cross-
functional counterparts.

5. Think top-down and bottom-up
Build a security culture in which commitments 
and lines of communication flow both ways 
through the organization.

6. Develop security champions
Build a culture from the ground up with 
champions willing to take on the security 
challenge.

7.  Publish SLAs
Make sure every business unit writes up their 
security commitment with detailed service-
level agreements. 

8. Make learning fun
Encourage security learning with creative 
challenges, hackathons, bug academies, and 
more.

9. Show your champions the career path
Demonstrate your commitment to your people 
by highlighting how a focus on security can 
help advance careers.

10. Use technology 
Invest in learning platforms, communication 
networks, and social media and help weave 
security into the way you work.

11 / 11
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No part of this publication may be reproduced or transmitted in any form 
or for any purpose without the express permission of SAP SE or an SAP 
affiliate company.

The information contained herein may be changed without prior notice. 
Some software products marketed by SAP SE and its distributors contain 
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product specifications may vary.
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presentation, or to develop or release any functionality mentioned therein. 
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platforms, directions, and functionality are all subject to change and  
may be changed by SAP SE or its affiliated companies at any time for  
any reason without notice. The information in this document is not a 
commitment, promise, or legal obligation to deliver any material, code, or 
functionality. All forward-looking statements are subject to various risks 
and uncertainties that could cause actual results to differ materially from 
expectations. Readers are cautioned not to place undue reliance on these 
forward-looking statements, and they should not be relied upon in making 
purchasing decisions.

SAP and other SAP products and services mentioned herein as well  
as their respective logos are trademarks or registered trademarks of  
SAP SE (or an SAP affiliate company) in Germany and other countries.  
All other product and service names mentioned are the trademarks of  
their respective companies. 

See www.sap.com/trademark for additional trademark information  
and notices.

www.sap.com/contactsap

Follow us

http://www.sap.com/trademark
https://twitter.com/sap
https://www.facebook.com/SAP
https://www.linkedin.com/company/sap
https://www.youtube.com/user/SAP

	forward 31: 
	backward 29: 
	Page 2: 
	Page 3: 
	Page 4: 
	Page 5: 
	Page 6: 
	Page 7: 
	Page 8: 
	Page 9: 
	Page 10: 
	Page 11: 

	forward 29: 
	Page 2: 
	Page 3: 
	Page 4: 
	Page 5: 
	Page 6: 
	Page 7: 
	Page 8: 
	Page 9: 
	Page 10: 
	Page 11: 



