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Security Compliance: Its Importance for Security 
and Differences Between the Two

SAP’s Foundation for Security, Risk, and Compliance

At SAP, we have our finger on the pulse of constantly 
changing security challenges through an established 
foundation for security, risk, and compliance. This 
foundation is based on laws, regulations, industry 
standards, and best practices and includes the 
following four main elements.

RISK MANAGEMENT
Our comprehensive approach to risk management 
(identification, assessment, response planning, 
and monitoring) and due diligence (through our 
third-party risk management program) enables 
transparency and accountability across the ever-
changing risk landscape. 

POLICIES, STANDARDS, AND FRAMEWORKS
Our security policies and standards exist to protect 
the people and information within and outside of 
SAP. They provide clear, comprehensive, and well-
defined plans that align with security compliance 
and regulatory requirements. Our alignment with 
the NIST Cybersecurity Framework helps ensure 
that SAP can comply with applicable security 
mandates and continuously improve our security. 

CERTIFICATIONS AND AUDITS
Preserving customer trust guides everything we do. 
We facilitate independent security assessments 
that comply with diverse requirements across 
many different regulatory landscapes and market 
conditions across the world.  

GOVERNANCE AND OPERATIONAL EXCELLENCE
We help ensure support and oversight by driving 
consistency and accountability into SAP’s day-to-
day operations.

LEARN MORE
With more than 425,000 customers in 180 
countries, ensuring compliance with security 
standards is a top priority. Our security, risk, and 
compliance organization is comprised of more than 
120 people located around the world, bringing with 
them a wide range of industry expertise and domain 
knowledge. Our diverse talent allows SAP to meet 
the compliance challenges of an increasingly 
complex global regulatory landscape. For more 
information, visit us online.

Security consists of the infrastructure, tools, policies, and other measures an 
organization puts in place to protect its information and equipment. Security 
compliance focuses on ensuring an organization acts in accordance with security 
requirements based on laws, regulations, industry standards, and the organization’s 
published policies. Put simply, security compliance uses guardrails, such as 
certification requirements, and validates effectiveness through audits to facilitate  
a secure environment and engender trust. Security and security compliance 
reside in the same ecosystem, which must remain in balance.

SAP’s security policies and standards provide clear, 
comprehensive, and well-defined plans that align with 
security compliance and regulatory requirements.
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