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1. What are the standard contractual clauses recently published by the European
Commission (“New SCCs”) and why are they needed?

Transfers of personal data from the EU to countries outside the EU are regulated by the
General Data Protection Regulation (“GDPR”), which requires that any personal information
transferred outside the EU be given an “adequate level of protection.” Some countries have
obtained an “adequacy” finding from the European Commission. Without an adequacy
finding, companies that transfer personal data to such third country are required to
implement other means to legitimize the transfer of personal data. One commonly used way
to do so is for the parties engaging in such transfers to enter into the ‘standard contractual
clauses’.

The use of standard contractual clauses is not new, but the previous iteration of the clauses
was adopted over 10 years ago under the previous Data Protection Directive 95/46. Given
changes in the law and in how parties transact, a new set of standard contractual clauses
was published on June 7, 2021. The New SCCs will replace the previous set of standard
contractual clauses.

2. What has changed in the New SCCs?

The New SCCs introduce several changes. Notably, the New SCCs now include general
clauses that apply to all transfer scenarios together with a modular approach that accounts
for four different transfer scenarios. Unlike the prior SCCs, the New SCCs now include two
new transfer scenarios: processor-to-processor clauses as well as processor-to-controller
transfers.

In addition to the new modules introduced, the New SCCs now also include three annexes
to provide further transparency on the description of the transfers, security measures
implemented to protect data, and information on Subprocessors in the processing chain.

3. What are the key dates and deadlines?

All new international data transfers that use standard contractual clauses must incorporate
the New SCCs by September 27, 2021.

Existing data transfers may continue to use the previous set of standard contractual clauses
until December 27, 2022. Prior to such time, the parties must conclude and incorporate the
New SCCs into their contracts.

4. How did the Schrems II decision impact SAP and its Customers?

The Schrems II decision requires companies to conduct case-by-case analyses to determine
whether the laws of certain countries, so-called “Third Countries”, permit government access
to personal data and assess whether such laws meet EU standards. Where such standards
are not met, controllers must ensure that either additional safeguards are in place or
suspend such transfers.
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5. How does SAP handle Government Requests to Access Customer Data?

As a business-to-business enterprise application provider, SAP receives few requests from
government agencies or similar parties (”Requesting Party”) requiring SAP to produce or
disclose information that contain or include any Customer Data (“Request”).

In all cases where SAP receives Requests, SAP will advise the Requesting Party that all
Customer Data stored in any SAP Customer cloud system belongs to Customer, not to SAP,
and that such data is confidential, and that SAP cannot and will not produce or disclose any
such information to the Requesting Party without first complying with its contractual
obligation to provide notice to Customer about the Request to give Customer an opportunity
to consent or to object and seek an appropriate protective order.

If the Requesting Party prohibits SAP from providing such notice to Customer, then SAP will
try to challenge the Request if it is invalid or unlawful.  If the competent court issues a ruling
that compels SAP to comply with a Request without prior notice to Customer, SAP will
challenge such ruling to the extent recourse is available and SAP has a good faith basis
under existing applicable law to challenge the ruling.  If no such recourse exists, and/or if
SAP’s attempt to challenge the ruling on appeal is not successful, SAP will make all
reasonable efforts to narrow the scope of the Request to the extent permitted under
applicable laws before complying with it.

SAP has not, as of the date of this publication, been prohibited or prevented by a US-based
authority from notifying an impacted Customer and obtaining the Customer’s consent before
producing or disclosing any Customer Data.

6. What supplementary measures does SAP offer to protect personal data?

SAP offers technical, organization, and contractual measures to protect personal data and
implements these measures as follows:

- Technical and Organizational Measures:
o SAP implements a set of technical and organizational measures (“TOMS”)

across its portfolio of Cloud Service offerings to protect personal data against
unauthorized processing and accidental disclosure, access, loss, destruction,
or alteration. The TOMS are incorporated into SAP’s data processing
agreements with Customers and they can be found in the SAP Trust Center
(see: https://www.sap.com/about/trust-center/agreements/cloud/cloud-
services.html?search=Technical%20Organizational%20Measures&sort=lates
t_desc). SAP maintains data protection and privacy certifications as well as
independent third party audit reports for its products and services. Customers
can review these certifications and reports at any time on a self serve basis
here: https://www.sap.com/about/trust-center/certification-compliance.html.

o SAP maintains agreements with its Subprocessors to protect personal data.
More information about these arrangements can be found in SAP’s Trust
Center at the following link: Data Protection and Privacy | SAP Trust Center.

- Contractual Measures: SAP provides Customers with contractual commitments to
ensure transparency, including information about processing locations, applicable
laws, and government demands for data.



5

7. Does SAP offer Data Localization Options in the EEA?

SAP offers EU Access for certain Cloud Services as an optional feature. EU Access
provides that personal data will not be exported outside of the EEA or Switzerland unless
expressly authorized by Customer on a case-by-case basis, subject to certain exclusions.
Where available, Customers must affirmatively opt-in to subscribe to this option and
additional fees may apply. If a Customer opts for EU Access, SAP will host the production
instance of the Cloud Service in the EEA and SAP will use Subprocessors in the
EEA/Switzerland accessing the data hosted in such environment.

8. How do SAP’s data processing agreements (“DPAs”) incorporate the New
SCCs?

SAP has updated the following DPAs to implement the New SCCs:

· Data Processing Agreement for SAP Cloud Services;
· Data Processing Agreement for SAP Support and Professional Services; and
· Data Processing Agreement SAP Cloud Services, SAP Support and

Professional (Collectively, ‘Updated SAP DPAs”).

Beginning September 27, 2021, SAP will apply the New SCCs to international data transfers
via its DPAs in the following situations:

(a) Where SAP is located in the EU/EEA and SAP Subprocessors are in a Third
Country, then Module 3 (Processor-to-Processor) of the New SCCs applies
between SAP and its Subprocessors.

(b) If SAP is in a Third Country and SAP Customers are located in the EU/EEA, then
between SAP and SAP’s Customer:

- Module 2 (Controller-to-Processor) of the New SCCs will apply if the Customer
acts as a Controller; and

- Module 3 (Processor-to-Processor) of the New SCCs will apply if the Customer
acts as a Processor.

9. Does SAP continue to rely on the previous iteration of the clauses under Data
Protection Directive 95/46 (“Existing SCCs”)?

Yes, SAP will continue to apply the Existing SCCs to international data transfers via its DPAs
in the following situations:

(a) New data transfers (i.e., new contracts) until September 27, 2021.

(b) Existing contracts without new international data transfers until December 27, 2022.

(c) The leading authority in a region or country has expressly stated that the New SCCs
do not constitute a legal basis for an international data transfer. As of the date of this
publication, the New SCCs cannot be used for UK and Swiss-based Customers that
act as Controllers.
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10. How can Customers enter DPAs with SAP that include the New SCCs?

SAP is operationalizing the implementation of the New SCCs. The latest DPA version is
available in the SAP Trust Center and will be used for new contracts. Localized and
translated versions will be released as they become available on the SAP.com/agreements
website. Existing Customers can also reach out to their Account Executive to update their
DPA with SAP. Where possible, SAP will also use the latest version of its DPA in its current
contracting processes.

11. What other contractual changes are in the latest version of the DPA?

The main contractual changes from the last version are:

- Updated “Definitions” section to include newly defined terms
o “Previous Standard Contractual Clauses”,
o “New Standard Contractual Clauses”,
o “Third Countries”

- Online references to the standard contractual clauses and the Technical and
Organizational Measures

- Reduced references to GDPR
- Removal of Appendix 3
- Updated “Instructions from Customer” section
- Updated “Cooperation” section for Data Subject Request handling
- Removed EU Access to account for this optional add-on feature if available
- Updated “International Data Transfers” section
- Updated Schedules 1 and 2 to replace previous Annexes 1 and 2

12. How does SAP flow through the standard contractual clauses to
Subprocessors?

For new Subprocessors, SAP has released a new Contractor Data Processing Agreement
(“CDPA”) that incorporates the New SCCs for personal data transfers from the EU to Third
Countries, while it also maintains the Existing SCCs where required based on the law of a
particular region or country.

For existing Subprocessors with whom SAP has a signed Master Data Processing
Agreement (“MDPA”), SAP will apply the New SCCs where necessary by the
implementation periods prescribed by the European Commission. These Subprocessors are
required to comply with the Existing SCCs for as long as it is necessary to safeguard data
exports from adequate countries that have not yet adopted the New SCCs.

13. How does SAP inform Customers about changes to its Subprocessors lists?

SAP publishes its Subprocessor lists in the SAP Portal
(see: https://support.sap.com/en/mysupport/Subprocessors.html) including specific
information about each Subprocessor that SAP uses to provide the relevant Service to its
Customers. Customers have the possibility to subscribe to Subprocessor lists in which case
they will be informed via email about every change. SAP carefully evaluates the security,
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privacy and confidentiality practices prior to engaging a Subprocessor. All Subprocessors
enter into a written agreement with SAP that includes data privacy and security terms.

14. Why must a Customer that is not subject to the GDPR enter in the standard
contractual clauses with SAP?

Due to its broad territorial scope, the GDPR applies to companies processing the personal
data of EU Individuals, regardless of whether the processing activities take place inside or
outside the EU. As an international corporation headquartered in the European Union, SAP’s
processing of a Customer’s personal data may automatically be subject to GDPR, especially
if SAP uses a non-EU based Subprocessor (including an SAP Group company outside the
EU). SAP is therefore required by law to have a written agreement with Customers that
containing certain GDPR references.

In SAP’s role as a processor/service provider to a Customer, SAP also does not have control
over the type of data a Customer collects from individuals, where those individuals are
located, and what data is uploaded into the Cloud Services. Also, the scope of personal data
collection activities in which a Customer engages in can change during the term of the
Agreement; for example, when Customers acquire other companies in different or new
geographic locations.

However, it is not SAP’s intent to subject a Customer to the GDPR if the Customer’s
controller or other activities fall outside of the scope of the GDPR. Therefore, the latest
version of the DPA applies the New SCCs only to “New SCC Relevant Transfers” and by
default it then only applies to personal data that is subject to GDPR (or another equivalent
law) that requires the New SCC.
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