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SAP Due Diligence Data Privacy Policy 

 

 

Last updated on September 20, 2021.     

SAP engages its partners or suppliers of goods or services for various projects. SAP is   
considering to engage or has already engaged the current or prospective partner or supplier   
(collectively, “Supplier/Partner”) to provide such services to SAP or SAP’s customer. SAP   
requires Supplier/Partner to submit a questionnaire as part of SAP’s ongoing due-diligence to   
facilitate its relationship with Supplier/Partner and enable compliance with SAP’s zero-tolerance  
approach for bribery and corruption (“Due Diligence questionnaires”).    
This Privacy Statement describes how SAP processes data that identifies or relates to an   
identifiable individual that it receives in response to these Due Diligence   
questionnaires, and SAP has created this Privacy Statement to demonstrate its firm   
commitment to the individual`s right to data protection and privacy. This Privacy Statement   
outlines how SAP handles information that is provided to SAP as part of its due diligence  
processes.  

 

A.  General Information   
 
Who is the Data Controller?    

The data controller for Due Diligence questionnaires issued by SAP’s Office of Ethics &   

Compliance (incl. the Partner and Supplier/Partner Ethics & Compliance Questionnaires) is SAP  

SE (“SAP”) and its data protection officer can be reached at privacy@sap.com.    

What Personal Data does SAP collect?    
SAP collects some information about you consisting of first name, last name, job title, email   
address, work and employment history including controllership and financial interest in the   
Supplier/Partner, kinship to Crimea/Sevastopol, Cuba, Iran, the People's Republic of Korea   
(North Korea) or Syria, criminal/sanction record (“Personal Data”).    
 
Why does SAP need your Personal Data?    
SAP requires your Personal Data to perform due diligence checks, as required by certain laws  
and regulations that apply to SAP, and to adhere to SAP's zero-tolerance approach to bribery  
and corruption.    
Although providing Personal Data is voluntary, without this Personal Data, SAP cannot   
complete the due diligence and therefore will not consider the Supplier/Partner to provide  
services to SAP or SAP’s customer.    
 
From What Types of Third Parties does SAP obtain Personal Data?    

In most cases SAP collects Personal Data from the Suppliers/Partners as part of the due   

diligence process. SAP might also obtain Personal Data from a third party, if the applicable   

national law allows SAP to do so. SAP will treat this Personal Data according to this Privacy   

Statement, plus any additional restrictions imposed by the third party that provided SAP with it  

or the applicable national law. These third-party sources include:   

•    SAP and/or SAP Group’s business dealings with your employer    

•    Third party service and information providers to validate data provided in the Due Diligence 

questionnaires.  

 
How long will SAP store your Personal Data?    

mailto:privacy@sap.com
https://www.sap.com/dam/site/corporate/legal/sap-legal-entities.pdf


 

 

2 

 

SAP will only store your Personal Data for as long as it is required   
• for SAP to comply with its statutory obligations resulting from applicable anti-  

bribery/anti-corruption laws;  to perform and conduct ongoing due diligence processes; 

• until you object against such use by SAP if SAP’s use of your Personal Data is based   
              on SAP’s legitimate business interest as further stated in this Privacy Statement.   

  SAP will also retain your Personal Data for additional periods if it is required by mandatory law   
to retain your Personal Data longer or where your Personal Data is required for SAP to  

            assert or  defend against legal claims, SAP will retain your Personal Data until the end of   
            the relevant retention period or until the claims in question have been settled.   
 
Who are the recipients of your Personal Data and where will it be processed?    

Your Personal Data will be passed on to the following categories of third parties to process your  

Personal Data:    

•    companies within the SAP Group; and   

•  third party service providers for due diligence services and other additional related   
Services.    

As part of a global group of companies operating internationally, SAP has affiliates (the “SAP   
Group”) and third-party service providers outside of the European Economic Area (the “EEA”) or  
from a region with a legal restriction on international data transfers and will transfer your   
Personal Data to countries outside of the EEA. If these transfers are to a country for which the   
EU Commission has not issued an adequacy decision, SAP uses the EU standard contractual   
clauses to contractually require that your Personal Data receives a level of data protection   
consistent with the EEA. You can obtain a copy (redacted to remove commercial or irrelevant)   
of such standard contractual clauses by sending a request to privacy@sap.com. You can also   
obtain more information from the European Commission on the international dimension of data  
protection here: European Commission.   

 

What are your data protection rights?    

You can request from SAP: access at any time to information about which Personal Data SAP   

processes about you and the correction or deletion of such Personal Data. Please note,   

however, that SAP can or will delete your Personal Data only if there is no statutory obligation or  

prevailing right of SAP to retain it. Kindly note further that if you request that SAP deletes your   

Personal Data, you may not be able to provide services on Supplier/Partner’s behalf to SAP.    

Furthermore, you can request from SAP that SAP restricts your Personal Data from any further  

processing in any of the following events: (i) you state that the Personal Data SAP has about   

you is incorrect, subject to the time SAP requires to check the accuracy of the relevant Personal  

Data, (ii) there is no legal basis for SAP processing your Personal Data and you demand that   

SAP restricts your Personal Data from further processing, (iii) SAP no longer requires your   

Personal Data but you state that you require SAP to retain such data in order to claim or   

exercise legal rights or to defend against third party claims, or (iv) in case you object to the   

processing of your Personal Data by SAP based on SAP’s legitimate interest (as further set out  

below), subject to the time required for SAP to determine whether it has a prevailing interest or  

legal obligation in processing your Personal Data.   

 

Please note, however, that SAP can or will delete your Personal Data only if there is no   

statutory obligation or prevailing right of SAP to retain it. Kindly note further that if you request  that 

SAP deletes your Personal Data, you may not be able to perform services to SAP on   

Supplier/Partner’s behalf if SAP requires your Personal Data to ensure compliance with certain  

laws and regulations that apply to SAP or to SAP’s zero-tolerance approach to bribery and   

https://www.sap.com/dam/site/corporate/legal/sap-legal-entities.pdf
https://www.sap.com/dam/site/corporate/legal/sap-legal-entities.pdf
https://www.sap.com/dam/site/corporate/legal/sap-legal-entities.pdf
mailto:privacy@sap.com
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_fr


 

 

3 

 

corruption.   

 

How can you exercise your data protection rights?    
Please direct any requests to exercise your rights to ethicalbusiness@sap.com.  

 

How will SAP verify requests to exercise data protection rights?    

SAP will take steps to ensure that it verifies your identity to a reasonable degree of certainty   

before it will process the data protection right you want to exercise. When feasible, SAP will   

match Personal Data provided by you in submitting a request to exercise your rights with   

information already maintained by SAP. This could include matching two or more data points   

you provide when you submit a request with two or more data points that are already   

maintained by SAP.   

SAP will decline to process requests that are manifestly unfounded, excessive, fraudulent, or   

are not otherwise required by local law.   

Right to lodge a complaint. If you take the view that SAP is not processing your Personal Data   

in accordance with the requirements in this Privacy Statement or under applicable data   

protection laws, you can at any time lodge a complaint with the data protection authority of the   

EEA country where you live or with the data protection authority of the country or state where   

SAP has its registered seat.   

Can you use SAP’s services if you are a minor?    

Children. In general, SAP considers only individuals that are over the minimum age in the   

relevant jurisdiction to provide services to SAP. Questionnaires issued by the Office of Ethics &  

Compliance Due Diligence is therefore not directed for completion about individuals below the   

age of 16 years, or equivalent minimum age in the relevant jurisdiction. If you are younger than  16 or 

the equivalent minimum age in the relevant jurisdiction, you will not be considered to   

provide services to SAP.   

Why does SAP need to use your Personal Data and on what legal basis is SAP using it?   SAP 

can use your Personal Data based on its legitimate interest (Article 6 para. 1 lit. f GDPR or  the 

equivalent article under other national laws, when applicable) as follows: Fraud and Legal   

Claims. If required, SAP will use your Personal Data for the purposes of preventing or   

prosecuting criminal activities such as fraud and to assert or defend against legal claims 

You can at any time object to SAP’s use of your Personal Data as set forth in this section by   

sending an email to ethicalbusiness@sap.com. In this case, SAP will carefully review your   

objection and cease further use of the relevant information, subject to SAP’s compelling   

legitimate grounds for continued use of the information, which override your interest in objecting,  or if 

SAP requires the information for the establishment, exercise or defense of legal claims.   

 

 

 

 

 

 

If the applicable national law allows SAP to do so, SAP will use information about you for a   

mailto:ethicalbusiness@sap.com
mailto:ethicalbusiness@sap.com
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business purpose, some of which is Personal Data    

 

•  for loss prevention   

•  for internal purposes such as auditing, analysis, and research    

•  to verify your identity and determine appropriate services   

•  to assert or defend against legal claims   

•    detecting security incidents, protecting against malicious, deceptive, fraudulent, or illegal   
activity, and prosecuting those responsible for that activity   

 

 

B.  Additional Country and Regional Specific Provisions    

 

Where SAP is subject to certain privacy requirements in the United States, the following  

also applies:   

U.S. Children’s Privacy. SAP does not knowingly collect the Personal Data of children under   

the age of 13. If you are a parent or guardian and believe SAP collected information about a   

child, please contact SAP as described in this Privacy Statement. SAP will take steps to delete   

the information as soon as possible. Given that Office of Ethics & Compliance Due Diligence is  not 

directed to users under 16 years of age and in accordance with the disclosure requirements  of the 

CCPA, SAP does not sell the Personal Data of any minors under 16 years of age.   

Where SAP is subject to certain privacy requirements in the United States in the State of  

California, the following also applies:   

You have the right:   

• to request from SAP access to your Personal Data that SAP collects, uses, or discloses about  

you;   

• to request that SAP delete Personal Data about you;   

• to non-discriminatory treatment for exercise of any of your data protection rights;   

• in case of request from SAP for access to your Personal Data, for such information to be   

portable, if possible, in a readily usable format that allows you to transmit this information to   

another recipient without hindrance; and   

In accordance with the disclosure requirements under the California Consumer Privacy Act   

(“CCPA”), SAP does not and will not sell your Personal Data. In accordance with the verification  

process set forth in the CCPA, SAP will require a more stringent verification process for deletion  

requests, or for Personal Data that is considered sensitive or valuable, to minimize the harm   

that might be posed to you by unauthorized access or deletion of your Personal Data. If SAP   

must request additional information from you outside of information that is already maintained   

by SAP, SAP will only use it to verify your identity so you can exercise your data protection   

rights, or for security and fraud-prevention purposes.   

In addition to contacting SAP at ethicalbusiness@sap.com, you may also exercise your rights   

as follows:   

You can call toll-free to submit a request using the numbers provided here. You can also   

designate an authorized agent to submit requests to exercise your data protection rights to SAP.   

 

 

Such authorized agent must be registered with the California Secretary of State and submit   

mailto:ethicalbusiness@sap.com
https://www.sap.com/about/legal/impressum.html
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proof that you have given authorization for the agent to act on your behalf.   

Where SAP is subject to certain privacy requirements in the Philippines, the following   

also applies:   

For individuals within the Philippines, you may also exercise your rights as follows:   

You can call or write to SAP to submit a request at:   

Phone: +632-8705-2500   

Address: SAP Philippines, Inc.   

Attn: Data Protection Officer   

27F Nac Tower, Taguig City 1632, Philippines   

The following two provisions apply to citizens of the Philippines:   

• You may claim compensation as finally awarded by the National Privacy Commission or the   

courts if you suffered damages due to inaccurate, incomplete, outdated, false, unlawfully   

obtained or unauthorized use of personal data, considering any violation of your rights and   

freedoms as data subject;   

If you are the subject of a privacy violation or personal data breach, or are otherwise personally  

affected by a violation of the Data Privacy Act, you may file a complaint with the National   

Privacy Commission.   

 
ENGLISH 
© 2021 SAP SE or an SAP affiliate company. All rights reserved. No part of this publication may be 
reproduced or transmitted in any form or for any purpose without the express permission of SAP SE or an 
SAP affiliate company. 
SAP and other SAP products and services mentioned herein as well as their respective logos are 
trademarks or registered trademarks of SAP SE (or an SAP affiliate company) in Germany and other 
countries. All other product and service names mentioned are the trademarks of their respective companies. 
Please see http://www.sap.com/trademark for additional trademark information and notices. 

 
 

GERMAN 
© 2021 SAP SE oder ein SAP-Konzernunternehmen. Alle Rechte vorbehalten. Weitergabe und 
Vervielfältigung dieser Publikation oder von Teilen daraus sind, zu welchem Zweck und in welcher Form 
auch immer, ohne die ausdrückliche schriftliche Genehmigung durch die SAP SE nicht gestattet. 
SAP und andere in diesem Dokument erwähnte Produkte und Dienstleistungen von SAP sowie die 
dazugehörigen Logos sind Marken oder eingetragene Marken der SAP SE in Deutschland und anderen 
Ländern. Alle anderen Namen von Produkten und Dienstleistungen sind Marken der jeweiligen Firmen. 
Zusätzliche Informationen zur Marke und Vermerke finden Sie auf der Seite http://www.sap.de/trademark. 
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