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Cloud Services Reference Guide: Preview

Transparency in Security

RESOURCES AND INFORMATION ABOUT  
CLOUD SECURITY
The “Cloud Services: Reference Guide” is a 
useful resource for understanding SAP’s overall 
cloud security strategy, and it serves as a naviga-
tion guide to such information. The document 
outlines the different resources that are available 
to our customers and partners, where they can 
find information about SAP’s Global Security 
Policy, and how SAP manages and protects  
customer data. 

The objectives of SAP’s Global Security Policy  
are to define the high-level requirements for  
preserving the confidentiality, integrity, and avail-
ability of information and assets, protecting 
assets from threats based on an assessment  
of risks to the organization, and supporting the  
fulfillment of relevant legal, regulatory, opera-
tional, and contractual requirements.

The “Cloud Services: Reference Guide” includes 
information about the following topics related to 
cloud security and indicates where customers 
can find more detailed information:

 • Global security policy
 • Standards, processes, and guidelines
 • Cloud security controls

 • Data protection management system
 • Business continuity and resiliency
 • Access controls
 • SOC reports and certifications
 • Data centers and physical security

Note that for many links that are included in this 
document, users must establish a valid SAP user 
account. The available user accounts include  
SAP Universal ID and S-User IDs. SAP Universal 
ID is a unified account across SAP sites, while an 
S-User ID allows customers to access secure 
areas upon successful completion of procuring 
an SAP® solution.

DOWNLOADING A COPY
To learn more about SAP’s Global Security Policy 
and how SAP protects important assets and  
sensitive data, download and read the full  
“Cloud Services: Reference Guide” located in  
My Trust Center. Please note this document  
is available only to current and prospective  
clients under NDAs who have been assigned an 
S-user ID.

For more information related to SAP’s cloud 
security strategy, please contact your customer 
service representative.

As a cloud services provider, SAP understands the responsibility of protecting the  
information and privacy that is entrusted to us by our customers and partners.  
We know the steps organizations must take to assess risk from services of third- 
party providers such as SAP and how these third-party organizations must  
maintain an appropriate degree of protection for a customer’s most valuable asset, 
its data. To support these efforts, we transparently provide information about 
how SAP protects customer data and privacy. 
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