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Business continuity and disaster 
 recovery plans help ensure uninterrupted 
solution delivery to our customers. But a 
playbook alone won’t resolve a crisis;  
it’s the people executing these 
procedures who make a difference.

We live in an age of uncertainty, when 
unforeseen events can have a huge impact 
on our lives – and our businesses. 

At SAP, our employees, customers, and 
other stakeholders want assurance that we 
can react quickly to disruptions while 
continuing to deliver our products and 
services.

Business continuity management (BCM) 
prepares us to respond and adapt rapidly to 
threats posed against our workforce, our 
business, and our reputation. We have a 
seasoned team and a playbook for success.

© 2021 SAP SE or an SAP affiliate company. All rights reserved.
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Defining Business Continuity Management, 
Values, and Objectives

A holistic BCM system identifies potential threats 
to an organization and the impacts to operations 
that those threats, if realized, might cause. At 
SAP, we value and implement BCM as a means to 
help our organizations respond and adapt rapidly 
to threats posed against our workforce, our 
business, and our reputation.

We anticipate scenarios that include, but are not 
limited to, natural disaster, power outage, 
hardware or telecommunication failures, data 
corruption, cyberattack – as well as explosive, 
chemical, biological, and nuclear hazards. These 
events may be local, affecting only a single SAP 
location, or they could be regional, impacting 
multiple SAP locations in a geographic area.

BCM provides a framework for building 
operational resilience in tandem with an effective 
response capability for scenarios like these. This 
safeguards the interests of key stakeholders, 
reputation, brand, and value-creating activities. 
At SAP, this is implemented through a 
management framework defined by the SAP 
Business Continuity Management Standard 
document.

This framework integrates information security 
practices with business continuity principles and 
processes in compliance with ISO 22301:2019.
The BCM controls that result map to other ISO 
certifications, C5, and NIST. The framework is 
comprised of the following four components:

 • Crisis management
 • Process continuity management
 • IT service continuity management
 • Cloud disaster recovery and resilience 
management

The BCM framework is governed by the global 
business continuity management office. Our 
framework readies us to respond and adapt 
rapidly to threats against our company. In 
building this framework, we employed an all-
hazards approach that allows us to handle all 
types of disruptive incidents and considers 
specific scenarios most likely to happen and 
recur.

Crisis management and process continuity 
activities are triggered by the loss or absence
of normal business process structures and are 
supported by security activities. The framework 
also provides appropriate responses to 
disastrous and unexpected events that impact 
the availability of critical IT services and delivery 
of cloud products. 

In alignment with the framework, top 
management or a delegate in each business unit 
is responsible for the implementation of business 
continuity practices, but ultimate accountability 
is assumed by the head of each board area for 
the business unit. This holistic system allows us 
to prepare and protect our workforce and enable 
crucial decision-making under pressure. The best 
defense is a prepared offense with a game plan.

Our goal is to be a resilient 
company whose employees 
respond and adapt rapidly to all 
threats against the interests of 
stakeholders, reputation, brand, 
and critical operations.

© 2021 SAP SE or an SAP affiliate company. All rights reserved.
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CRISIS	MANAGEMENT
Crisis management (CM) conducts activities that provide 
early warnings and forecasts for possible threats. CM 
coordinates the overall response at SAP to a significant 
disruptive incident in an effective manner, applying an all-
hazards approach to confirm:
 • Potential hazards and threats that may escalate into a 
significant disruption

 • Related negative consequences and likelihood of 
occurrence

 • Appropriate responses and recommended courses of 
action to either mitigate or resolve the incident 

If a disruptive incident occurs and obstructs our ability to 
proceed with business operations, timely decision-making 
and response coordination are crucial from strategic, 
tactical, and operational perspectives.

CM teams operate on a local, regional, and global level to 
protect people and property. We apply a two-step method:

First of all, emergency response teams take immediate 
action upon event detection. Following local rules and 
regulations, these teams have been trained, for example, to 
extinguish fires in an early stage, to evacuate offices, and to 
perform first aid.

Secondly, CM team roles and responsibilities are predefined 
with representatives from critical processes to apply the 
resource-based, all-hazards approach. These teams are 
authorized to make necessary operational decisions to 
alleviate and control the situation – for example, instructing 
employees to work from home with corporate laptops and 
secure connections.

In the midst of an emergency, all local, regional, and global 
teams communicate and coordinate their efforts through a 
dedicated alerting tool, common procedures, and reserved 
crisis management team equipment. CM is supported by 
appropriate situational intelligence activities performed 
within physical security, and also by business continuity 
management as described in the following sections.

Business Continuity 
Management Framework 
Sets the Stage
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PROCESS	CONTINUITY	MANAGEMENT
While CM procedures determine and manage the 
general response to a disruptive incident, we 
invoke process continuity plans to mitigate the 
impact on specific business areas. These plans are 
triggered by the full loss or absence of resources 
and capture the recovery strategy for business 
processes and support teams.

Process continuity management enables SAP to 
respond as a cohesive organization while 
minimizing negative effects on its business 
operations. Procedures follow best practices to 
identify, describe, and prioritize our critical 
processes and support resources. We consider 
critical business processes to be those that, if lost, 
can threaten the survival of the company within a 
relatively short period of time.

SAP routinely conducts a business impact 
analysis as a part of process continuity and uses 
several criteria to rank all processes on a criticality 
scale. Based on the outcome of this analysis, 
process continuity plans are created for the most 
essential business operations. Plans are 
maintained and tested to cover resource impacts 
such as the unavailability of offices, an insufficient 
workforce, a broken supply chain, or an 
infrastructure outage.

Top management is required to review, approve, 
and sign off on continuity plans and testing to 
ensure all individual organizations are aligned with 
the Business Continuity Management Standard.

Resilience is a mind-set, not just a trendy buzzword. Being 
a highly resilient organization helps us – and our customers 

– become stronger, more flexible, and more agile.

© 2021 SAP SE or an SAP affiliate company. All rights reserved.
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IT	SERVICE	CONTINUITY	MANAGEMENT
IT service continuity management (ITSCM) establishes the 
guidelines for the resilience and disaster recovery of 
systems, services, and in-house IT tools.

The primary focus is on the IT organization and cloud 
delivery units that operate the mission-critical 
infrastructure resources used at SAP. Best practices have 
been developed and applied to all key services – ranked by 
criticality and weighted by the risk of potential disruption.

The Business Continuity Management Standard formalizes 
the high-level procedures for ITSCM in accordance with 
ISO 22301:2019.

These processes serve four major functions:
 • Identify the critical IT resources supporting the SAP 
business and the IT operation

 • Analyze the gaps between the recovery requirements 
and capabilities

 • Address the risks and alert management
 • Verify that ITSCM plans are available, prioritized, up to 
date, and tested

By implementing these processes, the resulting analyses 
bring attention to IT weaknesses and help mitigate 
associated risks. Additionally, the standard describes the 
ITSCM actions necessary to minimize outages and respond 
to major disruptive events within required and agreed-upon 
service-level objectives.

© 2021 SAP SE or an SAP affiliate company. All rights reserved.
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CLOUD	DISASTER	RECOVERY	AND	RESILIENCE	
MANAGEMENT
Cloud disaster recovery and resilience 
management practices are focused on monitoring 
and identifying the risks for potential business 
disruption, averting those risks if possible, putting 
contingency plans into action if a disruption 
cannot be prevented, and recovering normal 
business activities once the outage is resolved.

SAP designs resilient cloud solutions with two 
objectives in mind:
 • Continuing business operations from an 
alternate site (such as an availability zone or 
local data center) in the event of a failure or 
major outage

 • Efficiently recovering on-demand products at a 
secondary site (either local or inter-region) 
following a disaster declaration 

To address the first objective, a resilience 
strategy captures the various methods for 
providing resilience and failover during a 
disruptive incident. A variety of resilience 
methods serve to minimize the negative impact 
of unexpected outages; the exact mechanisms 
may vary according to the cloud solution. 

To satisfy the second objective, the Business 
Continuity Management Standard and related 
procedural documents establish appropriate 
responses to severe and unexpected events that 
impact the security and availability of cloud 
products. 

For catastrophic events in which the restoration 
of cloud services at the primary facility is not 
feasible – at least not in a commercially 
reasonable time – SAP establishes, governs, and 
supports disaster recovery at a secondary facility 
with its documented strategies. A disaster 
recovery plan details the recovery objectives that 
are defined, at a minimum, by customer contract. 
The objectives provide the requirements for 
service-level management of operations and in-
house or subcontractor services.

The disaster recovery plan directs the recovery of 
mission-critical cloud services at the data center. 
Plans are developed and implemented to 
maintain or restore operations.  These are 
regularly reviewed, tested, and exercised to help 
ensure availability of information at the required 
level and within the required time scales following 
interruption to, or failure of, critical business 
processes. 

Although specific characteristics may vary by 
customer contract, prominent plan features 
include:
 • Backup process and schedule, with storage off-
site on redundant media in the designated 
region 

 • Replication of production databases at least 
every 24 hours at the disaster recovery site

 • Ready-to-use capacity at the secondary site to 
take over processing (such as warm standby) 
to help ensure quick service restoration

It’s impossible to predict what’s around the corner, so our  
customers depend on us to steer past potential disasters 
as they drive toward their own business-critical objectives.

© 2021 SAP SE or an SAP affiliate company. All rights reserved.
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Operational Resilience Helps 
SAP Run Continuously

SAP offers solutions and best-practice processes to help 
companies and people run at their best. We are 
committed to helping the world run better and improving 
people’s lives. With this in mind, our business continuity 
processes are designed to support availability and uptime 
even in the face of attacks and disruptive incidents.

We grow our operational resilience through an end-to-end 
business continuity framework conforming to ISO 
22301:2019 standards with controls for crisis 
management, process continuity, IT service continuity, 
and cloud disaster recovery. While governance policy is 
set centrally, it is implemented and maintained by 
individual management units on the ground with 
established controls to meet audit requirements. 

We maintain a business continuity team at SAP that not 
only enforces governance throughout SAP but also makes 
itself available on demand to address crisis situations as 
needed. Top management commitment as well as testing 
are two measures keeping business continuity procedures 
up to date and effective.

With such a framework in place, we are able to take 
immediate measures to recover our critical business 
processes, restore cloud services, and safeguard our 
reputation in the event of a disruptive incident.

© 2021 SAP SE or an SAP affiliate company. All rights reserved.
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Nature of the Business

Originally known for leadership in ERP software, SAP has 
evolved to become a market leader in end-to-end 
enterprise application software, database, analytics, 
intelligent technologies, and experience management. A 
top cloud company with 230 million users worldwide, SAP 
helps businesses of all sizes and in all industries to 
operate profitably, adapt continuously, and achieve their 
purpose. 

SAP innovations help 440,000 customers work together 
more efficiently and use business insight more effectively.

As a cloud-industry leader, SAP has 
changed focus from business continuity 
to business resilience. Our customers 
turn to us to help protect their mission-
critical operations and deliver reliable 
uptime.

© 2021 SAP SE or an SAP affiliate company. All rights reserved.
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No part of this publication may be reproduced or transmitted in any form 
or for any purpose without the express permission of SAP SE or an SAP 
affi  liate company.

The information contained herein may be changed without prior notice. 
Some software products marketed by SAP SE and its distributors contain 
proprietary software components of other software vendors. National 
product specifi cations may vary.

These materials are provided by SAP SE or an SAP affi  liate company for 
informational purposes only, without representation or warranty of any 
kind, and SAP or its affi  liated companies shall not be liable for errors or 
omissions with respect to the materials. The only warranties for SAP or 
SAP affi  liate company products and services are those that are set forth 
in the express warranty statements accompanying such products and 
services, if any. Nothing herein should be construed as constituting an 
additional warranty. 

In particular, SAP SE or its affi  liated companies have no obligation to 
pursue any course of business outlined in this document or any related 
presentation, or to develop or release any functionality mentioned therein. 
This document, or any related presentation, and SAP SE’s or its affi  liated 
companies’ strategy and possible future developments, products, and/or 
platforms, directions, and functionality are all subject to change and 
may be changed by SAP SE or its affi  liated companies at any time for 
any reason without notice. The information in this document is not a 
commitment, promise, or legal obligation to deliver any material, code, or 
functionality. All forward-looking statements are subject to various risks 
and uncertainties that could cause actual results to diff er materially from 
expectations. Readers are cautioned not to place undue reliance on these 
forward-looking statements, and they should not be relied upon in making 
purchasing decisions.

SAP and other SAP products and services mentioned herein as well 
as their respective logos are trademarks or registered trademarks of 
SAP SE (or an SAP affi  liate company) in Germany and other countries. 
All other product and service names mentioned are the trademarks of 
their respective companies. 

See www.sap.com/trademark for additional trademark information 
and notices.

76230enUS	(21/07)	

www.sap.com/contactsap

Follow us

https://twitter.com/sap
https://www.facebook.com/SAP
https://www.linkedin.com/company/sap
https://www.youtube.com/user/SAP
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