
7 Ways SAP Helps Secure Technology Stacks on Public Clouds
Insider Insights from Technical Experts at SAP

Cloud Solutions on Public Cloud Infrastructure | PUBLIC
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 • Hyperscalers are responsible for the physical security 
of their data centers, their services, and their own 
operations, and they offer diverse security features 
designed to keep their environments safe and secure.

 • SAP is responsible for securing what happens inside 
the underlying public cloud account behind the soft-
ware solution we manage for you. This includes the 
infrastructure created in the cloud account, the 
resources deployed, the virtual machines used, and the 
operating systems and application stacks integrated 
into the environment. We also focus on keeping your 
data safe and secure. 

 • As the customer, you are responsible for user manage-
ment within the applications, depending on the type of 
applications your organization has subscribed to.

When you run your SAP® solutions on a public 
cloud infrastructure managed by a hyperscaler 
such as Amazon Web Services (AWS) or  
Microsoft Azure Cloud, you benefit from 
greater scalability, flexibility, and stability.  
But how do SAP experts work with these and 
other hyperscalers to help secure your SAP 
technology stack? What tools and strategies  
do we employ to enhance security?

Responsibility for security in public clouds, or “hyper-
scaler” environments such as AWS and Microsoft Azure 
Cloud, is a shared endeavor among the public cloud  
provider, SAP, and the customer:
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2: Stringent Cloud-Account Lifecycle Management 
Processes
Our cloud-account lifecycle management processes help 
ensure that SAP has the correct contact and contextual 
information for account users so we can respond more 
quickly and effectively to security incidents.

3: Secure Reference Architecture Blueprints
We create secure reference architecture blueprints with 
proven configurations that help simplify and accelerate 
deployments. These blueprints are available to SAP 
internal product teams, freeing up developers to focus 
on other priorities, such as the quality of the software 
they deliver to our customers. 

We create secure reference architecture blueprints 
with proven configurations that help simplify and 
accelerate deployments.

KEY STRATEGIES AND TOOLS USED TO SECURE 
YOUR SAP ENVIRONMENT
So what specific tools and strategies does SAP employ 
to secure your SAP technology stack? Let’s explore the 
top seven most impactful ways SAP has you covered.

1: Preventive Controls and Detection Monitoring 
SAP employs preventive controls to harden cloud 
accounts in use by SAP and detection monitoring to let 
us know right away if any resources violate corporate 
policies and hardening procedures for cloud accounts. 
These controls are implemented by default across all 
SAP customer environments or through hyperscaler-
specific policies. We constantly scan our environments 
for these types of security policy violations.
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forgetting to tick an important box in their account  
settings – could lead to the account or resource being 
compromised. Optimizing default settings helps ensure 
that cloud resources are more secure from the moment 
they are created, as this optimization minimizes the 
chance of human error.

6: Centrally Driven Security Measures 
SAP employs centrally driven security measures across 
all customer accounts. For example, we enforce multi-
factor authentication of human users of cloud accounts 
across the board, which dramatically reduces the risk  
of accounts being compromised by entities trying to  
get access to SAP account credentials. 

4: An Extensive Approval Process for Security Concepts 
In business-critical environments, target architectures 
need to meet an additional set of standards prior to 
deployment, requiring development teams to apply for  
a so-called security concept that is evaluated in detail  
by SAP’s central security team. Beyond the blueprints, 
this adds another layer of security to our environments 
so that landscape architectures are reviewed before  
they go live.

5: Secure-by-Default Cloud Account Settings
SAP works with the hyperscalers to improve the security 
defaults for cloud accounts. A minor human error while 
clicking through console options – such as a developer 
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7: Hyperscaler-Specific, Built-In Security Features
To strengthen security, SAP also uses hyperscaler-specific, built-in security features 
and services and works with hyperscalers to organize the use of such services by SAP 
account users so they are easier to adopt and subscribe to. On the basis of the needs 
of the specific environment, for example, SAP uses hyperscaler services that protect 
our environments from distributed denial-of-service (DDoS) attacks or hyperscaler-
specific default disk-encryption services.

LEARN MORE
To learn more about how and why SAP works with hyperscalers to leverage their  
public cloud infrastructure services, watch this  video from the SAP TechEd Barcelona 
conference in 2019: Hyperscaler Strategy for the Business Technology Platform, 
Barcelona 2019 | SAP TechEd Archive.

We use 
hyperscaler-
specific, built-in 
security features 
and services and 
work with hyper-
scalers to organize 
the use of such 
services by SAP 
account users  
so they are easier 
to adopt and 
subscribe to.
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https://events.sap.com/teched/en/session/48928
https://events.sap.com/teched/en/session/48928


© 2020 SAP SE or an SAP affi  liate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or for any purpose without the 
express permission of SAP SE or an SAP affi  liate company.

The information contained herein may be changed without prior notice. Some software products marketed 
by SAP SE and its distributors contain proprietary software components of other software vendors. National 
product specifi cations may vary.

These materials are provided by SAP SE or an SAP affi  liate company for informational purposes only, without 
representation or warranty of any kind, and SAP or its affi  liated companies shall not be liable for errors or 
omissions with respect to the materials. The only warranties for SAP or SAP affi  liate company products and 
services are those that are set forth in the express warranty statements accompanying such products and 
services, if any. Nothing herein should be construed as constituting an additional warranty. 

In particular, SAP SE or its affi  liated companies have no obligation to pursue any course of business outlined in 
this document or any related presentation, or to develop or release any functionality mentioned therein. This 
document, or any related presentation, and SAP SE’s or its affi  liated companies’ strategy and possible future 
developments, products, and/or platforms, directions, and functionality are all subject to change and may be 
changed by SAP SE or its affi  liated companies at any time for any reason without notice. The information in this 
document is not a commitment, promise, or legal obligation to deliver any material, code, or functionality. 
All forward-looking statements are subject to various risks and uncertainties that could cause actual results to 
diff er materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking 
statements, and they should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks 
or registered trademarks of SAP SE (or an SAP affi  liate company) in Germany and other countries. All other 
product and service names mentioned are the trademarks of their respective companies. 

See www.sap.com/copyright for additional trademark information and notices.

Studio SAP | 71997enUS (20/12)

www.sap.com/contactsap

Follow us

http://www.sap.com
https://twitter.com/sap
https://www.facebook.com/SAP
https://www.linkedin.com/company/sap
https://www.youtube.com/user/SAP

	forward 31: 
	backward 33: 
	forward 34: 
	backward 34: 
	forward 35: 
	backward 31: 
	forward 32: 
	backward 30: 


