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TALK TO US . . .
We look forward to hearing from you and learning what you think about GRC 20/20  
research.  GRC 20/20 is eager to answer inquiries from organizations looking to improve GRC 
related processes and utilize technology to drive GRC efficiency, effectiveness, and agility.
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360° Visibility into Business Controls is Needed

Dynamic & Distributed Business is Difficult to Control
GRC is a “capability to reliably achieve objectives [GOVERNANCE], while addressing 
uncertainty [RISK MANAGEMENT], and act with integrity [COMPLIANCE].”1 Internal 
controls are a critical foundation to all three aspects of GRC. Controls aid the 
organization in reliably achieving objectives, managing uncertainty by mitigating risk, and 
are a critical part of meeting compliance obligations and enabling the organization to act 
with integrity. Good internal controls result in predictable business behavior, transactions, 
access, and processes.

However, organizations fail to monitor and manage controls effectively in a changing 
environment that demands agility. Too often internal control management and 
enforcement is a periodic and manual exercise.  This provides incomplete visibility 
into the organization’s people, transactions, processes, and systems, and is also prone 
to errors and labor intensive. This results in the inevitable failure of governance, risk 
management, and compliance (GRC) and provides case studies for future generations on 
how poor internal control management leads to the demise of organizations: even those 
with strong brands. 

Gone are the years of simplicity in business operations. Exponential growth and change 
in risks, regulations, globalization, employees, distributed operations, competitive 
velocity, technology, and business data encumbers organizations of all sizes. Keeping 
this risk, complexity, and change in sync is a significant challenge for boards, executives, 
as well as GRC management professionals throughout all levels of the business. This 
challenge is even greater when internal control management is not an ongoing and 
monitored process in the organization that is connected to and enables all aspects of 
GRC and is part of business applications, processes, and transactions. Organizations 
need to understand how to design effective controls, implement them, and review 
whether the risks they were designed to control are effectively mitigated on a continuous 
and ongoing basis.

1	 This	is	the	official	definition	of	GRC	as	published	in	the	GRC	Capability	Model	at	www.OCEG.org.

Continuous Control Monitoring with  
SAP Process Control  
Embedding CCM Into the Fabric of Business 
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Manual Approaches Lead to Inevitability of Failure in Controls
Internal control management is often misunderstood, misapplied, and misinterpreted 
as a result of scattered and uncoordinated approaches that get in the way of sharing 
data. This is particularly true when internal control management is a set of manual 
processes encumbered by documents, spreadsheets, and emails when it could be 
continuously monitored and enforced. Internal controls are pervasive; there are a variety 
of departments that manage controls with varying approaches, models, needs, and views 
on what controls are and how they should be measured and managed. These challenges 
come at application and process-levels, and continue to build as organizations develop 
broader GRC and enterprise/operational risk management strategies that span these 
departments. 

The management of internal controls has become increasingly challenging as the 
organization has:

 n Multiple lines of businesses operating globally across many jurisdictions and 
systems.

 n Workforce that is constantly changing with access into systems and processes. 
Over time there are significant gaps and rights issues as the average user has 
access into a dozen systems or more.

 n Web of third-party relationships and transactions with contractors, consultants, 
temporary workers, service providers, and outsourcers that have access to data, 
systems, and processes.

 n Mergers and acquisitions that exponentially grows the systems, processes, and 
controls in the organization if not properly integrated.

 n Millions of dollars in transactions that flow through business systems in the 
digital economy that need controls.

Business processes are being digitally transformed and, in some cases, fully automated 
(including bots) requiring embedded controls to help ensure configurations, master data, 
and transactions follow established risk thresholds and policies. Automation of controls is 
necessary to monitor the increasing document volume and high transaction complexity in 
the new business processes.

For some organizations, internal control management is only a view of routine financial 
controls, resulting in nothing more than a deeper look into siloed business systems, and 
does not truly provide an enterprise view of controls across business systems, processes, 
and operations. Completing a control assessment process and ticking the box has got in 
the way of true control analysis and understanding. 

Making sense of internal control management and its varying factions across operational, 
financial, employee, regulatory, and IT risks can be bewildering.  An internal control 
management strategy that is siloed and myopic makes governance a challenge. Manual 
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processes are time-consuming and prone to errors. One firm found that 80% of their 
internal control resources was nothing more than document reconcilers trying to 
aggregate and report on internal control assessments in hundreds of documents and 
spreadsheets. Manual aggregation, tallying, and reporting leads to further errors.

Providing 360° Awareness of Controls
Organizations need complete 360° situational awareness and visibility into internal 
controls across processes. What complicates this is the exponential effect of risk and 
control on the organization. Business operates in a world of chaos, and even a small 
event can cascade, develop, and influence what ends up being a significant issue. 
Dissociated siloed approaches to internal controls that do not span processes and 
systems can leave the organization with fragments of truth that fail to see the big picture 
of risk and controls across the enterprise, as well as how it supports their strategy and 
objectives. The organization needs visibility into control and risk relationships across 
processes. Complexity of business and intricacy, and the interconnectedness of control 
data, requires that the organization implement an enterprise view of internal controls 
monitoring, automation, and enforcement. 

This approach delivers 100% control monitoring and enforcement. Gone are the days 
of random sampling and finding out control issues are missed. Technology today 
delivers continuous control automation, monitoring, and enforcement in critical business 
processes and applications. Key to this is alerting on control exceptions in near real-time 
so control failures are noted and remediations are implemented to help the business be 
agile but stay out of trouble. 

The bottom line: Technology for internal control management, automation, and 
continuous monitoring enables organizations to achieve a real-time, integrated view of 
enterprise risks and controls across business process and applications. This enables an 
enterprise perspective of controls while increasing efficiency, effectiveness, and agility in 
internal control management. 

SAP Process Control

Embedding GRC Into the Fabric of Business
SAP Process Control is a part of the broader SAP GRC suite that GRC 20/20 has 
researched and evaluated that can manage, monitor, automate, and enforce internal 
controls across an organization’s business applications, processes, and transactions. 
The SAP Process Control solution delivers an enterprise view of internal control 
documentation, monitoring, and automation. 

GRC 20/20 finds that the SAP Process Control solution enables organizations to 
be efficient, effective, and agile in their internal control management strategy 
and integration into business applications and processes. SAP Process Control is 
particularly well suited for organizations that have a broader SAP environment that runs 
their business but can be used to help document controls across non-SAP business 
applications and processes. It allows for the organization to deliver both manual and 
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automated controls with exception-based monitoring across configuration, master data, 
transaction, and change management.

GRC 20/20’s evaluation, research, and interactions with SAP Process Control clients have 
determined the following:

 n Before SAP Process Control. Clients of SAP Process Control typically were using 
manual processes encumbered by documents, spreadsheets, and emails that 
only gave them a point in time visibility into controls within business applications 
and processes. They often leveraged random sampling instead of full visibility 
and testing. Such approaches can be very manual, time-consuming, and prone to 
errors, particularly in aggregation and reporting on data that involves hundreds 
to thousands of documents and spreadsheets. 

 n Why SAP Process Control. Organizations choose SAP Process Control as they 
are looking for an integrated platform into their SAP environment to automate 
and manage control monitoring, enforcement, and reporting processes. Clients 
state they chose SAP Process Control as it had greatest breadth to integrate into 
their existing SAP environment as they were committed to the SAP ecosystem. 

 n How SAP Process Control is used. Typical use cases for SAP Process Control 
vary to meet a variety of internal control management needs across business 
applications and processes. Clients use the system to provide a consistent 
control repository and automation platform. This can range from:

 � Internal controls over financial reporting

 � HR controls

 � IT general and security controls

 � IT privacy controls, 

 � Operational controls

 � Foreign Corrupt Practices Act controls

 � Other regulatory mandates

 n Where SAP Process Control has excelled. Organizations state that SAP 
Process Control has improved the quality of their internal control management, 
monitoring, and reporting processes. This improves the organization’s overall 
visibility by embedding hundreds of automated controls in business applications 
and processes while eliminating the overhead of managing manual internal 
control assessment processes encumbered by hundreds to thousands of 
spreadsheets, documents, and emails. Clients find that they get great customer 
service from SAP and finds the SAP Process Control solution integrates and 
works well with other SAP GRC solutions and the broader SAP ecosystem. 
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What SAP Process Control Does
GRC 20/20 has evaluated the capabilities of the SAP Process Control solution and 
finds that it delivers an integrated and robust internal control management solution to 
manage the range of controls within business applications (particularly SAP), processes, 
and transactions. The solution allows organizations greater agility in managing and 
monitoring controls in the context of today’s demanding requirements and processes. 
SAP Process Control automates what were once labor-intensive tasks associated 
with managing and assessment of internal controls. This functionality is essential for 
eliminating a maze of manual processes, documents, spreadsheets, and email. 

The SAP Process Control solution essentially provides a single source of truth for business 
controls integrated into processes, applications, and transactions. Clients gain 360° 
contextual visibility into control performance with real-time data that delivers 100% 
validation and enforcement of controls. Process owners save time as they only have to 
look into control exceptions instead of weeding through a lot of unnecessary information 
and alerts. All of this enables the ability to have a singular integrated control environment 
that can be used to manage controls in context of a range or risk and regulatory 
requirements the organization has to address and adhere to. Once a control is defined 
it can be mapped to a range of risks, regulations/obligations, and objectives to ensure 
that the organization reliably achieves objectives, while addressing uncertainty and risk, 
and acts with integrity to the obligations upon the organization. Controls can be mapped 
and monitored to entity, divisional, department, process, transaction, and asset level 
objectives and risks. 

This delivers:

 n Single source of truth for all controls across business processes, applications, 
and transactions that is shared and managed from the back-office GRC functions 
of audit, risk, security, and compliance to the front-office functions of the 
business.

 n Workflow-driven processes to engage and ensure accountability for controls 
across these back-office and front-office functions. 

 n Automated notifications that alert control owners and experts to issues that 
need to be reviewed and responded to when key risk indicators are triggered.

 n Continuous monitoring of controls to ensure they are effective and working 
continuously across processes, applications, and transactions.

As referenced, these capabilities can be delivered across the range of business 
applications and supporting processes and transactions, such as:

 n Finance controls

 � Procure to pay
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 � Financial close process

 � Treasury

 � Fixed assets

 � Order to cash

 n Operational controls

 n Human resources

 � oHire to retire

 n System security management

 � IT general controls

 � IT security controls

 � IT privacy controls

 n Other regulatory frameworks that requires control management

SAP Process Control effectively and efficiently enables an organization’s internal control 
management strategy by providing a platform to manage the lifecycle and breadth of 
internal controls across SAP business systems, applications, processes, and transactions. 

Foundational Capabilities in SAP Process Control

The SAP Process Control solution can be implemented to address the complex 
requirements of business internal control management program across processes, or 
it can be implemented to address particular internal control needs within a specific 
business application or process. Some organizations find that they often start with 
addressing a specific narrow internal control area and find that they expand the SAP 
Process Control implementation over time to address a wide range of internal control 
areas across SAP applications and processes. 

Specific capabilities that SAP Process Control delivers that enable organizations in 
managing internal controls are:

 n User experience. The SAP Fiori Launchpad delivers a consistent, intuitive, and 
efficient user experience, resulting in a positive experience and employee 
engagement.

 n Analytics and dashboards. SAP Process Control delivers risk analytics that is 
intelligent through the triangulation of collected information across business 
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systems, processes, master data, configurations, and transactions and initiates 
remediation tasks when needed. SAP Process Control customers leverages SAP 
Digital Boardroom to provide management and the audit committee with real-
time 360° insights.

 n Notifications. SAP Process Control provides notification through emails to notify 
control stakeholders and others of tasks and exceptions with embedded links to 
actions and tasks.

 n Workflow and task management. SAP Process Control provides capabilities to 
manage workflow and tasks. This includes alerts on pending tasks that are soon 
due and escalation of missed tasks. This delivers automatic routing of exceptions 
through workflow to appropriate users that can also be done offline using SAP 
Interactive Forms by Adobe to immediately limit any negative impact to the 
business from threats.

 n Breadth of process controls. SAP Process Control monitors the breadth of 
process controls across finance, operations, technology, security, and regulatory 
requirements. Delivering a harmonized and integrated approach to internal 
controls with full visibility and insight across SAP systems. 

 n IT general controls monitoring. SAP Process Control automates and monitors IT 
controls such as identity and access, logging and events, incident management, 
system configurations, and security and privacy controls. 

 n Policies mapped to controls. SAP Process Control enables the determination 
of what controls, as well as related policies, are needed, and how these are 
integrated, enforced, and tested in the environment.

 n Surveys, questionnaires, and attestations. SAP Process Control provides the 
capabilities to deliver control and policy surveys, questionnaires, and attestations 
to gather information and document receipt of policy and control conformance 
across the business.

 n Business rule creation and enforcement. SAP Process Control enables the 
definition of business rules related to internal control enforcement and 
automates the enforcement of rules within SAP applications.

Benefits Organizations Can Expect with SAP Process Control
Organizations are most likely to move to the SAP Process Control platform because 
they found that their manual, document-centric approaches took too many resources to 
administer, only addressed specific areas of internal control, and found things slipping 
through the cracks because of the continuous barrage of change and processes in the 
organization, particularly in SAP environments. Some organizations choose SAP Process 
Control because their existing internal control management solutions were limited in 
what they could deliver and integrate with SAP and did not give them visibility into 
controls across the SAP environment, processes, and transactions. 
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Specific benefits organizations can expect from implementing the SAP Process Control 
solution are:

 n Significant efficiencies in time through automation of workflow and tasks, as well 
as reporting. Specifically, the time it takes to test controls and build reports from 
documents and spreadsheets. 

 n Exception based control monitoring in near real-time, so the organization 
doesn’t duplicate/replicate data from the data source.

 n Analyze billions of records in seconds with complex rules and algorithms in the 
processing power of HANA based CCM business rules. 

 n Reduction in errors by automating the validation of controls through removing 
errors from manual processes and reconciliation that was incomplete or 
incorrectly entered.

 n Fewer things slipping through cracks as the solution can fully monitor controls to 
avoid the issues of random sampling and manual processes.

 n Data integrity with SAP Process Control being the system of record for all 
internal control management information.

 n Collaboration and synergies by providing a single platform with a consistent 
interface to manage controls across business processes. 

 n Consistency and accuracy of information as all internal controls conform to 
consistent process monitoring and enforcement within a single solution that 
integrates with the broader SAP environment.

 n Accountability with full audit trails of who did what and when; this particularly 
delivers value in fewer things slipping through the cracks - particularly business 
managers who have become more accountable for controls in their functions.

 n Efficiency in reporting where reporting is streamlined. 

 n Increased visibility as the organization can monitor the performance of a control 
across business systems/instances to see how it is performing around the world 
and in segments.

 n Greater confidence as SAP Process Control delivers 100% control validation and 
enforcement across business processes and transactions.

Considerations in Context of SAP Process Control
Every solution has its strengths and weaknesses and may not be the ideal fit for all 
organizations in all situations. While GRC 20/20 has identified many positive attributes of 
SAP and the SAP Process Control solution to enable organizations to deliver a significant 
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visibility and automation of  internal controls across business systems, processes, 
and transactions — readers should not see this as a complete and unquestionable 
endorsement of SAP and this solution. 

SAP Process Control provides a unified internal control management architecture. 
It manages and automates the range of controls across SAP systems and processes 
and is used to manage the documentation and assessment of controls in non-SAP 
related systems and processes. It provides an enterprise approach to control analytics, 
assessment, monitoring, and enforcement. Overall, organizations should have a high 
degree of satisfaction with their use and implementation of SAP Process Control as a 
unified internal control management platform. Client’s find great value in the breadth and 
depth of control management that SAP Process Control delivers while providing a single 
system of record for all control related activities. However, clients find that reporting can 
be difficult to configure and would like to see future releases address more agile and 
intuitive reporting and visualizations. They would also like to see even more development 
in the automation and enforcement of HR controls.

GRC 20/20 finds that the SAP Process Control solution provides value in managing an 
enterprise internal control management program across SAP systems/applications, 
processes, and transactions. As many organizations respond to growing risk and 
regulatory exposure across their business application environment, they look for a 
solution like SAP Process Control to manage and automate this process. 
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