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WELCOME

“Cognitive and 

physical superiority 

driven by tailored, fully 

integrated intelligent 

solutions is critical to 

the mission of defense. 

Effective, rapid, and 

coordinated deployment 

of digital technology 

across the defense 

and security mission 

requires agility and 

vision for the intelligent 

enterprise.”

Heinrich Pfriemer 

Global Vice-President, 

Defense and Security 

Industry Business Unit, 

SAP SE

Dear Customers and Partners,

The successful ability of organizations 

to embrace digital transformation and 

assess opportunities to increase agility 

and intelligent operations in joint and 

coalition environments is paramount 

to success. The complexity and risk of 

defense and security continue to expand, 

yet many budgets continue to constrict. 

The challenges faced in the wake of the 

COVID-19 pandemic have only exacerbated 

the need for resource planning, emergency 

preparedness, and coordinated response.

Military leaders indicate better 

information and more dynamic 

analytics are necessary to develop 

innovative strategies to meet the 

challenges of this volatile world. 

Digital warfare is emerging while digital 

reconnaissance delivers fast but 

ambiguous information. Insights and 

visionary adaptation are critical, and 

new transformative technologies can 

provide enablement.

At the center of SAP’s solution strategy 

is Intelligent ERP. Resource stewardship 

is translated in real time to suppliers, 

operators, facilities, aircraft, vehicles, and 

vessels – and even operators’ sensors 

and devices. The connectivity afforded by 

a single set of transactional and analytical 

data eliminates ambiguity and provides a 

clear, up-to-date view of reality for better 

situational awareness and decisive 

action. This approach is resilient and can 

operate cooperatively in austere and 

limited communication environments.

Military organizations are increasingly 

leveraged and relied upon for global 

emergency operations and support.

Governments increasingly rely on the 

logistical expertise and mobilization of 

defense organizations to support public 

health and welfare. Defense systems 

must increase levels of integration and 

analytical insights to continue to evolve 

as intelligent enterprises and meet this 

continuing demand.

And SAP for Defense & Security solutions 

are following global market trends for the 

customer experience, fusing experience 

and operational data. A defense 

organization’s propensity to listen, 

understand, and act based on 

experience and operational data propels 

new strategies for authenticating the 

experience of the human warfighter and 

security personnel. This allows military 

leaders to react faster and make better 

decisions that will lead to increased 

service levels, lower effort and cost, and, 

ultimately, increased mission readiness.

SAP focuses on five strategic priorities:

▪ Ready and capable defense

▪ Service-member centricity

▪ Collaborative, cooperative, and secure 

operations

▪ Resource stewardship and accountability

▪ Defense engagement management and 

refinement of the observe, orient, decide, 

and act (OODA) loop

SAP did not invent network-centric defense 

and security principles, but we have been 

part of their evolution for more than 30 

years. Today, strategic, operational, and 

tactical agility and dominance are the 

key objectives of digital warfare.

I firmly believe our SAP® technology enables 

innovative forces to reimagine operating 

environments and how system users and 

support integrate for optimal outcomes.

This white paper outlines digital technology 

trends, shares our vision of defense 

organizations harnessing the power of data 

and digital insight, and shows how SAP 

solutions may inspire innovative practices 

throughout your organization. 

I hope the information presented is helpful, 

and I look forward to your feedback. 

Heinrich Pfriemer

Global Vice-President

Defense and Security Industry Business Unit 

SAP SE
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Complexity

Increasing complexity requires flexibility and 

adaptability in a volatile and uncertain world. The 

industry is comprehensively transforming at an 

accelerated rate across primary areas such as 

society and politics, technology, and economics. 

New technology will provide opportunities for 

automation across the enterprise, especially 

supply chain and machine learning, that will 

supplement or replace human actions. Rapid 

defense and security innovation will require 

calculated risk and investment.

Personnel

Interpersonal sectors are challenged by rising 

operator demand, constraints on available 

recruits, and changing expectations of millennials. 

This pressure is coupled with reshaped political 

environments, including growing protectionism, 

rising nationalism, and the disruption of formerly 

established alliances. 

Technology

Hyperconnectivity is influenced by new 

technologies such as artificial intelligence (AI), 

the Internet of Things (IoT), and neurolinguistic 

programming, and aging IT landscapes require 

replacement. Meanwhile, constrained budgets 

challenge the ability to effectively adapt to the 

digital world and harness the increasing value 

of data and trusted solutions.

Global “megathemes” are affecting building 

products companies and providing new 

opportunities for growth.

Our Place in the New World
5

OUR PLACE 
IN THE NEW 
WORLD

© 2022 SAP SE or an SAP affiliate company. All rights reserved. 



Our Place in the New World
6© 2022 SAP SE or an SAP affiliate company. All rights reserved. 

▪ Expectations for exceptional data protection and 

privacy, including the EU’s General Data 

Protection Regulation and the security of 

corporate information during interactions 

▪ Funds increasingly being reprioritized and moved 

from the back office to the war-fighter mission

▪ Increased regulation and oversight, limiting 

government frameworks for action while 

terrorism increases

▪ Climate change, environmental risk, and the 

increased frequency of natural disasters 

The ability to address the global megathemes and 

industry trends will determine who will be among 

the winners in the next 10 years. Successful 

operating model innovation, process optimization, 

and workforce productivity are directly linked to 

delivering great customer and employee 

experiences. In fact, research indicates that the 

best-performing jurisdictions and forces are pulling 

away from the rest and widening the performance 

gap by creating a landscape where they deliver 

great experience. They are the most profitable 

because they successfully adopt new technologies 

and deliver winning solutions and services more 

efficiently.

Strategic and tactical enhancements with 

experience management are driving a virtual cycle 

of learning and continuous feedback, enabling data 

integration and interactions and influencing 

management and operational performance.

The defense and security industry is 

being reshaped by four major trends.



The defense and security industry is 

affected by risk, complexity, and diversity 

regionally and nationally, coupled with 

dynamic changes in overall economics and 

constrained budgets. As a result, mission 

and readiness goals are being jeopardized. 

In 2025, the focus will be on applying 

network-centric defense and security 

principles across the intelligent enterprise 

driven by new technology and data, and 

enabling innovative forces to reimagine 

operating environments and the overall 

integration of systems and users for 

optimal outcomes. AI and machine 

learning will automate many tasks, and 

blockchain will create a high degree of 

trust among trading partners, equipment 

manufacturers, and allies.

PAVING THE 
WAY FOR 
OPERATIONS
MODEL 
INNOVATION

Paving the Way for Operations Model Innovation
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35% 

Of organizations will have created new 

ecosystems by implementing AI- and 

blockchain-centric platforms, thus 

automating 50% of processes by 2022.1

50%
Of organizations will develop industry 

ecosystem digital operation centers by 

2024 to monitor capacity, expertise, 

market, and environmental conditions 

for 50% faster time to market.2

70%
Of consumer-facing manufacturers, 

due to COVID-19, will leverage new 

direct-to-consumer channels by 2022, 

producing up to 15% more profits, 

improved customer satisfaction, and 

business resilience.3
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FIVE PRIORITIES 
FOR SUCCESS
We have identified five strategic priorities 

necessary for defense and security organizations 

to transform their business.

DEFENSE ENGAGEMENT MANAGEMENT AND 
REFINEMENT OF THE OBSERVE, ORIENT, DECIDE, 
AND ACT (OODA) LOOP

COLLABORATIVE, COOPERATIVE, AND SECURE 
OPERATIONS

SERVICE-MEMBER CENTRICITY

RESOURCE STEWARDSHIP AND ACCOUNTABILITY

READY AND CAPABLE DEFENSE 
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READY AND CAPABLE 
DEFENSE

Organizations will invest in advanced technology and extend 

applications far beyond commercial applications.

Figure 1: The Vision of Ready and Capable Defense

System investment by defense and security 

organizations over the past several decades has 

been marked by expectations of integrated value: 

embracing new technologies and extending them 

beyond commercial limits.

The Vision 

In 2025, increasing demands will require 

coordinated management of operational 

readiness to support mission scenarios at home, 

regionally, and in international operations and 

ensure capable forces are generated and ready to 

meet operational contingencies and expectations. 

The distinction between the “front” and “rear” 

lines will continue to blur. Mobile contact and 

repair teams will be subject to the same physical 

and psychological factors as traditional combat 

personnel. Combat forces will initiate or monitor 

logistics actions such as ordering ammunition, 

food and water resupply, or medical treatment. 

Traditional troops are now involved in logistics 

processes, using machine learning to help reduce 

soldier “loads” (see Figure 1).

The Journey

Stop-gap systems maintenance is increasingly 

inefficient and will no longer be supported. With 

the advent of intelligent cloud platforms and 

solutions, institutions must finally make difficult, 

real investment decisions to disrupt all current 

systems and operations and transform those 

environments from reactive administrative 

support to proactive management tools. The 

disruption will be pronounced but necessary 

for survival. Advanced comprehensive analysis 

must be undertaken across the defense network, 

including systems and customer support 

structures, tempered with human experiences 

and data-driven insights. The opportunity is to 

build an intelligent enterprise from the ground up, 

embedding analytics and transparency into a fully 

integrated operating environment with a real-time 

executive dashboard.

Five Priorities for Success
9

OEM and 
manufacturing

Defense 
organizations

Commodity 
vendors

Education 
and training

Service 
providers

Other 
government 
departments 
or agencies

Allies Healthcare

Families Biometric Public

Contractors Communities 
of interest

Personnel

Buildings Machines Pumps

Ships Aircraft Vehicles

Bar codes 
and RFID

Smart 
shelves

Organizations People Things

© 2022 SAP SE or an SAP affiliate company. All rights reserved. 



Five Priorities for Success
10© 2022 SAP SE or an SAP affiliate company. All rights reserved. 

READY AND CAPABLE DEFENSE 

CONTINUAL AND INTEGRATED 
ENGAGEMENT
Historically, military supply, logistics, and maintenance activities have often been decentralized 

and divided between distinct departments and divisions. In particular, the supply and purchasing 

ecosystem has been marked by paper-intensive, spreadsheet-based environments that necessitate 

significant manual execution, accounting, audits, and reviews.

The military supply chain of tomorrow will feature intelligent, cloud-based systems integrated with 

embedded analytics to monitor supplies across the comprehensive entity. Real-time measurement 

of total supplies and regional availability will be load balanced and automatically focused on the 

most critical needs. Order processing and communications will be in real time, allowing immediate 

purchasing and settlement through blockchain. Machine learning and AI will be used to predict 

and balance supply lines in advance of ordering, and experience management tools will provide 

valuable data-driven insights to increase end-user satisfaction.

Source: SAP Performance Benchmarking

TOP VALUE DRIVERS

TRADITIONAL SCENARIO

NEW-WORLD SCENARIO

Invoices are each 

paid out of the 

general ledger 

and orders are 

executed.

Individual order 

sheets are created 

and forwarded to 

procurement.

Designated representatives 

from each unit or section 

identify supply shortages.

Invoices are manually 

generated and routed to 

accounting with attached 

documentation.

Varied supplies are 

ordered and shipped 

across numerous points. 

Accounting performs a 

month-end audit and 

review to balance 

accounts.

Total supply inventory 

levels are monitored 

and measured in real 

time with smart sensors 

and cloud analytics.

Central accounting activities run 

blockchain-based payments, 

and supplies across the force 

are measured and restocked 

automatically.

Automated systems and 

predictive AI trigger supply 

reorders that are matched 

with respective funding 

accounts for processing. 

Inventories are continually 

updated, shipments are 

tracked in real time, and 

live supply status alerts are 

sent to each department.

20%–30%
Reduction in R&D costs Reduction in total manufacturing 

costs

10%–20%
Reduction in manual rework through 
better product configurations

Up to 10%



SERVICE-MEMBER 
CENTRICITY

Putting the operator at the center of every decision is critical 

for success in the digital age of peacekeeping.

The Vision

Putting the operator at the center of every decision 

will be a key prerequisite for success in 2025. 

Service members and supporting staff deserve 

simple, seamless, and personalized experiences 

across any channel, any time, anywhere, and on 

any device. With the advent of new technologies 

such as AI, blockchain, and machine learning, 

service members are free to more acutely focus 

their efforts on the core mission. Just as important 

is the need to attend to service-member families, 

since the quality of life and service to those families 

is central to operators staying in service (see 

Figure 2).

The Journey

In line with comprehensive system upgrades 

and operational efficiencies, qualitative human 

experience data (X-data) will be paired with 

quantitative operational data (O-data) to derive 

data-driven, strategic economic insights. These will 

shape the need to develop efficiencies in staffing 

and support structures across departments and 

organizations. The disruption to service-member 

resource environments will continue to be 

pronounced. The opportunity is to recruit, train, 

serve, and retain an intelligent force of qualified 

service members and staff with the flexibility and 

adaptability required to be a next-generation force.

Five Priorities for Success
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Figure 2: Digital Depiction of Service-Member Centricity
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SERVICE-MEMBER CENTRICITY 

CENTRAL PERSONNEL 
COORDINATED ENVIRONMENT
The traditional defense and security chain of command is fundamentally hierarchical in nature. 

Intelligence and operational data gathered through specific channels must be analyzed and rolled 

up to senior leaders to enable strategy development and the subsequent issue of orders down 

through the ranks. 

In the next generation of defense and security, the seamless flow of information for integrated 

strategic planning and decision-making is critical. Intelligence and data collection is continuous, 

drawing from multiple internal and external sources, and from executive command levels to 

frontline soldier input. Comprehensive analysis using AI and real-time data analytics enables rapid, 

informed decision-making. Total force integration is achieved through clear understanding of the 

mission at all levels.

TOP VALUE DRIVERS

TRADITIONAL SCENARIO

NEW-WORLD SCENARIO

Division staff 

report the contents 

of the briefing 

document and their 

recommendations 

for action to 

command staff.

Updates and amendments 

are made, and the briefing 

document is disseminated 

by e-mail to the larger 

division staff for further 

review.

Unit staff generate 

a situation report 

and send a briefing 

document to senior 

staff for update and 

review.

Members of the division 

staff pass the briefing 

document between offices 

by e-mail and consolidate 

inputs with updates from 

senior staff.

Command staff develop 

a strategy and issue 

orders to subordinate 

unit leaders for planning 

and execution.

Unit staff review the current 

status of a situation report 

through an AI-empowered 

e-brief and send a review 

request to senior staff.

Division staff review the 

AI insights and predictive 

strategy models provided in 

the e-brief and formulate their 

recommendations for action.

Senior staff update the 

automated force data with 

real-time feedback gathered 

from prebriefed soldiers for 

direct, secure input into the 

e-brief for division staff to 

review.

Command staff confirm 

a strategy and issue 

consolidated orders to the 

total force for planning 

and implementation.

Source: SAP Performance Benchmarking

10%–12%
Reduction in total logistics costs Increase in on-time deliveries Reduction in total overhead costs

10%–20% Up to 10%



COLLABORATIVE, COOPERATIVE, 
AND SECURE OPERATIONS

Large consolidated operations that operate in many ways like 

small mobile cities must transform in-line to become smart, 

interconnected entities.

The need for efficient operations, centralized 

supply command, and optimized asset utilization is 

increasing for defense and security organizations. 

In line with investments in smart systems, 

reformed organizational operating models will 

increasingly depend on shared service and support 

environments driven by smart technologies to 

balance staffing and operational requirements. 

The Vision

Connecting new end-to-end digital defense asset 

networks will increase in complexity – especially 

with expanding political and economic challenges 

– by 2025. Opportunities, therefore, exist to 

demonstrate clear practical efficiency through 

automated, performance-based service and 

supply models – especially those that pool and 

share resources, including cybersecurity (see 

Figure 3).

The Journey

Change is almost always difficult, particularly 

where historical autonomous entities have 

operated. Operational readiness is a powerful force 

that will continue to be the fulcrum needed to drive 

change and break down functional barriers in 

traditional defense and security organizations. 

The opportunity for organizations to make these 

changes will come in the form of positive 

transformations into powerful intelligent 

enterprises that experience the benefits of 

investment in integrated analytical smart systems 

and flexible operating models.

Five Priorities for Success
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Figure 3: Complete Collaborative, Cooperative, and Secure Operations

As built As deliveredAs sourced

The physical world

As designed

Ideas

Geometries

Simulations

Consolidation

Network data

Quality fingerprint

Ramp-up

. . . 

Output

Performance

. . . 

Refinement

Revision

Quality review

Designs

. . . 

. . . 

. . . 

MaintenanceCoordinationData collection Operation

The digital world

© 2022 SAP SE or an SAP affiliate company. All rights reserved. 

Information sharing



Five Priorities for Success
14© 2022 SAP SE or an SAP affiliate company. All rights reserved. 

COLLABORATIVE, COOPERATIVE, AND SECURE 
OPERATIONS 

VIRTUAL SMART SYSTEMS 
AND OPERATIONS 
As defense and security organizations continue to cope with increasingly finite institutional 

resources, siloed departments and divisions operating with outdated, inadequate legacy systems 

hinder the ability of the larger organization to effectively meet challenges and evolving mission 

tasking.

The transformation to an intelligent enterprise begins with a thorough review of the current IT 

infrastructure and operating environment to identify workflow impediments and unnecessary 

tasks. Dramatic investment and movement of all systems and support to an analytics-driven and 

flexible cloud platform is essential for organizations to maximize the potential of a shared service 

and support environment.

TOP VALUE DRIVERS

TRADITIONAL SCENARIO

NEW-WORLD SCENARIO

Source: SAP Performance Benchmarking

Reduction in asset service and maintenance costs Reduction in asset master data creation and maintenance effort
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RESOURCE STEWARDSHIP 
AND ACCOUNTABILITY

To meet continuing budgetary challenges, effective and 

efficient management of assets and resources is critical.

Responsible governance of equipment, personnel, 

and infrastructure resources helps maximize 

capability and readiness, delivering the best value 

for citizens and allies. AI, machine learning, and 

blockchain can help streamline automated 

processes for supply and command and eliminate 

repetitive tasks.

The Vision 

In 2025, defense and security organizations must 

carefully balance their equipment, personnel, and 

infrastructure needs with the availability of shared 

resources to maximize capability, readiness, and 

output. Systems that allow for good stewardship of 

these resources can help customers show their 

constituents and taxpayers how they spent their 

budget and how those expenditures support the 

mission (see Figure 4).

The Journey

As defense and security organizations transform 

into modern intelligent enterprises, the ever-

present requirement to demonstrate economic 

value and effectiveness will become increasingly 

important. Powerful technology and tools that 

provide clear visibility and accountability of 

resources will help foster trust and confidence.

Five Priorities for Success
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Figure 4: Five Levels of Connectedness for Resource Stewardship and Accountability
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RESOURCE STEWARDSHIP AND ACCOUNTABILITY

CONTINUAL AND INTERACTIVE 
ENGAGEMENT
Defense and security organizations execute some of the largest deployments and supply management 

actions of any entities throughout in the world. The careful management of assets and targeted use of 

national, regional, and local machinery, supplies, and services are paramount to readiness and mission 

completion. Unfortunately, current resource management processes for defense and security 

organizations are still often laden with many manual processes and inefficient actions over the complex 

environment.

The next generation of resource stewardship and accountability will rely on intelligent information 

systems that feature integrated advanced analytics and blockchain technologies to automate processes 

wherever possible. Efficiencies will be realized with just-in-time process management based on machine 

learning. Defense and security leaders will be empowered to incorporate internal and external agency 

partners in their strategic planning efforts for coordinated preparedness and action.

TOP VALUE DRIVERS

TRADITIONAL SCENARIO

NEW-WORLD SCENARIO

Source: SAP Performance Benchmarking

10%–20%
Increase in revenue from new 
products

Increase in customer satisfaction Increase in market agility and 
responsiveness

10%–20% 15%

Service requests 
are simplified and 
resolved quickly 
through AI flows 
using blockchain 
technology and 
machine learning 
databases.

All internal and 
external agencies, 
allies, and partners 
are digitally 
connected to 
exchange and 
coordinate their 
services and 
support.

Digital dashboards 
based on sensor data 
monitor asset health 
condition to prevent 
downtime; key 
insights from 
merged X-data and 
O-data are used 
to design better 
equipment.

Consolidated digital 
service platforms 
and shared 
communication 
systems connect 
supply chains 
with full process 
transparency.

Simplified parts and 
service selection 
using 3D views and 
coordinated pricing 
provides a superior 
service-member 
experience across 
all channels.

A digital twin is 
used for granular, 
real-time asset 
information and 
service delivery 
over the whole 
lifecycle.

Disparate and 
decentralized paper-
based information 
hindering speed and 
asset accountability

Long service 
request and 
resolution times 
due to outdated 
or incomplete 
information

No platform 
to connect 
all parties 
involved

Limited capability to 
monitor asset health 
to predict remaining 
lifetime and demand 
forecast; no ability to 
link operational data 
with service-user data

Multiple, unique 
data sources and 
independent 
communication 
channels adding 
to operational 
complexity and 
preventing process 
transparency

Inefficient sourcing 
of equipment and 
services from multiple 
individual suppliers and 
redundant or outdated 
parts catalogs



DEFENSE ENGAGEMENT
MANAGEMENT AND 
REFINEMENT OF THE 
OODA LOOP
New technologies will drive advanced analysis and 

engagement protocols to meet rapidly changing 

environments and citizen expectations.

Figure 5: Defense Engagement Management Model for OODA

As the risk and complexity of the world continue to 

evolve, so do the intelligence requirements and 

rules of engagement for defense and security 

organizations. Adherence to new standardized 

protocols for citizen security will be expected.

The Vision

In 2025, the observe, orient, decide, and act 

(OODA) concept, originally applied to the strategic 

level of military combat operations, will be the 

established protocol at the operational level during 

military campaigns and peacetime operations 

alike. The need for functional agility at all levels will 

exceed that of raw power, and reliable analytical 

feedback will be a constant requirement. Military 

business operations will be the most immediately 

affected (see Figure 5).

The Journey

Defense and security organizations and their 

allies must rely on many forms of advanced 

communications that adapt to service-member 

support models to maximize readiness and 

response capabilities. Key communications 

channels with embedded analytics based on 

increased real-time data will provide the 

intelligence necessary for better decision-making 

by commanders and analysts. The most important 

systems, tools, and processes will consolidate 

relevant information, facilitate true listening, 

and reduce mission response time. At the same 

time, improved management support models, 

leadership, and training will be needed at all levels 

to maximize the effectiveness of these new, highly 

capable technologies.

Five Priorities for Success
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DEFENSE ENGAGEMENT MANAGEMENT AND 
REFINEMENT OF THE OODA LOOP

EXPANDING INFORMATION 
REACH WITH INTEGRATED 
INTELLIGENCE
The world has become increasingly ambiguous and uncertain. Threats from national insurrection, 

international terrorism, natural disasters, pandemics, and environmental challenges are all real. 

The need to effectively and efficiently mobilize first responders has never been greater. Although 

limited resources necessitate logical deployments and integrated communications, departments 

and agencies have been forced into an “action first, plan second” mentality that seldom meets 

public expectations of immediate protection.

Future integrated smart systems built on OODA methodologies can model coordinated actions 

with advanced predictive technologies such as AI and the IoT for effective and efficient logistical 

planning to meet threats and needs. Operational protocols and integrated coordination plans can 

be developed immediately from continual information collection and synthesis for the most 

effective point of engagement.

TOP VALUE DRIVERS

TRADITIONAL SCENARIO

NEW-WORLD SCENARIO

Source: SAP Performance Benchmarking

20%–30%
Reduction in R&D costs Reduction in total manufacturing 

costs
Reduction in manual rework through 
better solution configurations

10%–20%Up to 10%

An integrated single view of 

global risk automatically 

notifies all relevant national 

and regional military and 

police organizations.

Consolidated plans are 

developed and shared 

with impacted agencies 

through integrated 

communications systems.

Information systems with 

embedded analytics consolidate 

and evaluate inputs from all 

channels and affected agencies 

to model response scenarios.

Coordinated actions and 

control activities are 

performed by appropriate 

agencies, with continual 

feedback monitored and 

reported in real time.

Disjointed, individual plans 

are located, evaluated, and 

restructured across multiple 

agencies, departments, and 

organizations.

An emerging biological 

threat is reported across 

civilian, government, and 

military channels.

Divisional and administrative 

positioning is finalized, and 

multiple orders are issued 

to the agency and first 

responders for action.

Defense and police first-

responder organizations 

are activated and deployed, 

as plans are implemented 

to different degrees.
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Intelligent technologies promise to bring great 

benefits, enabling increased productivity and 

efficiency, innovative new business models, and 

new revenue streams. The following intelligent 

technologies help defense and security 

organizations respond to market trends.

AI and Machine Learning

Machine learning enables algorithms to learn 

from existing data and achieve the best possible 

outcomes without being explicitly programmed. 

Once the algorithm is trained, it can then predict 

future outcomes based on new data. 

Departments and organizations can use these 

capabilities to eliminate repetitive manual tasks 

in accounting, scheduling, and processing for 

officers, enlisted personnel, or staff across the 

organization or deployment. By applying machine 

learning to historical data, organizations can 

streamline analytics processes for multiple 

hypothetical lab scenarios – reducing valuable 

time spent on non-mission-critical tasks. 

The IoT

Advances in ubiquitous connectivity and edge 

computing are driving a steep change in 

organizational productivity. This connectivity, 

coupled with AI and machine learning, can 

analyze petabytes of data and affect performance 

outcomes. 

Although organizations have been using the IoT 

for some time now, an entire departmental value 

chain – or cross-institution value chain – can now 

be connected from design to production to 

supply chain. 

Data-driven insights from departmental and division 

preferences can improve designs, lower costs, and 

reduce risk. Remote condition monitoring of assets 

and research provides real-time data from faculty 

and employees to predict accurate resource 

allocation and identify potential quality problems in 

research and laboratory exercises. Real-time needs 

assessments, and service and asset deployment 

monitoring will help the institution reap economies 

of scale to support the highest research outcomes.

KEY 
TECHNOLOGIES
The current pace of technological advancement 

has the most profound impact on enabling how 

defense and security organizations transform 

themselves to respond to their customers’ needs 

and to market trends. 

© 2022 SAP SE or an SAP affiliate company. All rights reserved. 
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Data Platform to Manage 

Experiences

In the digital economy, the cycle 

time to sense, analyze, and respond 

is a big competitive differentiator. 

Leaders are connecting O-data 

(what is happening) from 

companies’ business systems with 

the X-data (why it is happening) 

coming from customers and 

employees to get 360-degree 

views, uncover actionable insights, 

and deliver better experiences. 

Advanced Analytics

The integration of advanced 

analytics capabilities – including 

situational awareness – into 

applications enables users to 

analyze data on the fly and 

drive better decision-making. 

Empowered users, benefiting from 

embedded analytics in processes, 

can get real-time visibility into their 

changing environment, simulate the 

impact of decision-making, mitigate 

risk, and achieve better research 

and performance outcomes. 

Blockchain

Blockchain is revolutionizing the 

movement and storage of value 

by creating a chain of unalterable 

transactional data. The blockchain 

model of trust, through massively 

distributed digital consensus, 

could reshape supply chains and 

integrated real-time commerce 

across the entire digital campaign 

or enterprise. 

Virtual and Augmented Reality

Virtual reality – the use of digital 

technology to create immersive 

simulations – was once the stuff of 

science fiction. So was augmented 

reality, which lets users interact 

with digital content overlaid on the 

real world. Already in use to help 

officers and analysts with complex, 

hypothetical, or difficult review 

scenarios, this technology will 

become even more critical to 

attract and retain service members.

Conversational AI

Advances in machine learning are 

enabling algorithms to become 

highly accurate in natural-language 

understanding and in image and 

voice recognition. This is especially 

useful in after-service and call-

center activities. Voice interfaces 

will be the go-to technology for the 

next generation of service-member 

applications, allowing for greater 

simplicity, mobility, and efficiency 

while increasing productivity. 

Robotic Process Automation

Robotic process automation 

streamlines repetitive, rule-based 

processes and tasks and reduces 

cost using software robots to 

replicate specific tasks or 

keystrokes. 

X + O Analytics

Differentiation in performance 

and readiness requires the fusion 

of human X-data with correlated 

O-data, providing a holistic under-

standing of human experiences 

through data-driven insights.

~50%

Of new mobile apps use voice as a 
primary interface, and 50% of the 
consumer-facing G2000 will use 
biometric sensors to personalize 
experiences by 2020.4

30%

Of manufacturers will use blockchain 
services as a foundation for digital trust 
at scale.5

US$1.2 trillion
IoT spending in 2022.6

75%

Of manufacturers will give their service 
teams access to searchable video 
content through mobility and wearables 
by 2021.7
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Intelligent, 
Sustainable Enterprise
We enable our customers to become intelligent, sustainable enterprises by bringing together our 
comprehensive portfolio of solutions and technology in service to customers’ business process needs.  

▪ It starts with our platform technology that provides the foundation of application integration, 
extension to a robust ecosystem of solutions, and data and AI.

▪ Then our industry-leading business applications work together spanning front-end and back-end 
systems that only SAP can provide. 

▪ This all comes together to provide the customer with support for the end-to-end, industry-specific 
business processes they need to run as an intelligent, sustainable enterprise (see Figure 6).

Figure 6: SAP Intelligent Enterprise Framework
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RISE with SAP is the foundation for an intelligent, sustainable enterprise in the cloud. We look forward to joining 
our customers on their transformation journey into the future. Find out more about RISE with SAP.

RISE with SAP: Driving 
Business Innovation Together
Every enterprise needs to develop new business models to avoid being disrupted, gain efficiencies 

to fund innovation, and transform mission-critical systems without business risk. RISE with SAP is 

the solution. 

RISE with SAP is a comprehensive solution with:

• Cloud ERP for every business need

• Industry next practices and extensibility

• Analytics and business process intelligence

• Outcome-driven services from SAP and partners

RISE with SAP is designed to support your business needs – for your industry, in your geography, for your 
regulatory requirements – with SAP responsible for the holistic service-level agreement, cloud operations, 
and technical support. It includes:

RISE with SAP is built to fit your needs

Discover the value of RISE with SAP

Take the lead with industry 
innovation for top-line, 
bottom-line, and green-line growth

✓ Grow revenue by creating 
differentiating business models 
in your industry

✓ Increase margin with built-in 
industry-specific processes and 
best practices 

✓ Unlock new efficiency with 
intelligent automation across 
mission-critical processes

✓ Manage sustainability with 
company-wide transparency 
and controls

Never stop improving with 
continuous insight to optimize 
business processes

✓ Prioritize optimization 
opportunities with instant 
analysis of processes, activities, 
and tasks

✓ Sharpen process performance 
based on actual system usage, 
best practices, and industry 
benchmarking

✓ Accelerate your progress with 
tailored insight on where to 
automate business processes 
with AI

Secure your business with a 
trusted partner for your needs, 
every step of the way

✓ Run your mission-critical operations 
at their best around the globe

✓ Reach the cloud without 
compromise with solutions for every 
business and every regulatory 
requirement

✓ Take charge of change using a 
versatile platform to speed 
innovation

✓ Own your tomorrow with a guided 
journey and outcome-driven 
practices from SAP and our partners

https://www.sap.com/products/rise.html?a
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Our partner ecosystem includes, among others:

Our comprehensive ecosystem for the defense and security 

industry offers:

▪ The Intelligent Enterprise as the overarching 
strategy to meet future requirements, 
providing: 

– SAP S/4HANA® co-development 
programs for customers and partners

– Industry co-innovation programs for 
industry-specific use cases

– Delivery of enterprise-to-enterprise 
industry clouds

– Thought leadership, evangelism, and 
enablement by industry through events, 
councils, and regular customer exchange 

▪ Integration into a wide range of business services 
(OEMs, suppliers, key vendors, and more)

▪ Open architecture, with a choice of hardware 
and software specifically designed to meet 
requirements

▪ Complementary and innovative third-party 
solutions to provide extensive and robust 
technology

COMPREHENSIVE 
SAP ECOSYSTEM 
ORCHESTRATING THE 
PARTNER ECOSYSTEM TO 
DELIVER VALUE FASTER

© 2022 SAP SE or an SAP affiliate company. All rights reserved. 



SAP supports defense and security organizations in becoming intelligent 
enterprises – providing integrated business applications that use intelligent 
technologies and can be extended on SAP Business Technology Platform to 
deliver breakthrough business value.

• SAP for Defense & Security solutions

• SAP Services and Support

SAP IS COMMITTED 
TO INNOVATION 

10-Year Innovation Vision

SAP delivers fully intelligent 
business solutions and networks 
that span company boundaries 
and promote purpose-driven 
businesses. These solutions offer a 
highly empathic symbiosis between 
machine intelligence and human 
ingenuity.

Comprehensive Industry 
Coverage

SAP solutions enable 
comprehensive coverage of 
the complete value chain across 
the enterprise. With its clear 
industry road map, SAP is the 
partner of choice for the 
defense and security industry.

Proven Services Offering

By bringing together world-
class innovators, industry 
and emerging technology 
expertise, proven use cases, 
and design thinking methods, 
we help organizations develop 
innovations that deliver 
impact at scale.

▪ Self-running enterprise 
systems

▪ Self-organizing business 
ecosystems

▪ New markets and business 
models

▪ 57 of the world’s military 
forces run SAP solutions

▪ 22 of 29 NATO countries run 
SAP solutions

▪ SAP has more than 675 
customers worldwide

▪ The United Nations runs 
SAP solutions

▪ Proven methodologies 
to drive innovation, from 
reimagining customer 
experiences to 
enhancing operations

▪ Innovation fueled by a 
managed innovation 
ecosystem from SAP

▪ Ability to build your own 
innovation capability and 
culture

Learn more
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https://www.sap.com/industries/defense-security.html
https://www.sap.com/services.html
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Outlined below is external research that was used as supporting material for this paper.

Resources
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1.–3. “IDC FutureScape: Worldwide Manufacturing 
2021 Predictions,” Doc # US46912620, Oct. 
2020. 

4. Responding to Capability Surprise: A Strategy 
for U.S. Naval Forces,” National Research Council 
of the National Academies, 2013.

5. “Win In a Complex World – But How?,” 
interview with General David G. Perkins, US Army 
Acquisition Support Center. 

6. “Small Wonder Can Lighten the Soldier’s Load,” 
Will Stirling, innovateuk.org. 

7. SAP Performance Benchmarking.

Note: All sources cited as “SAP” or “SAP 
benchmarking” are based on our research with 
customers through our benchmarking program 
or other direct interactions with customers.
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