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Summary
Integration has become the key enabler and 
competitive differentiator for intelligent enter-
prises. In the paper “Intelligent Enterprises Are 
Integrated Enterprises,” SAP has outlined its 
strategy and road map toward an integrated  
intelligent suite along end-to-end business  
processes with a focus on SAP-to-SAP line- 
of-business (LoB) integration scenarios. 

Based on SAP® Business Technology Platform 
and the SAP technology offerings available today, 
this document1 explains the strategy and pro-
vides enterprise and integration architects with 
detailed guidance on how to evolve their existing 
integration architecture. It focuses specifically  
on integration services used to cover integration 
needs in heterogeneous landscapes. In addition, 
we provide the paper “CIO Guide: SAP’s  
Hybrid Integration Platform for the Intelligent  
Enterprise,” a management abstract to accom-
pany this detailed integration architecture guide. 
In total, we provide three publications for your 
reference:

 • “Intelligent Enterprises Are Integrated  
Enterprises” focuses on end-to-end business 
processes in the intelligent enterprise that span 
SAP’s intelligent suite and partner and third-
party solutions.

 • “CIO Guide: SAP’s Hybrid Intelligent Enter-
prise Integration Platform for the Intelligent 
Enterprise” is a short executive overview of 
SAP’s hybrid integration platform. It summarizes 
the detailed guide that you are currently reading.

 • “Integration Architecture Guide for Cloud and 
Hybrid Landscapes” is the detailed guide to  
integration technologies from SAP, which you 
are now reading.

  1.  Formerly, this detailed integration architecture guide was issued with the title “CIO Guide.” We have changed its title to reflect its 
target group. “Integration Architecture Guide for Cloud and Hybrid Landscapes” will be accessed under a new URL. It will no longer 
have “CIO” in the title. The name “CIO Guide” now refers to the management abstract and can be accessed through the URL used 
for the previous version of the detailed guide.

© 2022 SAP SE or an SAP affiliate company. All rights reserved.
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This guide provides technology guidance along 
the three pillars of SAP’s overall integration strat-
egy: integration principles, integration suite, and 
integration methodology. Detailed guidance is 
given for the major integration flavors:
 • Process integration, leveraging the services  
of SAP Integration Suite and SAP Process 
Orchestration software, in which context we 
highlight foundational aspects such as SAP’s 
strategy for APIs and aligned domain models 
and SAP API Business Hub

 • Data integration with the SAP Data Intelligence 
solution and related SAP solutions for 
enterprise information management and  
SAP Database and Data Management solutions

 • Analytics integration, including the  
SAP Analytics Cloud, SAP Data Warehouse 
Cloud, and SAP BW/4HANA® solutions

 • Thing integration, which illustrates the 
mechanisms for using data from real-world 
objects to control and parametrize business 
processes as well as mechanisms  
to trigger activities at the so-called “edge”

 • UX integration with a focus on the OData 
provisioning options for SAP Fiori® user 
experience (UX)

Additional topics include:
 • Identity integration, which outlines security-
related aspects and refers, in addition to the 
description of a target architecture for identity 
and access management, to further materials, 
including a dedicated CIO guide related to this 
area

 • Automated setup and configuration of 
integration scenarios

 • End-to-end integration monitoring, which 
provides an overview of integration monitoring 
options for cloud and hybrid landscapes

 • Guidance for the transition from  
SAP Business Suite software to  
SAP S/4HANA® and SAP S/4HANA Cloud 
from an integration perspective

Since the previous version of this document  
was issued, all sections have been updated and 
two new sections have been added, “Thing  
Integration” and “Identity Integration.”

© 2022 SAP SE or an SAP affiliate company. All rights reserved.
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Introduction
Integration has become the key enabler for  
intelligent enterprises. The holistic integration  
of business processes, data, business partners, 
people, and physical assets such as sensors or  
machines builds the foundation for next-generation 
intelligent enterprises. In the paper “Intelligent  
Enterprises Are Integrated Enterprises,” SAP 
has outlined its strategy toward an integrated  
intelligent suite along end-to-end business  
processes with a focus on SAP-to-SAP integra-
tion and its related road maps. 

Integration is becoming more and more strategic 
for enterprises coping with increasingly hetero-
geneous and hybrid IT landscapes. Based on  
SAP Business Technology Platform (SAP BTP), 
this document complements that strategy by 
providing enterprise and integration architects 
with guidance on how to evolve their existing  
integration architectures with the SAP technology 
offerings available today. It has a strong focus on 
integration services used to cover integration 
needs in heterogeneous landscapes, including 
partner and third-party solutions. The hybrid  

integration platform is the central nervous  
system of an intelligent enterprise and allows  
digital ecosystems to be built on top.

SAP’s integration strategy is based on three  
pillars described in the following sections: 
 • Integration principles: Predefined integration, 
open integration, holistic integration, and  
AI-driven integration 

 • Integration suite: SAP Integration Suite as  
a versatile and enterprise-grade hybrid 
integration platform 

 • Integration methodology: SAP Integration 
Solution Advisory Methodology to guide 
customers with integration patterns, allowing 
them to determine their enterprise integration 
strategy 

INTEGRATION PRINCIPLES
As shown in Figure 1, SAP’s comprehensive  
integration strategy facilitates integration of end-
to-end business processes spanning integrated 
intelligent suite solutions as well as partner and 
third-party solutions. 

Integration has become the key enabler for  
intelligent enterprises. The holistic integration  
of business processes, data, business partners,  
people, and physical assets builds the foundation  
for next-generation intelligent enterprises. 

© 2022 SAP SE or an SAP affiliate company. All rights reserved.
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Figure 1: Key Integration Principles for the Intelligent Enterprise

The integration strategy is based on four key 
principles:
 • Predefined integration: Within the document 
“Intelligent Enterprises Are Integrated 
Enterprises,” SAP outlines its strategy and  
road map for the integration of end-to-end 
processes of its intelligent suite (SAP to SAP) 
based on well-defined suite qualities. As an 
example, the alignment of domain models 
makes it possible to exchange master data in 
an efficient and convenient way between SAP 
applications. SAP publishes the description and 
metadata of open APIs and events across line-
of-business (LoB) applications and platforms in 
SAP API Business Hub. Besides aligned APIs, 
prebuilt integration content (so-called 
integration packs) builds an important 
foundation for integrating applications of the 
intelligent enterprise.

 • Open integration: Besides SAP-to-SAP and 
SAP-to-partner integrations, SAP is open for 
any third-party integration as well as custom 

extensions leveraging public APIs. With  
the Open Connectors capability within  
SAP Integration Suite, SAP provides feature-
rich, prebuilt connectors for more than 170 
third-party applications.

 • Holistic integration: SAP provides a  
holistic integration technology portfolio  
that covers all flavors of integration. Based on 
SAP Integration Suite, SAP supports multiple  
types of integration use cases, ranging from 
process, data, user, and thing to analytics-
centric integration.

 • AI-driven integration: In addition to bringing 
intelligence to core business processes,  
SAP uses AI techniques to simplify the 
development of integration scenarios. One 
example is the Integration Advisor capability 
within SAP Integration Suite. Its crowd-based 
machine learning approach enables users to 
define, maintain, share, and deploy integration 
content much faster than building it from 
scratch.

4 AI-driven  
integration

2 Open integration

1 Predefined
integration

3 Holistic integration

© 2022 SAP SE or an SAP affiliate company. All rights reserved.
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Figure 2: SAP Integration Suite – SAP’s Hybrid Integration Platform

INTEGRATION SUITE
SAP Integration Suite is SAP’s recommended toolkit for simplifying and accelerating integration for 
SAP, partner, and third-party integration scenarios (see Figure 2).

Functionality and Positioning
The integration suite offers holistic integration2  – 
application-to-application (A2A), master data, 
business-to-business (B2B), electronic data 
interchange (EDI), and business-to-government
(B2G) integrations. It supports data integration 
and data pipelining and event-driven and API-
based integrations. SAP Integration Suite acts as 
the foundation for process excellence across the 
value chain. It complements on-premise process 

and data integration platforms, such as SAP 
Process Orchestration, and SAP solutions for 
enterprise information management and SAP 
Database and Data Management solutions that 
our customers rely on. The integration suite is a 
toolkit that consists of multiple services to 
support holistic integration scenarios. Table 1 
summarizes the services and high-level use 
cases, which will be described in more detail later 
in this document.

SAP S/4HANA

SAP Ariba solutions

SAP Customer Experience

SAP Concur solutions

More 

SAP SuccessFactors solutions

Twitter
Slack
QuickBooks
OneDrive
Mailchimp
Microsoft SharePoint
Magento – Adobe  
Commerce
Google Drive
SUSE
SugarCRM
PayPal
Stripe
Instagram
Salesforce
Amazon Web Services
More 

ASC X12
UN/EDIFACT
Odette EDIFACT
VDA EDIFACT
JAIF EDIFACT
Odette
GS1 EANCOM
cXML

SAP Fieldglass solutions

2.  SAP Integration Suite comprises the following core capabilities by default: 1. Cloud Integration 2. API Management 3. Integration 
Advisor 4. Open Connectors. Other integration services can be added and are provisioned on SAP BTP.

Fully managed  
multi-cloud offeringMicrosoft AzureSAP Alibaba CloudAWS Google Cloud Platform 

SAP INTEGRATION SUITE

2,100+ prebuilt integration packs | 2,800+ APIs | 170+ events 
connectors to 170+ third-party cloud apps

CLOUD 
INTEGRATION 

End-to-end process 
integration

SAP DATA INTELLIGENCE 
Data integration,  

orchestration, and AI

API MANAGEMENT 
Exposure of your data as APIs, 

management of end-to-end 
lifecycle

SAP EVENT MESH
Sensing and response to  

business events

SAP MASTER DATA INTEGRATION | 
SAP ONE DOMAIN MODEL

Shared master data with  
SAP and third-party systems

OPEN CONNECTORS 
Accelerated connectivity  

to third-party applications

INTEGRATION ADVISOR 
AI-based integration and  
metadata management

TRADING PARTNER 
MANAGEMENT

Creation and and maintenance 
of B2B scenarios

INTEGRATION ASSESSMENT
Shaping and execution of your 

integration technology strategy

SAP API BUSINESS HUB

SAP apps Governments

Third- 
party 
apps

B2B 
partners

© 2022 SAP SE or an SAP affiliate company. All rights reserved.
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Table 1: SAP Integration Suite – Services and Use Cases

Services Use cases

Cloud Integration End-to-end process integrations (A2A), AI-accelerated business-to-business 
(B2B) and electronic data interchange (EDI) integrations, and business- 
to-government integrations with over 2,100 prebuilt integrations delivered  
as integration packs

SAP Master Data 
Integration and  
SAP One Domain Model  

Master data integrations across SAP applications in the intelligent suite

SAP Data Intelligence Data integration; data pipelining scenarios; and extract, transform, load (ETL) 
scenarios for data lakes and data warehouses that apply machine learning 
algorithms for data clustering, regression, and insights

API Management Full lifecycle management of enterprise APIs (design – develop – manage and 
developer engagement) with support for customers launching their own API 
domains and running enterprise API programs

SAP API Business Hub
SAP’s directory of process blueprints, domain models, over 2,800 APIs,  
events, and integration packs, with an additional innovation of the new  
API Business Hub Enterprise, which is similar to a customer’s instance  
of SAP API Business Hub  

Integration Advisor AI-based mapping proposals to accelerate onboarding of trading partners 
through accelerated mappings, with support for EDI metadata management 
and B2B library support

Open Connectors Over 170 open connectors to simplify third-party connectivity through one- 
to-many integrations with various integration hubs such as CRM, ERP, cloud 
storage, and social media

SAP Event Mesh Event-based integrations with prepackaged events from SAP  
applications such as SAP S/4HANA and SAP Customer Experience  
and SAP SuccessFactors® solutions

Trading Partner 
Management 

Creation and maintenance of B2B scenarios

Integration 
Assessment  

Shaping and execution of your integration technology strategy 
following SAP Integration Solution Advisory Methodology 

© 2022 SAP SE or an SAP affiliate company. All rights reserved.
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Core Capabilities of  
SAP Integration Suite

Former Name

Cloud Integration capability SAP Cloud Platform Integration service

API Management capability SAP Cloud Platform API Management service

Integration Advisor capability SAP Cloud Platform Integration Advisor service

Open Connectors capability SAP Cloud Platform Open Connectors service

Notes on Terms Used in This Document
The core capabilities of SAP Integration Suite are 
discussed throughout this document. Those 
capabilities were previously known as individual 

INTEGRATION METHODOLOGY 
SAP Integration Solution Advisory Methodology 
helps enterprise architects to shape the 
enterprise integration strategy for their 
organizations. The methodology also offers 
architecture blueprints to address enterprise 

services. To avoid any confusion, the following list 
shows the current name of each core capability 
and the service name it was known under before.

integration challenges and provides guidance on 
choosing the right integration approach and 
services. This document is based on this 
approach and provides recommendations for 
process-, data-, analytics-, thing-, and user-
centric integration patterns.

SAP Integration Solution Advisory  
Methodology helps enterprise architects  
to shape the enterprise integration  
strategy for their organizations. 

© 2022 SAP SE or an SAP affiliate company. All rights reserved.
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ABOUT THIS DOCUMENT 
Figure 3 shows the key building blocks for integration that are covered in this guide. 

AI-driven  
integration

Open  
integration

Predefined
integration

Holistic  
integration

SAP Integration Solution Advisory Methodology

API-managed integration | Event-based integration | . . . 

Aligned domain models

Integration automation

Process integration 
(including master data)

Thing integration

Multi-cloud

APIs and integration packages

Integration monitoring

Data integration

User integration

Private cloud

End-to-end process blueprints

Analytics integration

Identity integration

On premise Embedded

Foundation

Setup and operations

Integration styles and technologies

Integration deployment models

Figure 3: Content Overview – Key Integration Building Blocks

© 2022 SAP SE or an SAP affiliate company. All rights reserved.
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This document is made up of the following 
sections:
 • “SAP Integration Solution Advisory  
Methodology” outlines how the methodology 
supports enterprise architects on their digital 
transformation journey with a proven approach 
for tackling the growing integration challenge.

 • “Process Integration” provides guidance for  
the “process integration” style and related use 
cases. It describes how the integration suite 
supports various use cases, such as A2A,  
B2B, B2G, and master data integration. It 
provides guidance on how SAP Integration 
Suite, SAP Process Orchestration, and the  
SAP Application Interface Framework tool  
can be used to implement various process 
integration scenarios. It introduces  
SAP One Domain Model and outlines the use  
of the SAP Master Data Integration service to 
exchange and synchronize master data across 
SAP applications based on aligned domain 
models. The section discusses the additional 
integration capabilities of the integration suite: 
API Management, Open Connectors, and 
Integration Advisor capabilities. It also 
discusses the SAP Event Mesh capability and 
the cloud connector that comes with the  
SAP Connectivity service. Finally, it introduces 
the use of SAP Graph software.

 • “Data Integration” provides guidance for  
the “data integration” style and related use 
cases. It introduces SAP Data Intelligence, a 
comprehensive data management solution  
for governance, integration, processing, and 
orchestration of data in on-premise, cloud, and 
hybrid landscapes. In addition, this section 
provides guidance for using SAP solutions for 
enterprise information management and  
SAP Database and Data Management solutions.

 • “Analytics Integration” provides details on 
how SAP Data Warehouse Cloud, SAP Analytics 

Cloud, and SAP BW/4HANA are integrated. It 
explains how both provide connectivity to SAP 
and third-party systems – cloud and on premise 
– to access data with or without replication. In 
addition, it details how the embedded edition of 
SAP Analytics Cloud allows other applications – 
SAP and third-party – to integrate analytics  
capabilities in their operational systems.

 • “Thing Integration” provides an overview of 
mechanisms that can be used to integrate with 
objects from the “real world” using sensor data. 
It explains how to use IoT data to control  
and parameterize business processes, how  
to trigger activities, and how to combine 
mechanisms that are executed centrally  
versus others that are performed at the “edge.”

 • “UX Integration – Deployment Options”  
provides guidance on OData provisioning  
options for the SAP Fiori UX, with focus on  
user-centric integration.

 • “Identity Integration” covers lifecycle aspects 
of consistent, integrated security and identity 
management in scenarios that involve various 
systems.

 • “Integration Configuration with the Cloud 
Integration Automation Service” 
provides insights into how the Cloud Integration 
Automation service helps simplify and 
automate the configuration of integration 
scenarios of intelligent enterprise scenarios 
within a customer landscape.

 • “End-to-End Integration Monitoring” provides 
an overview of monitoring options for hybrid 
landscapes, including the use of SAP Solution 
Manager and the SAP Focused Run and  
SAP Cloud ALM solutions.

 • “Integration of SAP S/4HANA” gives insight 
into what the transition from SAP Business 
Suite to SAP S/4HANA and SAP S/4HANA 
Cloud means from an integration perspective. 

© 2022 SAP SE or an SAP affiliate company. All rights reserved.
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To support the digitalization of business processes, 
the scope of integration practices within customer 
organizations is constantly increasing. To tackle the 
broad scope of integration, customers need to 
evolve their enterprise integration architecture 
while leveraging existing investments and skill sets. 
Large organizations typically build on the principle 
of a hybrid integration platform, combining integra-
tion technologies and services that may come from 
different vendors. This implies the need to give  
integration developers guidance as to which  
integration technology or service to choose for 
an integration scenario. In addition to technical 
aspects, customers need to consider the organi-
zational dimension of integration. When specifying 
and introducing common integration roles and 
processes, customers can better scale integration 
knowledge across and beyond their organization. 

SAP Integration Solution Advisory 
Methodology supports enterprise architects on 
this journey with a proven approach for tackling 
the growing integration challenge, complemented 
with defined best practices and accelerators for 
integration. Customers and partners can adapt 
and enrich the content of this methodology, 
which is delivered by SAP, according to individual 
requirements. 

METHODOLOGY IN A NUTSHELL 
The goal of SAP Integration Solution Advisory 
Methodology is to help raise the integration 
maturity level of an organization by moving from 
arbitrary integration to a systematic approach 
based on well-defined integration standards.  
For this purpose, the methodology can be applied 
stepwise for the following use cases (see Figure 4). 

SAP Integration Solution Advisory  
Methodology

Figure 4: Overview – SAP Integration Solution Advisory Methodology

SAP Integration 
Solution Advisory 

Methodology

Design your hybrid 
integration platform

Enable a practice of 
empowerment

Assess your  
integration strategy

Define integration 
best practices

In
tegration strategy and governanceIntegration domains

Open: SAP and third-party technologie
s

Integra
tio

n 
st

yl
es

Use case patterns
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Let us now examine each use case, its objective, approach, and the provided accelerators.

Assess Your Integration Strategy
Enterprise architects can use the methodology to assess their integration architecture and identify 
areas for future improvement. This assessment is performed in a staged approach starting with 
identifying the relevant integration domains. Integration domains are typical integration areas within 
a hybrid system landscape, such as cloud-to-on-premise or cloud-to-cloud integration (see Figure 5).

Figure 5: Integration Domains

User-centric  
applications

Real-world  
objects

SAP

SAP

Third party

Third party

SAP S/4HANA Cloud

Private cloud

Cloud

On premise

Cloud apps

ApplicationsSAP Business  
Suite

SAP S/4HANA

SAP Ariba 
solutionsSAP Customer 

Experience SAP Concur 
solutionsSAP SuccessFactors 

solutions . . . 
SAP Fieldglass 
solutions

User to on premise Thing to on premise

Cloud to on premise

User to cloud Thing to cloudCloud to cloud

On premise to  
on premise

Business  
partner

Government
agency

Integration domain

Enterprise architects can use the methodology  
to assess their integration architecture and 
identify areas for future improvement.

© 2022 SAP SE or an SAP affiliate company. All rights reserved.
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The next level of detail is to perform a scoping on 
the level of integration styles. Integration styles 
describe the different categories of integration: 
process, data, user, thing, and analytics. Each 
integration style has specific characteristics and 
can be refined by use case patterns (see Figure 6).

For example, the “data integration” style includes 
use case patterns such as data replication and 
data virtualization. Use cases that cannot be 
assigned to a single integration style are classified 
as cross use cases. The methodology includes  
an initial set of use case patterns that can be 
extended by customers. Like integration domains, 
integration styles, and use case patterns are 
technology agnostic.

Figure 6: Catalog of Integration Styles and Use Case Patterns
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integration
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Design Your Hybrid Integration Platform
SAP Integration Solution Advisory Methodology 
can be used to blueprint an integration reference 
architecture for an organization based on 
integration technologies from SAP as well as 
third parties. For shaping an organization’s hybrid 

integration platform, the set of relevant 
integration domains and use case patterns  
of the previous use case (see “Assess Your 
Integration Strategy”) are mapped to the 
respective integration technology and service 
categories (see Figure 7).

Figure 7: Technology Mapping

Use case 
patterns P1 D1 A1 U1 T1 C1P2 D2 A2 U2 T2 C2... ... ... ... ... ...
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This mapping is highly influenced by the 
customer context, such as existing investments, 
commercial aspects, and more. Enterprise 
architects may need to combine several 
technologies, such as integration platform  
as a service and an IoT platform to design an 
organization’s hybrid integration platform.

Define Integration Best Practices
Enterprise architects can derive integration 
standards for their organizations. This  
makes it possible to channel the integration 
demand through well-defined processes and 
systematically implement integration solutions 

based on company best practices. This can  
be best accomplished by creating architecture 
blueprints for the relevant integration use case 
patterns (including integration domains) of the 
hybrid integration platform. The methodology 
includes a catalog of sample architecture 
blueprints using integration technology and 
services from SAP, which also deliver information 
about how to implement the blueprint (see 
Figure 8). These blueprints can be applied along 
with other existing best practices, such as the 
SAP Best Practices package for SAP S/4HANA  
or enterprise integration patterns for  
SAP Integration Suite.

© 2022 SAP SE or an SAP affiliate company. All rights reserved.
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Enable a Practice of Empowerment
Once integration best practices have been  
defined, they can be rolled out to the organization, 
empowering project teams to develop interfaces 
in an agile way based on the defined integration 
strategy. This also provides a feedback channel for 
incorporating lessons learned into the integration 
strategy. As part of this use case, organizational 
aspects and processes are covered, such as intro-

ducing an integration center of excellence.  
This helps establish integration as a recognized  
discipline within an organization. 

The next sections provide SAP technology  
recommendations for the most important  
use case patterns from the areas of process, 
data, analytics, thing, and user integration.

Figure 8: Sample of an Architecture Blueprint (Digital Integration Hub)
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This section provides technology guidance for the 
“process integration” style and related use cases. 
The first part discusses the various use cases that 
the Cloud Integration capability of SAP Integration 
Suite and SAP Process Orchestration support in 
the context of a typical hybrid landscape. It outlines 
how the SAP Application Interface Framework tool 
complements these two technologies to enable 
integration architects to implement end-to-end 
integration scenarios across integration and 
application layers. The section then provides  
an overview of various concepts and services 
available on SAP Business Technology Platform 
(SAP BTP) – such as SAP One Domain Model,  
SAP Master Data Integration, and SAP Event 
Mesh – as well as the API Management, Open 
Connectors, and Integration Advisor capabilities 
of SAP Integration Suite. Finally, after a 
description of SAP Graph, software that eases the 
navigation and consumption of SAP data, guidance 
on the road map for integration content is given. 

USE CASES
The following main use case scenarios of the 
“process integration” style can be distinguished: 
 • A2A integration: Chain business process steps 
between business applications by exchanging 
transactional data. Example: Exchange sales  
orders in a lead-to-cash process across  
SAP Customer Experience solutions and  
SAP S/4HANA.

 • Master data integration: Exchange master  
data across business applications.  
Example: Exchange cost center and people  
data between SAP S/4HANA Cloud and the 
SAP SuccessFactors® Employee Central 
solution.

 • B2B integration: Chain business process steps 
between business partners by exchanging 
transactional data, leveraging standard B2B 
protocols. Example: Exchange purchase orders 
using B2B standards such as ASC X12 or UN/
EDIFACT in a design-to-operate process that  
integrates a manufacturer with suppliers.

 • B2G integration: Transform transactional data 
into predefined exchange formats and transfer 
it electronically to external legal or tax authority 
systems. Example: File goods and service tax 
returns from SAP S/4HANA to the Goods and 
Services Tax Network (GSTN) organization of 
India in a prescribed format and protected 
fashion. 

This section also addresses the following  
cross use cases:
 • API-managed integration: Provision omnichan-
nel and secure access to business applications by 
managed APIs. Example: Expose APIs to business 
partners. Managed APIs leverage API traffic man-
agement policies, API security policies, and API 
analytics.

 •  Event-based integration: Decouple 
applications, extensions, or IoT data by 
messaging principles (pub/sub). Example:  
With event-driven extensions for  
SAP S/4HANA, application extensions  
can react to events from SAP S/4HANA.

Process Integration
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SAP API BUSINESS HUB
SAP API Business Hub is the place to get  
started with building applications, integrations, 
and extensions. It supports the discovery and 
consumption of digital content such APIs, pre-
packaged integration content, business events, 
end-to-end business process blueprints, and 
sample applications. You will find content from 
both SAP and our partners. All digital content  
is organized into packages, which enables you  
to use and extend business functionality, for 
example, an integrated business process or an 
extension of SAP software, by means of an API. 
Navigation and drill-down functionality lets you 
explore any package to discover digital content 
and related documentation.

Partners can list content and engage with cus-
tomers over SAP API Business Hub when they 
participate in the “partner engagement for  

digital content” program. The blog “Welcoming 
Partners to the SAP API Business Hub” pro-
vides you with more information about that offer 
and its benefits.

As part of an intelligent enterprise, descriptions  
of an intelligent enterprise’s end-to-end processes 
along with their components, interactions, and 
APIs are made available. This includes solution  
value flow, solution data flow, and solution  
component diagrams based on SAP Enterprise 
Architecture Methodology3 (see the example  
in Figure 9). The blueprints relate to the suite 
quality of end-to-end process blueprints as  
described in “Intelligent Enterprises Are  
Integrated Enterprises.” Enterprise architects  
can inspect which components and interactions 
belong to specific processes, the APIs and interac-
tions that exist, and how they can be extended.

Figure 9: Sample Solution Component Diagram for Travel-to-Reimburse Process
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3. To find out more about process blueprints, see the blog “Process Blueprints and SAP Enterprise Architecture Methodology.”
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With its large installed base, SAP is making the 
API conversation mainstream in enterprises in 
four major ways. First, it positions open APIs  
(as exposed on SAP API Business Hub) as digital 
building blocks for intelligent enterprises. Sec-
ond, it helps improve API maturity enterprise wide. 
Third, it offers a full-lifecycle API platform as part  
of a business technology platform for all customer 
innovation projects. And fourth, it fosters developer 
engagement by enabling discovery and consump-
tion of APIs from “API Business Hub Enterprise,”  
a ready-to-use developer portal built on the lines  
of SAP API Business Hub for organizations to 
publish to, share, and catalog their API content.

THE CLOUD INTEGRATION CAPABILITY AND  
SAP PROCESS ORCHESTRATION
The Cloud Integration capability of SAP Integration 
Suite and SAP Process Orchestration build the 
foundation of SAP’s integration strategy for 
supporting A2A, B2B, and B2G integration.  
They also support use cases for master data  
integration. The technologies are complementary. 
The Cloud Integration capability of the suite is 
SAP’s strategic integration technology for hybrid 
and cloud integration for both SAP-to-SAP 
integration as well as partner and third-party 
integration, including third-party-to-third-party 
integration scenarios. 

SAP Process Orchestration is on-premise integra-
tion software that bundles process integration, 
business process management, and business 
rules management capabilities. Described below  
is how you can use the Cloud Integration capability  
of the suite and SAP Process Orchestration to 
complement each other in a typical hybrid system 
landscape. The section then focuses on how  
integration content developed for the Cloud  
Integration capability of the suite can be  
deployed on SAP Process Orchestration (starting 
with release 7.5). It concludes with a discussion 
of how, based on typical integration patterns, 
SAP Application Interface Framework can be 
combined with the Cloud Integration capability  
of the suite and SAP Process Orchestration. The 
article “Technical Guide: Transitioning to SAP 
Cloud Platform Integration Suite” further  
describes how both solutions can be used to  
support a hybrid integration landscape and pro-
vides guidance on how to migrate integration  
scenarios from SAP Process Orchestration  
to SAP Integration Suite.

Figure 10 shows a typical hybrid system land-
scape from an integration point of view. It includes 
on-premise SAP applications, cloud solutions 
from SAP, and applications from SAP partners, 
third parties, business partners, and public 
authorities.
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 • On-premise-to-on-premise integration:  
When starting with a typical as-is customer 
landscape, SAP Process Orchestration 7.5 is  
the recommended approach for integrating  
on-premise software such as SAP S/4HANA, 
SAP Business Suite software, third-party appli-
cations, and legacy applications (see Figure 10, 
path 1). In addition, SAP Process Orchestration 
offers B2B functionality with comprehensive 
capabilities to integrate business partners, 
leveraging industry standards such as  
EDIFACT and ASC X12 (see “B2B Integration” 
and “B2G Integration with SAP Document  
Compliance”).  

    SAP recommends evaluating existing  
integration scenarios and – wherever possible –  
moving them to SAP Integration Suite. To  
simplify the migration from SAP Process  

Orchestration to the Cloud Integration capability 
of SAP Integration Suite, it is possible to reuse 
existing interfaces and mappings, including the 
user-defined mapping functions from SAP  
Process Orchestration in the Cloud Integration 
capability of SAP Integration Suite. Furthermore, 
guidance on how to design and build enterprise-
grade integration flows in a robust fashion and 
how to implement commonly used enterprise 
integration patterns is provided by a rich set of 
integration flow guidelines and patterns, which 
are described in the user documentation and are 
also published on SAP API Business Hub. The 
way forward for SAP Process Orchestration and 
related guidance for transition to SAP Integration 
Suite is described in detail in the user documen-
tation on the SAP Help Portal site “Migration 
Guide for SAP Process Orchestration.”

Figure 10: Hybrid Integration Landscape – Integration Domains
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 • Hybrid integration: SAP Integration Suite  
with its Cloud Integration capability is the 
recommended integration platform. It provides 
a rich and continuously growing set of 
integration packs. Also, as part of the RISE  
with SAP offering, SAP Integration Suite is 
SAP’s default recommendation for hybrid  
and cloud integration scenarios. However, if a 
customer with a major on-premise footprint 
and existing investments in SAP Process 
Orchestration wants to integrate a single  
cloud solution from SAP (for example, an  
SAP SuccessFactors solution), SAP Process 
Orchestration can be used (see Figure 10,  
path 2a). It is also possible to deploy cloud 
integration content on SAP Process 
Orchestration 7.5. The Cloud Integration 
capability of SAP Integration Suite supports 
mediated integration for SAP application 
scenarios that are not based on aligned APIs 
(see Figure 10, path 2b). Aligned APIs between 
two SAP applications may provide route-
through content for the Cloud Integration 
capability of SAP Integration Suite. In that case, 
the customer can choose to deploy the route-
through integration flow on the cloud 
integration runtime of SAP Integration Suite,  
for example, to comply with company standards. 
Where aligned domain models exist for master 
data objects, SAP Master Data Integration 
should be used. The direct option may be 
considered for simple landscapes (see Figure 
10, path 2c). Customers with a policy to route 
all communication to and from the cloud 
through their local SAP Process Orchestration 
software can integrate SAP Process 
Orchestration with the Cloud Integration 
capability of the suite. However, this leads  
to the necessity of maintaining routing rules  
in both technologies.

 • Cloud-to-cloud integration: The Cloud 
Integration capability of the suite is the 
recommended approach for integrating 
between cloud applications (see Figure 10, 
path 3). As mentioned under “Hybrid 
integration,” as part of the RISE with SAP 
offering, SAP’s default recommendation for 
cloud and hybrid integration scenarios is  
SAP Integration Suite. Where aligned  
domain models exist for master data objects,  
SAP Master Data Integration may be used.  
SAP-to-SAP scenarios can be managed by  
SAP or by the customer. For scenarios 
managed by SAP, configuration and operation 
are conducted by SAP, which gives the 
customer maximum speed to value and the 
lowest project risk. In the customer-managed 
case, integration packs are provided by SAP 
and configured by the customer, while SAP 
operates SAP Integration Suite. This provides 
the customer with the highest flexibility and the 
ability to implement custom extensions. The 
Cloud Integration capability of the suite can 
also be used to integrate cloud applications 
from third parties, business partners (B2B), 
and public authorities (B2G), including third-
party-to-third-party integration scenarios. One 
example is the integration of SAP applications 
with SAP Information Collaboration Hub for Life 
Sciences to track pharmaceutical products at 
every stage in the supply chain. Another 
example is the integration of SAP applications 
with the systems of tax authorities 
(e-documents). The Cloud Integration 
capability of the suite and SAP Process 
Orchestration are complementary. Table 2 
summarizes key criteria for integration 
architects to consider when deciding which 
integration technology to use. 
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Cloud Integration Capability of  
SAP Integration Suite

SAP Process Orchestration

•  Data centers owned and run by SAP or by SAP 
partners, for example, Microsoft Corporation, 
Amazon.com Inc., or Alibaba Group

•  Fully vendor-managed multi-cloud in major 
hyperscale environments

• Multitenancy with data isolation
• Virtualization with automated failover
• Rolling software updates

Availability for a wide variety of cloud solutions 
and on-premise systems from SAP, third-party 
applications, and business-to-business and 
business-to-government scenarios

• Cloud to cloud
•  Cloud to on premise (for customers  

with a cloud focus)

•  Center of gravity – deployment of most or 
leading applications – in the cloud

•  No need to invest in on-premise middleware 
(installation, operation, upgrades)

• Fast innovation cycle
• Flexible license model
•  Scenarios with a need for compliance, such as 

e-invoicing or payroll, to integrate with legal 
authorities

Monthly subscription fee, pay per use

SAP

Deployment

Architecture

Prepackaged 
integration 
content

Preferred 
integration 
domains

Decision criteria

License model

Operations including 
maintenance, updates, 
upgrades

• Customer landscape
•  Private cloud
•  Customer-managed in hyperscale 

environments

• Single-tenant solution
• Failover to be configured by customer
•  Near-zero downtime maintenance for  

updates through support packages or  
enhancement packages

•  Availability for a wide variety of on-premise 
SAP software and third-party software

•  Runtime of the Cloud Integration capability 
of SAP Integration Suite (starting from  
SAP Process Orchestration software,  
release 7.5) for reuse of cloud integration 
content

• On premise to on premise
•  On premise to cloud (for customers with an 

on-premise focus), however SAP recom-
mends moving hybrid integration scenarios 
to SAP Integration Suite

•  Center of gravity – deployment of most or 
leading applications – on premise

•  Interest in leveraging an existing investment 
in SAP Process Orchestration

•  Customer interest in having full control over 
integration (installation, operation, 
upgrades)

Product license

Customer

Table 2: The Cloud Integration Capability Versus SAP Process Orchestration
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Multi-Cloud Support
As a fully managed, multi-cloud-ready integration 
platform, SAP Integration Suite is available in 
many regions around the globe. You can choose 
between data centers hosted by SAP and those 
run by our partner infrastructure-as-a-service 
(IaaS) providers. Currently, the supported IaaS 
providers for SAP Integration Suite are Microsoft 
Azure, Amazon Web Services, Alibaba Cloud 
(specifically, in China), and Google Cloud  
Platform. You can get an overview of the  
availability of the SAP Integration Suite services 
by region and release status on the SAP Trust 
Center site.

B2B Integration
The SAP offering for B2B integration is based on  
the B2B functionality for SAP Process Orchestration 
and the B2B features of the Cloud Integration  
capability of SAP Integration Suite. B2B and B2G 
integrations refer to processes that interlink busi-
ness partners in the private and public sectors. 
Business networks managed by SAP that use the 
SAP Ariba® Cloud Integration Gateway solution 
(see “SAP Ariba Cloud Integration Gateway”),  
leverage this capability to simplify the integration 
between enterprises and networks of business 
and regulatory systems.

In addition to the requirements of A2A integration 
within an organization, this use case supports  
a variety of industry standards in electronic  
business document exchange. These include  
UN/EDIFACT, ASC X12, PEPPOL, PIDX, and – at  
a communication level – AS2, among others. With 
B2B functionality for SAP Process Orchestration, 
the Cloud Integration capability of the suite,  
and SAP Ariba Cloud Integration Gateway, SAP  
offers options to build and run B2B integration 
scenarios.

SAP plans to provide all required B2B capabilities 
with both deployment variants – SAP Process  
Orchestration with either the Cloud Integration  
capability of the suite or SAP Ariba Cloud  
Integration Gateway. This allows customers  
to choose between the cloud and on-premise  
solutions with no limitations imposed while  
offering support for a wide variety of B2B and 
B2G scenarios.

The key benefits for using the B2B functionality 
of the Cloud Integration capability or SAP Ariba 
Cloud Integration Gateway are the ability to:

 • Minimize effort and cost for maintenance and 
operations

 • Benefit from the innovation speed of the cloud
 • Ease connecting to several cloud-based  
business applications

 • Position the B2B business network in a  
neutral environment “in the middle” – between 
the business partners – potentially easing  
integration 

B2G Integration with SAP Document Compliance
Many enterprises must send data to government 
agencies to meet local compliance requirements. 
This could be for e-information such as 
e-invoicing, payroll, or tax across different LoBs  
in different countries. Information and security 
requirements vary across regions due to different 
legal requirements. Initially introduced in 2014  
as an e-document, the SAP Document 
Compliance solution serves as SAP’s global 
solution for meeting country-specific digital 
compliance requirements. SAP Document 
Compliance uses the Cloud Integration capability 
of SAP Integration Suite to help customers  
comply with these regulations in multiple 
countries in a standardized way. It includes GST 
for India, STP for Australia, PEPPOL for Europe, 
and e-invoicing for VAT for Spain, Hungary, Chile, 
and Italy – to name a few (see Figure 11). 
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Figure 11: SAP Document Compliance: E-Government Integration Cloud
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SAP Document Compliance is available in two 
deployment models:
 • Primarily managed on premise: This model 
requires two components: an on-premise  
component (SAP Document Compliance,  
on-premise edition) and a customer-managed 
service running on SAP BTP, specifically the 
Cloud Integration capability of SAP Integration 
Suite. In this model, the SAP customer deploys 
and manages the integration content in the 
cloud. The customer also sets up the connec-
tions between the back-end system and the 
Cloud Integration capability of SAP Integration 
Suite and between SAP Integration Suite and 
the tax authorities.

 • Primarily managed in the cloud: This model 
requires a single component: a cloud service 
managed by SAP. The customer sets up the 
connectivity between the back-end system and 
the cloud service. The service takes care of the 
connection to the different receivers, simplify-
ing the setup and operation of the solution. In 
this model, the Cloud Integration capability of 
the integration suite is the central component 
of the service.
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Mechanisms Used in SAP Business Network
The Cloud Integration capability of the 
integration suite enables business networks  
(and integration clouds) that interlink business 
partners in the private and public sectors.  
The capability performs the mediation of the 
message exchange. It offers various connectivity 
options, high security, reliable messaging with 
the necessary quality-of-service, bidirectional 
flow with multiple communication patterns,  
and numerous integration capabilities, such  
as routing, mapping, and security protocol 
mediation. SAP provisions and maintains the 
integration runtime and creates and manages  
the integration service on behalf of the 
customers. These business networks are 
described in the following sections.

SAP Ariba Cloud Integration Gateway
The SAP Ariba Cloud Integration Gateway 
solution, enabled by SAP Integration Suite,  
is an offering that integrates SAP Ariba,  
SAP Fieldglass®, and SAP Concur® solutions with  
SAP Business Network into an existing customer 
infrastructure. Other networks may be included, 
such as Ariba Network, SAP Logistics Business 
Network, and SAP Asset Intelligence Network. 
The integration suite provides a generic 
integration toolkit for various A2A, B2B, and  
B2G scenarios. SAP Ariba Cloud Integration 
Gateway specializes in supporting supply chain, 
source- and procure-to-pay, and order-to-cash 
business processes with a defined set of 
scenarios, message types, and mappings 

delivered for ready integration. SAP Ariba Cloud 
Integration Gateway helps accelerate the 
integration process by making the connection  
to trading partners’ software straightforward. 
Included are procurement, contingent labor, 
and travel and expense solutions, as well as  
SAP Business Network and customer back-end 
systems, such as SAP S/4HANA Cloud,  
SAP S/4HANA, SAP Business Suite software,  
and SAP ERP Central Component. 

SAP Ariba Cloud Integration Gateway is also an 
integration service offering managed by SAP  
and based on SAP Integration Suite. It provides 
an efficient way to integrate buyer and supplier 
systems through one gateway to SAP Business 
Network and to SAP Ariba, SAP Fieldglass,  
and SAP Concur solutions in the cloud at no 
additional cost. SAP Ariba Cloud Integration 
Gateway offers self-service tools built on the 
integration suite that include an integration 
project wizard, documentation validation and 
mapping functionalities, a self-testing framework, 
and reporting and monitoring capabilities. All are 
tailored for the integration use case by SAP Ariba, 
SAP Fieldglass, and SAP Concur solutions and 
SAP Business Network. Figure 12 gives an 
overview of the integration options for buyers 
and suppliers with SAP Ariba Cloud Integration 
Gateway. 

SAP Ariba Cloud Integration Gateway is the 
default integration solution for SAP solutions 
supporting an intelligent, sustainable enterprise 
across procurement solutions and SAP Business 
Network.
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Figure 12: SAP Ariba Cloud Integration Gateway – SAP Integration Suite
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Further Business Networks
Additional business networks are supported by 
the following products: 
 • SAP Information Collaboration Hub for  
Life Sciences (a pharma network):  
SAP Information Collaboration Hub for Life 
Sciences is a cloud solution that connects 
pharmaceutical organizations and supply chain 
partners through a secure cloud service, owned 
and managed by SAP. It offers traceability 
message exchange and transformation as well 
as reporting to government agencies and the 
European Hub. It complements existing SAP 
solutions, such as the SAP Advanced Track  
and Trace for Pharmaceuticals application, to 
support SAP customers in their endeavor to 
stay compliant with the various national 
regulations. 

 • Peppol Exchange service for the cloud  
edition of SAP Document Compliance: Peppol 
Exchange provides a Peppol access point 
service to senders and receivers of electronic 
documents using Peppol eDelivery Network. 
The service enables them to exchange invoices 
and related documents in electronic form with 
authorities and business partners.

 • SAP Multi-Bank Connectivity: The SAP Multi-
Bank Connectivity solution is an on-demand 
solution that connects financial institutions  
and other financial service providers with their 
corporate customers on a secure network that 
is owned and managed by SAP. The solution 
simplifies connectivity, automates financial 
transactions, helps to reduce payment  
rejection rates, eases reconciliation, and 
provides enhanced visibility to corporate 
treasury. 

 • SAP Cloud for Utilities: The SAP Cloud for 
Utilities solution is an industry business 
solution that supports end-to-end industry 
processes across business functions, at scale, 
in the cloud, and in real time. It uses leading 
technology innovations that help utility 
companies compete in a digital world.

SAP APPLICATION INTERFACE FRAMEWORK
SAP Application Interface Framework is an 
interface management tool that is embedded  
in SAP S/4HANA and serves as an add-on to  
SAP Business Suite. It complements the Cloud 
Integration capability of SAP Integration Suite 
and SAP Process Orchestration with a deep 
integration capability in the application layer (see 
Figure 13). SAP Application Interface Framework 
provides an efficient way to implement, monitor, 
and analyze inbound and outbound application 
interfaces from a central location within the 
application. It provides full access to the  
relevant data and functions of the underlying 
SAP applications. This makes it possible to 
implement, for example, data validation checks 
as well as value mappings that rely on application 
data and business logic.

SAP Application Interface Framework enables 
business users to monitor interfaces, trigger 
alerts, and manage errors without IT support, 
which drastically reduces the time needed for 
error handling. Integration messages that run 
into application-level errors can be efficiently 
corrected by business users in a way that 
complies with the General Data Protection 
Regulation (GDPR). It eliminates the need to 
return the message to the sending application 
and ask for a resend. SAP Application Interface 
Framework improves governance through role-
based access to interface data and through its 
capability to hide sensitive fields from monitoring 
and error handling.
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The combination of SAP Application Interface 
Framework with either the Cloud Integration 
capability of the integration suite or SAP Process 
Orchestration (with both being part of the 
integration layer) has great potential. Available 
with either SAP S/4HANA or SAP Business Suite, 
it provides integration architects with a powerful 
combination for integrating external applications, 
business partners, and public authorities. The 

tasks of process integration can be distributed 
ideally in the integration layer or close to the 
application. 

Table 3 gives an overview of typical integration 
patterns best implemented in either the 
integration layer or the application layer. It 
provides guidance for integration architects  
on best practices for each integration pattern.

Figure 13: SAP Application Interface Framework
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The combination of SAP Application Interface  
Framework with either the Cloud Integration  
capability of the integration suite or SAP Process  
Orchestration has great potential.
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Table 3: Sample Integration Patterns – Integration and Application Layer

Sample integration pattern

Integration technology 

Structure mapping

Routing

Splitter

Aggregator  

Protocol adaptation

Value mapping – static code list 

Value mapping – dynamic code list 

Data validation

Forward error correction 
(business user)

Cloud Integration capability  
of SAP Integration Suite or  
SAP Process Orchestration

SAP Application  
Interface Framework

Integration layer Application layer

Good fit Partial fit Not a fit

It is recommended that the following integration 
patterns be implemented in the integration layer 
either in the Cloud Integration capability of the 
integration suite or SAP Process Orchestration, 
as reflected in Table 3.
 • The structure mapping pattern maps message 
fields between two interfaces. Structure map-
pings can mediate between different structures 
of the same format (for example, two different 
XML structures) or even change the format (for 
example, from JSON to XML).

 • The routing pattern is used to determine for  
a given message a set of receivers based on 
static settings (technical routing) or message 
payload data (content-based routing). Logical 
receiver destinations define a message receiver 
within the sending application. The determina-
tion of logical receiver destinations within an 
application is usually tightly coupled with the 

application data and process model and, hence, 
is part of the application layer. An example is 
the configuration of the distribution model in 
the ABAP® programming language.

 • The splitter pattern creates multiple messages 
out of a received message by fragmenting the 
payload by a splitter rule. By then applying the 
routing pattern, split message parts might be 
routed to different receivers.

 • The aggregator pattern collects multiple  
inbound messages until a modeled threshold is 
reached. A single payload is then constructed 
out of all aggregated payloads by applying an 
aggregation rule. Finally, this single message is 
forwarded to one or more receivers.

 • The protocol adaptation pattern handles the 
mediation between two different protocols used 
by the sending and receiving applications (for 
example, Java Message Service, REST, or 
SOAP4).

4. List of abbreviations can be found at the end of the document.
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For further integration patterns related to  
the integration layer, refer to the Enterprise 
Integration Patterns Web site. How to 
implement commonly used enterprise 
integration patterns using the Cloud Integration 
capability of SAP Integration Suite is described 
in a rich set of integration flow guidelines and 
patterns as part of the user documentation and 
published on SAP API Business Hub.

The following patterns can be implemented 
either in the integration layer or the application 
layer:

 • The value mapping pattern transforms field  
values that are exchanged between two applica-
tions. Since this pattern is tightly coupled with 
business application data, business users must 
be able to maintain value mappings in a dynamic 
way. The value mapping pattern is typically cov-
ered by SAP Application Interface Framework,  
as business users may detect application errors, 
such as incomplete value mappings, due to  
unforeseen values coming up. They then must 
extend these mappings in an agile way close to 

the application. As opposed to dynamic value 
mappings, static code-list-value mappings (for 
example, country code mappings) can be best 
implemented in the integration layer, as they can 
be reused across multiple integration scenarios 
between various applications.

 • The data validation pattern checks a received 
message with respect to schema correctness 
or data correctness. This pattern can be applied 
in the integration layer as well as in the applica-
tion layer. SAP Application Interface Framework 
particularly supports this pattern, as it provides 
full access to application data and functions.

 • The forward error correction pattern handles 
an application error during message processing 
by forwarding it to the receiver. One key capa-
bility of SAP Application Interface Framework 
(in the application layer) is this exact type of  
error correction and resolution by business 
users.

The data validation pattern checks a received  
message with respect to schema correctness or  
data correctness. This pattern can be applied in the 
integration layer as well as in the application layer.
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SAP ONE DOMAIN MODEL
A combination of more than one and often  
several SAP applications supports comprehensive 
end-to-end processes in the intelligent suite. As  
a result, there is an increased amount of data  
and data types for companies to manage. Data 
resides in a growing number of environments and 
can be structured differently. This heterogeneity 
– which also results from bringing together 
applications that have been developed 
individually or acquired over time – makes it 
difficult to exchange and synchronize master 
data, to integrate and extend building blocks,  
and to consume data through APIs. Various  
lines of business at SAP have been aligning the 
data models of master data objects, including 
value types and code lists, thereby simplifying 
data sharing across SAP applications. We  
call this domain model alignment. It resulted  
in SAP One Domain Model, which simplifies  
several integration, consumption, and extension 
scenarios. 

SAP One Domain Model is essential for data 
exchange and synchronization between various 
SAP applications of the intelligent suite. It is used 
by the SAP Master Data Integration service. The 
service supports not only cloud applications but 
also SAP S/4HANA systems that run on premise. 

Developers working with customers  
and partners can use the service through  
SAP Integration Suite. The definitions of objects 
in SAP One Domain Model are becoming 
available externally on SAP API Business Hub  
as well. SAP One Domain Model is also used with 
the SAP Master Data Governance application to 
support master data management by customers 
and partners.

The identification and definition of aligned 
models and the implementation of an efficient 
exchange and synchronization mechanism  
with a “hub-and-spoke” approach based on  
these models are highly desirable. “Intelligent 
Enterprises Are Integrated Enterprises” names 
aligned domain models as an important suite 
quality. Instead of trying to come up with a global 
canonical data model for the whole enterprise, 
the domain-driven approach taken by SAP 
restricts alignment efforts to those parts that 
must be aligned, that is, where a producer and 
consumer agree on an exchange format. It  
does not let current application and system 
boundaries define model boundaries. Instead, 
domains define the top level of the models and 
should remain stable for future product release 
versions. (See the blog “SAP’s One Domain 
Model and Domain-Driven Design.”)
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Figure 14: Identification of a Common Set of Attributes Shared by Various Applications
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The identification of suitable common attributes 
is a continuous process. SAP One Domain Model 
was released through SAP API Business Hub. 
There you will find a visual representation of all 
business entities and their relationships to each 
other. Attributes with their types and specifics as 
well as relations can be visualized and navigated 
graphically. Both SAP One Domain Model and the 
distribution mechanisms of SAP Master Data  
Integration service support model versioning. 
They also support the definition of nonmandatory 
and customer-specific fields, which can be  
exchanged over the master data integration 
service.

SAP One Domain Model is focused on harmoniz-
ing the business semantics of objects and their 
respective APIs. It enables API implementation 
teams at customer and partner sites to apply 
SAP’s guidelines for harmonized REST APIs in 
their own projects.

SAP MASTER DATA INTEGRATION
Master data objects – for example, “workforce 
person,” “cost center,” “business partner,” or 
“product” – are used in various applications of 
end-to-end business processes of an intelligent 
enterprise, such as recruit to retire, lead to cash,
source to pay, and design to operate. Establishing 
their reliable and performant exchange and 
synchronization is a demanding task. “Intelligent 
Enterprises Are Integrated Enterprises” names 
“aligned domain models” as an important  
suite quality and thus explicitly considers this 
challenge. Historically, for both integration and 
management (including quality enhancement), 
either a set of individual point-to-point 
integrations, a centralized SAP Master Data 
Governance application, or both were deployed  
in enterprise landscapes.

Figure 15: SAP’s Evolved Approach to Master Data Exchange and Synchronization
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As shown in Figure 15, the new SAP Master Data 
Integration service replaces a similar set of 
individual point-to-point interactions between 
involved applications following a hub-and-spoke 
model in the cloud.  

Applications that are connected to SAP Master 
Data Integration are free to use or keep using 
their individual object representation but can rely 
on a unified representation during data exchange 
and synchronization. This is nondisruptive and 
ensures a viable transition path where existing 
SAP applications are not requested to change. 
They just have to implement their individual 
mapping.

The SAP Master Data Integration service 
provides scalable and robust technical means for 
publishing master data creation or modification 
events from individual, connected applications. It 
allows other thus loosely coupled participants to 
monitor these business events and to react and, 
for example, persist the changes in their own 
application. The service helps applications in a 
landscape to arrive at a consistent view of master 
data and eases key mapping. As shown in Figure 
16, the Change and Log APIs encapsulate the 
scalable distributed log mechanism. They are the 
interfaces for (integrated) SAP applications to 
interact with the service. Customers and third 
parties can access the service through the Cloud 
Integration capability of the integration suite.5

Figure 16: “DataFlow” Around SAP Master Data Integration Service
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Guidance for Master Data Integration and  
Management
The SAP Master Data Integration service is  
embedded in SAP BTP. It is used implicitly by 
other services, such as the Cloud Integration 
capability of the integration suite, and other SAP 
applications to exchange and synchronize master 
data objects. Existing implementations, where 
the Cloud Integration capability of the suite is 
used for the same purpose, need not be migrated 

To find out more about the road map for aligned domain models supported by  
SAP Master Data Integration, visit the SAP Road Map Explorer Web site. 

to use the master data integration service. As 
shown in Table 4, when it comes to master data 
management, SAP Master Data Governance is 
still the preferred solution. (Also refer to the blog 
“FAQ About SAP Master Data Governance.”) As 
shown in Table 4, SAP Master Data Governance 
can interact through the SAP Master Data 
Integration service. Refer to this infographic  
to learn more about the relationship between 
master data management and SAP Integration 
Suite.

Table 4: Technology Recommendations for Master Data Integration and Management 

1. Built-in integration for SAP to SAP is especially for new implementations based on aligned domain models. 
2. Existing scenarios on SAP Integration Suite services can exist with no need to be migrated.
3. Usage is over SAP Integration Suite services.
4. This implicitly uses SAP Master Data Integration for access in case of aligned domain models.
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THE API MANAGEMENT CAPABILITY WITHIN 
SAP INTEGRATION SUITE
SAP customers across industries and 
geographies are in the process of digital 
transformation. Our customers’ top priorities are:
 • Deliver superior connected, intelligent 
experiences across multiple channels for  
their customers. In the experience economy, 
enterprises win by constantly measuring brand, 
product, and employee experiences and 
delivering these superior experiences with  
agile business operations.

 • Improve process excellence by adding more 
agility and composability in their enterprises 
across value streams such as lead to cash, 
recruit to retire, source to pay, and design  
to operate.

 • Innovate with digital ecosystems and new 
business models by unprecedented 
collaboration across business networks and by 
driving growth through new subscription-based  
business models. 

APIs are the digital building blocks for achieving 
agility, composability, and connected multiple 
experiences as well as for innovating on new 
business models. SAP customers want a 360- 
degree API platform that supports (a) API 
businesses, (b) API engagement through 
marketplaces, and (c) agile and accelerated  
API development and delivery.

A 360-Degree API Platform
Over the past couple of years and in several 
digital transformation projects of our customers, 
SAP has rapidly evolved its understanding of the 
importance of APIs and their management – and 
delivers on that. The API Management capability 

of SAP Integration Suite addresses three areas – 
(a) API marketplaces, (b) API management and 
engagement, and (c) API development and 
delivery (see Figure 17).
 • API marketplace: SAP’s own API marketplace 
is SAP API Business Hub. Customers can offer 
their own API marketplace with API Business 
Hub Enterprise. Customers running a full API 
business can leverage the SAP Subscription 
Billing solution for subscription management, 
rating, billing, and invoicing. 

 • API management and engagement: API 
management facilitates full lifecycle 
management of APIs – smart discovery of  
APIs, creating and managing API products for 
API product managers, and having a great 
engagement with developers. API engagement 
is a critical component in helping developers 
easily discover, consume, and build apps, 
integrations, and innovations on top of APIs. 
API engagement is about democratizing access 
to digital assets for LoB users, citizen 
developers, and citizen integrators.

 • API development and delivery: The API  
Management capability of SAP Integration 
Suite supports agile development and delivery 
practices and supports multiple modes of  
API development. Two of these modes are  
low-code API development driven by the  
Cloud Integration capability and no-code, 
wizard-based API development with the Open 
Connectors capability of SAP Integration Suite. 
Additionally, there is an option for microservices-
based API development based on the SAP Cloud 
Application Programming Model and SAP BTP, 
Kyma runtime with a domain-driven approach  
to APIs in Cloud Foundry and Kubernetes 
environments.
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Figure 17: 360-Degree API Platform for the Intelligent Enterprise
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The API platform from SAP helps customers 
manage their enterprise API programs and proj-
ects across the phases of the API lifecycle.

Plan and blueprint: The most important part of 
an API program is business alignment. During 
this phase, the API product manager engages 
with business stakeholders to take stock of the 
existing holistic enterprise architecture using 
SAP Integration Solution Advisory Methodology. 
This process helps define well-aligned goals for 
the API program. Business scenarios, business 
models, and KPIs as well as API road maps are 
defined for iterative execution. “Design thinking” 
is applied in the planning phase to facilitate 
cross-organization discovery. SAP offers process 
models and blueprints, recommended business 
KPIs, and advisory services to help customers 
set up API programs. 

Design: After the plan and blueprint phase,  
the next step is the scenario-driven API design 
phase. The scenario-driven API design approach 
is an outside-in design approach where APIs are 
designed in quick iterations with business users 
and owners of consuming applications. The API 
designer UI is used to design the actual APIs  
and supports the API developer in designing  
APIs based on the OpenAPI specification. The 
designer also allows importing existing API 
specifications in RAML or OData (v2, v4) and 
transforming them into OpenAPI specifications. 
API developers can use schemas delivered by 
SAP to define semantics for APIs. They can  
also generate code in Java (JAX-RS, Spring)  
or Node.js to start developing the APIs.

Developers can use SAP’s domain-driven API 
design by starting with the domain models 
defined in the core data services format – a 
domain-specific language – and SAP Cloud 
Application Programming Model. The model 
allows data experts to model data into  
business-focused APIs.

Develop: The API Management capability of the 
integration suite is a powerful API development 
and delivery platform. The advantage of combin-
ing API management with API development is 
significant. SAP supports the following ways to 
develop APIs:
 • Low-code/no-code API development using  
SAP Integration Suite (and its Cloud Integration 
capability), which enables a flow designer to  
build APIs with graphical support. A no-code, 
wizard-like connector builder (using the Open 
Connectors capability of the integration suite) 
allows you to build APIs and provides over 
preconfigured content to connect to over  
170 third-party, cloud-based solutions (apps, 
services, and platforms).

 • Microservices and service-mesh-based 
approach using programming languages of 
choice in Cloud Foundry or Kubernetes

 • SAP Extension Suite, which offers a set of  
three runtimes: SAP BTP, ABAP environment; 
SAP BTP, Kyma runtime; and SAP BTP, Cloud 
Foundry runtime

 • SAP Cloud Application Programming Model  
for use in domain-driven API development to 
quickly expose data-centric APIs

 • Digital integration hub with SAP HANA for  
use in API data mediation
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Manage, meter, and monetize: The API 
Management capability of the integration suite 
supports smart API discovery and provides over 
40 ready-to-use policies (traffic management, 
security, caching, mediation) to manage APIs. 
API product managers can define API products, 
add rate plans, and monetize their APIs. Once 
APIs are launched, powerful analytics based on 
SAP HANA helps API product managers to 
measure the business KPIs and value of the  
API programs.

Engage: The API Management capability of the 
integration suite supports engagement with both 
developers and consumers (LoB users, citizen 
integrators, and developers). The role-based 
developer portal, now available as API Business 
Hub Enterprise, supports theming and 
customization. It helps developers discover, 

subscribe, and consume APIs, not just those 
published from one API portal, but also APIs that 
can be published from externally managed API 
gateways and other heterogeneous API 
platforms. SAP Subscription Billing is a powerful 
solution that helps customers run subscription 
businesses to monetize API consumption. 

Build digital innovations with APIs: The most 
important value of APIs is how easy they make  
it to build apps, integrations, and innovations.  
SAP API Management technology, powered  
by SAP HANA, offers deep integration to  
SAP Business Application Studio to build apps 
and integration to mobile services to build native 
apps for iOS and Android. SAP Conversational  
AI services can be accessed to build bots easily. 
APIs can also be consumed by business users in 
the SAP Analytics Cloud solution to build real-
time dashboards. 

Table 5: Sample API Policies and Integration Patterns

API policies and integration patterns

Integration technology 

API traffic management policies

API security policies

API analytics and monetization

Structure mapping

Protocol adaptation

Routing

Splitter

Aggregator

Value mapping

API Management capability of 
SAP Integration Suite

Cloud Integration capability 
of SAP Integration Suite or 
SAP Process Orchestration

API management layer Integration layer

Good fit Partial fit Not a fit
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Table 5 gives an overview of some typical API 
policies and integration patterns that are best 
implemented in either the API management layer 
or the integration layer. It provides guidance for 
integration architects on how to combine the 
capabilities of both offerings optimally. 

Policies define a set of rules that are applied to an 
API to customize its behavior. It is recommended 
that the following policies and patterns be 
implemented in the API management layer, 
represented by the API Management capability  
of the integration suite.
 • API traffic management policies – This  
group of policies helps control traffic quotas 
and spikes and can set concurrent rate limits 
for an API. For example, the quota policy helps 
API providers restrict the number of calls made 
to an API in a specific time frame. It also 
supports the definition of cache policies for  
an API.

 • API security policies – This group of policies 
lets you control security-related aspects of an 
API. The API Management capability of the inte-
gration suite automatically generates API keys 
on behalf of applications. The policies enable 
API providers to view, approve, and revoke API 
keys. In addition, the API Management capability 
helps IT administrators control the authentication 
mechanism that developers require to access an 
API in a finely granular manner. 

 • API analytics and monetization – The API 
Management capability of the integration suite 
provides analytics for understanding API usage 
as well as errors. Custom reports can be 
created in the platform. Metering APIs help  
to obtain metering information for integrations 
with billing software systems, such as the  
SAP Billing and Revenue Innovation Management 
solution and SAP Subscription Billing. The API 
Management capability of the integration suite 
includes a built-in rating and monetization feature 
for simple API monetization use cases.

The API Management capability of the integration 
suite supports basic structure mappings. Over 
40 built-in policies help manage and secure API 
end points. SAP ships support for best-practice 
policies in SAP API Business Hub to be copied to 
and reused in the customers’ tenants of the API 
Management capability of the integration suite. 

Engaging with developer ecosystems is another 
important part of the API Management capability 
of the integration suite. The capability allows API 
developers and product managers to create API 
products by packaging several APIs, defining rate 
plans, and publishing these API products to the 
developer portal included in the API Management 
capability of the integration suite. Customers can 
create their own branded developer portals using 
the SAP Cloud Portal service. 
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SAP INTEGRATION SUITE, OPEN CONNECTORS 
Customer system landscapes are becoming 
more heterogeneous and have data maintained 
in various distributed systems. The Open 
Connectors capability of SAP Integration Suite 
simplifies connectivity to third-party applications 
and accelerates integration by providing prebuilt, 
feature-rich connectors to more than 170 third-
party applications. Customers benefit from 
simplified connectivity through REST APIs with 
normalized authentication, error handling, 
search, pagination, and bulk support – regardless 
of the underlying architecture of the third-party 
applications. Standardized events support  
polling and Web hooks irrespective of the  
event support of the connected application.  
This simplifies handling of change notifications 
through the prebuilt connectors. The ready- 
to-use connectors come with interactive API 
documentation based on the OpenAPI 
Specification 3.0, an open standard for RESTful 
APIs. It provides integrated test and tryout 
functionality for third-party applications all in  
one place. The connectors are kept up to date  
by changes at the end point, so the integrations 
built on them are not affected.

The connectors are grouped or categorized as 
hubs to provide a unified set of Uniform Resource 
Identifiers (URIs) across various connectors that 
are part of the same hub. Hubs provide consis-
tent resource URIs regardless of the technology 
used by the target third-party application. Hub 
topics include marketing, social, finance, field 
service, help desk, cloud storage, CRM, human 
capital, payments, ERP, accounting, database, 
messaging, collaboration, e-commerce, and 
more.

The “common resources” functionality enables 
customers of the Open Connectors capability of 
the integration suite to define their own custom 
data model and map it to third-party connectors. 
This enables them to extend features of the 
prebuilt connectors and turn their custom data 
model into a callable REST resource within the 
prebuilt connector. The custom data model of the 
common resources functionality can be mapped 
to more than one prebuilt connector to provide a 
simplified one-to-many integration across 
multiple third-party applications.

The “formulas” functionality enables customers 
to build simple API compositions across multiple 
connectors by efficiently chaining requests from 
multiple connectors together. This enables cus-
tomers to address common use cases easily, 
such as synchronizing contacts across multiple 
third-party applications.

Customers can use the Open Connectors 
capability of the integration suite with the suite’s 
Cloud Integration capability to simplify integration 
with several third-party apps. It also enables them 
to drive innovation through open integration 
between SAP and third-party ecosystems, as 
shown in Figure 18. The Cloud Integration 
capability of the integration suite transforms, 
mediates, and routes requests to third-party 
applications through the suite’s Open Connectors 
capability, which then establishes the actual 
connections to the third-party systems.
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Figure 18: Simplified Integration to Numerous Third-Party Apps
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SAP EVENT MESH
The SAP Event Mesh capability is a fully  
managed cloud service that allows applications, 
services, and systems to communicate through 
asynchronous messages and events. This allows 
you to extend and integrate core SAP solutions 
such as SAP S/4HANA without disrupting central 
business processes. Use this capability to create 
responsive applications, integrations, and 
extensions that work independently and 

participate in event-driven processes inside your 
company and across your business ecosystem 
for greater agility and scalability.

SAP Event Mesh is a key component for  
enabling an intelligent enterprise. To facilitate 
your company’s transition to becoming an 
intelligent enterprise, SAP Event Mesh supports 
you in asynchronously integrating systems in an 
event-driven, real-time way, building cloud-native 
apps and extending on-premise apps.
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Messaging as a Service
SAP Event Mesh is a fully managed messaging-
as-a-service capability. SAP as cloud provider is 
responsible for managing, running, and operating 
the capability in a serverless way on SAP BTP. 
Technical deployment of SAP-managed brokers 
can occur directly in customer accounts at major 
hyperscalers or directly on Kubernetes.

Messaging and Event Capabilities
SAP Event Mesh (see Figure 19) decouples 
applications and services in your system 
landscapes by introducing a dedicated 

messaging capability to take full responsibility  
for sending and receiving messages and events. 
By decoupling communication, messages and 
events can be sent asynchronously. This results 
in higher throughput since the sender does not 
need to know of the receiving applications or 
services. As a result, resources are freed up since 
the sender does not have to wait for a response. 
Asynchronous communication ensures greater 
scalability (high throughput, low latency) 
because sending applications can simply “fire 
and forget.”

Figure 19: Events and Messages in Hybrid Landscapes
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You can use a number of open standards and 
protocols, such as REST, AMQP6 , and MQTT7   
with SAP Event Mesh. The capability supports 
point-to-point messaging, publish-subscribe 
(pub/sub) messaging patterns, and publish- 
and-consume messages from queues and  
topics through REST APIs. Libraries for Java  
and Node.js are also available.

SAP manages all your events and messages 
across secure data centers around the globe. 
Messages and events can be placed in queues 
from which they are sent securely and reliably to 
the relevant receivers. In case of network issues, 
messages and events are stored in the queue 
until they can be delivered.

Event-Enablement Capabilities
SAP Event Mesh provides the messaging 
capability through which events (for example, 
notifications with business object identifiers)  
can be transported between applications and 
services in hybrid landscapes. SAP Event Mesh 
supports the CloudEvents specification8 to  
make sure that event data is shared in a standard 
way that is readily consumable. You can send 
events from SAP software sources, such as  
SAP S/4HANA and third-party sources, and 
consume these events in side-by-side extension 
apps built on SAP BTP. The events that are 
available ready to use “as is” are listed as part  
of SAP API Business Hub. For SAP S/4HANA 
and for systems based on SAP NetWeaver® 
technology platform like SAP ERP Central 
Component, an add-on allows the creation of 
custom events. For details about these add-ons, 
check the blog “Event-Driven Architecture – 
Now Available for SAP ECC Users.” Extension 
apps may implement a notification event 

approach and use event subscriptions to be 
informed of changes in the original system. For 
security, extension app consumers use a read 
service to obtain additional information and data 
about the event. In this way, you can share and 
replicate data across hybrid landscapes and 
enable event-driven applications in which events 
can trigger the execution of atomic pieces of 
business logic (functions). Alternatively, for 
selected back ends, data events that contain all 
required data are possible as well. 

Implementing Event-Driven, Serverless  
Architectures
To implement a fully event-driven, serverless 
architecture for the intelligent enterprise, use 
SAP Event Mesh with other services available  
on SAP BTP, such as SAP BTP, Kyma runtime. 
SAP Event Mesh, together with other integration 
capabilities of SAP Integration Suite, is designed 
to help you implement end-to-end integration 
and extension scenarios. 

SAP INTEGRATION SUITE, INTEGRATION  
ADVISOR CAPABILITY
Defining and implementing standards for 
business document exchange involves complex 
processes. For each specific business need, a 
B2B standard must be chosen out of the many 
that exist, and its interface must be customized. 
Both require agreement between partners. A 
detailed analysis must be made, and the required 
customization of the B2B standard interfaces 
involved must be specified. Most of these 
interfaces allow millions of different expressions 
of information on the semantic level, whereas 
just a few are usually required. Those few must 
be mapped to the other individually customized 
B2B interfaces at the business partner sites.  

6. Advanced Message Queuing Protocol
7. Message Queuing Telemetry Transport
8. See https://cloudevents.io.
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The comparison and negotiation involved  
require deep business domain knowledge. This 
complexity cannot be reduced by integration 
packs, which cannot anticipate all possibilities,  
or by experts, whose expertise is usually in only 
one of the involved domains. 

The Integration Advisor capability of the 
integration suite is a cloud-based service that 

addresses these challenges. As shown in Figure 
20, the Integration Advisor capability unifies the 
required tasks for creating B2B integration 
content based on intelligent proposals derived 
from a constantly growing knowledge base 
through a machine learning approach. With  
this technology, it is possible to accelerate  
the process of building integration content 
significantly. 

Figure 20: The Integration Advisor Capability of SAP Integration Suite
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For creating customized B2B interfaces, the 
Integration Advisor capability provides a 
comprehensive library of the documentation  
and code lists of many frequently used B2B 
standards and de facto standards (for example, 
ASC X12 and UN/EDIFACT). The Integration 
Advisor capability has a unified design-time  
view. The machine learning algorithms provide 
substantial proposals on how interfaces should 
be customized and for mappings based on 
practices learned from the crowd. “The crowd” 
refers to the central knowledge graph, where all 
interface customizations, mappings, and 
changes made by experts are anonymously 
registered. These are used to calculate proposals.

The Integration Advisor capability of the 
integration suite supports business domain 
experts who need to specify and document the 
interfaces and mappings. These customized 
interfaces and mappings are used to generate 
automatically the required runtime artifacts  
for validation, conversion, transformation, 
preprocessing, and postprocessing as well as  
the documentation. The generated artifacts can 
be used directly in the integration flows of the 
Cloud Integration capability of the integration 
suite (see Figure 21) or in message mappings  
of SAP Process Orchestration.

Figure 21: Generated Integration Flows of SAP Integration Suite
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The content generated by the Integration Advisor 
capability of the integration suite provides 
precise validation of incoming messages as  
well as the generation of error messages. These 
can be used for internal error handling or for 
submission to business partners through 
functional acknowledgments,9  which is 
supported by the Cloud Integration  
capability of the suite.

SAP Integration Suite thus makes it possible to 
create individually customized integration flows  
in a semiautomatic manner, which serve as the 
technical adapters for external communication.10  
The Integration Advisor capability also supports 
tracking and handling failed messages and should 
be used for all B2B communication scenarios to 
take full advantage of this combination. Using 
application-specific implementations or third-
party solutions may diminish this benefit.

With the Integration Advisor capability,  
SAP Integration Suite lets customers expose 
their digital assets, either within or outside their 
organizations. For example, they could submit 
their B2B interface requirements to business 
partners.

THE CLOUD CONNECTOR OF THE  
SAP CONNECTIVITY SERVICE
The cloud connector comes as a standard part  
of the SAP Connectivity service. It establishes 
secure technical connectivity between cloud 
solutions from SAP and protected on-premise 
networks that cannot be accessed directly from 
the Internet. The cloud connector is used in 
hybrid scenarios in which cloud applications 
must access or extend on-premise software. It 
can be combined with the Cloud Integration 

capability of the integration suite when process 
integration is needed (see “The Cloud 
Integration Capability and SAP Process 
Orchestration”).

The cloud connector acts as a reverse invoke 
proxy component that is installed and runs on an 
on-premise network. It establishes a tunnel using 
the Transport Layer Security protocol – which 
replaces Secure Sockets Layer – from the 
on-premise network to its counterpart in the 
cloud, the SAP Connectivity service. This service 
runs on SAP BTP and SAP S/4HANA Cloud.  
Once a tunnel from the cloud connector to  
SAP Connectivity has been established, cloud 
applications that are authorized can access 
on-premise systems through the tunnel. From an 
application perspective, the connectivity service 
and its tunnel act like an HTTP-SOCKS5 proxy, 
that is, they can be used in a programming-
language-agnostic way. The cloud connector 
administrator has full control over which 
on-premise systems are exposed to the cloud. 
The administrator can restrict access to 
on-premise systems to explicitly configured 
resources when using HTTP or a remote function 
call (RFC). The administrator can also switch the 
tunnel on or off at any given time. A single cloud 
connector instance can be connected to multiple 
subaccounts of SAP BTP and vice versa. For 
scenarios in which principal propagation is 
needed – for example, when forwarding the 
identity of the cloud user to an on-premise 
system – trust must be configured between  
the cloud connector and the trust management 
of the used subaccount. Apart from this, 
on-premise systems do not need to be touched 
or modified to expose them to cloud applications 
over the cloud connector.

 9. UN/EDIFACT: CONTRL and ASC X12: 997.
 10. For example, through AS2, SFTP, HTTP/S, or SOAP.
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SAP Graph
Enterprise landscapes continue to expand in 
scale and complexity, creating growing 
challenges for developers. Even the most 
experienced developers struggle to identify and 
use the correct APIs, considering the diverse 
variety of protocols, data models, conventions, 
and security solutions in the SAP portfolio. Most 
real-world problems span several lines of 
business using multiple products requiring 
multiple APIs. Consequently, developing new 
extensions for SAP apps requires a broad range 
of expertise and skills. Considerable development 
costs and developer scarcity are leading 
customer concerns. Such extensions are 
complex and sensitive to even small API or 
landscape configuration changes. 

SAP Graph software is a set of tools that offers 
unified and streamlined APIs to help developers 
build extensions for SAP software. The software 
addresses this run-away API complexity and 
integration challenge by providing developers  
a single connected and unified view of all their 
business data. It consolidates the data models of 
data sources such as SAP S/4HANA, the SAP Sales 
Cloud portfolio, and SAP SuccessFactors solutions 
into one, unified, connected data model. As shown 
in Figure 22, we call this the business data graph.

Figure 22: SAP Graph 
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Enterprises configure the business data graph  
to match their own landscape and provide 
developers with a single secure “key” to the 
business data graph. This hides the complexity  
of data source APIs, URLs, connections, VPNs, 
and other separate security and trust tokens. 
Using standard data graph query languages 
(currently OData v4), one entry point, and one  
ID management, developers efficiently navigate  
the data through the connected graph. This 
eliminates the need to issue multiple queries to 
separate systems or APIs. Developers focus on 
the data itself, able to ignore landscape details  
or where the data resides.

Due to the decoupling of the system landscape 
from applications, enterprises can deploy 
applications based on SAP Graph more easily, 
across more landscapes, and at lower cost. By 
using SAP Graph, applications can support a 
variety of landscape configurations. As a service 
running on SAP BTP, SAP Graph can consume 
public data sources that are exposed through 
SAP Cloud Application Programming Model as an 
extension, for instance, in SAP HANA. Clients can 

subscribe to notification events through  
SAP Event Mesh and subsequently use  
SAP Graph to access data that is referenced  
from those notification events. 

SAP Graph supports SAP S/4HANA and  
SAP S/4HANA Cloud as well as the SAP Sales 
Cloud portfolio and SAP SuccessFactors solutions. 
Support for additional SAP and third-party 
systems is planned in the future. 

ROAD MAP FOR INTEGRATION CONTENT
As outlined in “Intelligent Enterprises Are 
Integrated Enterprises,” SAP applications can 
synchronize business objects with common 
attributes and use common semantics, which 
reduces SAP-to-SAP integration efforts for 
customers. As mentioned in “SAP Master Data 
Integration,” new implementations can take 
advantage of SAP Master Data Integration for 
scenarios for which SAP has delivered aligned 
domain models. SAP Integration Suite supports 
both types of integration scenarios – those for 
unaligned as well as aligned APIs (see Figure 23).

Figure 23: Evolution of Integration Content from SAP
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 • Mediated integration flows in SAP Integration 
Suite address SAP-to-SAP integration 
scenarios that are not based on aligned APIs 
(for example, integration flows of existing 
integration packs). Integration mediated by the 
integration suite covers integration scenarios 
that include third-party applications, business 
partners (B2B), or public authorities (B2G) and 
third-party-to-third-party integration scenarios. 
Mediated integration flows typically make use 
of integration patterns, such as structure 
mappings, splitters, aggregators, and protocol 
adaptation (for example, from REST/OData to 
SOAP). They are executed in the integration 
suite.

 • Route-through integration flows in the 
integration suite are based on aligned APIs, 
have exactly one consumer and one provider, 
and do not change the message payload or  
the header. The customer has the choice to 
deploy a route-through integration flow on  
the integration suite. Reasons could include 
complying with company standards, 
establishing central monitoring capabilities,  
or enabling extensions such as routing to 
multiple back-end applications. Optionally, the 
consumer and provider of an integration flow 
could be directly integrated during runtime for 
simple landscapes that do not require runtime 
governance. A route-through integration flow 
with the integration suite also provides the 
foundation to plug in customer extensions. 
Examples could be the enrichment of the 
standard flow with information from third-party 
applications, or the integration of an archiving 
system. A customer extension changes the 
route-through integration flow into one that is 
mediated by SAP Integration Suite. SAP 
provides tool support (for example, an iFlow 
wizard in SAP API Business Hub11) to generate 

route-through integration flows for the 
integration suite based on aligned APIs from 
SAP or third parties in SAP API Business Hub. 

Reuse of Integration Packs
Integration packs are built and released by SAP 
following a cloud-first strategy: new content is 
built on SAP Integration Suite, leveraging fast 
innovation cycles in the cloud, and shipped 
through SAP API Business Hub. With release 7.5, 
SAP Process Orchestration has been extended to 
support a variant of the cloud integration runtime 
of the integration suite. As per the release 
schedule of SAP Process Orchestration, 
dedicated versions of the cloud integration 
runtime of the integration suite are released for 
SAP Process Orchestration. This is intended to 
enable compatibility of the corresponding 
content versions of the integration suite and  
SAP Process Orchestration. This content 
compatibility allows customers to continue to 
leverage their investments in SAP Process 
Orchestration while benefiting from the capability 
to run prepackaged cloud integration content on 
SAP Process Orchestration (see Figure 24). 

Customers and partners can use the Web tooling 
of SAP Integration Suite to create and configure 
cloud integration content. In the discover area of 
their tenant of SAP Integration Suite, they can 
browse integration packs provided by SAP and 
partners and copy them to their workspace. In 
the design area of the integration suite, they can 
modify and configure the content. Within the 
cloud integration content management cockpit 
of SAP Process Orchestration, customers can 
connect to their tenant of SAP Integration Suite, 
select the relevant integration flow, and deploy, 
run, and monitor it on the local cloud integration 
runtime of the integration suite.

 11. See the blog “Route-Through Integration Flow Generation Based on APIs Using SAP Integration Suite.”
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SAP introduced product profiles to make sure 
that cloud integration content modeled in the 
workspace of the integration suite is compatible 
with a specific release of SAP Process 
Orchestration. A specific product profile restricts 
the configuration of an integration flow to the set 
of adapter types and integration flow steps 
supported by a particular release and support 
package stack of SAP Process Orchestration. 

Based on the common cloud-based design  
time, including the integration flow concept,  
SAP follows a common modeling paradigm. This  
gives customers the flexibility to decide where  
to deploy their integration flows – in the cloud or  
on premise. This can, for example, be useful in 
cases when the customer wants to run some 
integration flows on premise during migration 
phases and later deploy them in the cloud.

Figure 24: Content Reuse from SAP Integration Suite
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Modern landscapes are dominated by distributed 
data assets, integration challenges, and data 
sprawl. This makes data integration a challenging 
task requiring some crucial capabilities. This 
section addresses key data integration use cases 
and provides an overview of available products 
and related guidance. The SAP product portfolio 
offers a unique set of capabilities, suitable as  
well for diverse data processing and metadata 
management.

USE CASES
 • Data replication involves the table-based 
integration of data, covering data replication, 
migration, and analytical use cases based  
on extract, transform, load and extract, load, 
transform (ETL/ELT). Example: Replication of 
data from legacy applications or databases into  
SAP HANA for migration, analytics, or Big Data. 

 • Data virtualization involves the provisioning of 
a virtual data layer by federation of queries to 
remote data sources without physical data 
movement. Example: Lookup of shared master 
data from various data sources for virtual data 
access in SAP HANA to remote data sources.

 • Data quality management (DQM) involves the 
integration of data from multiple sources for 
cleansing, matching, or consolidation (central 
business terms). Examples: Cleansing address 
data; embedding DQM services in apps to 
validate address data or enrich with geocodes.

 • Data orchestration involves pipeline-driven 
data integration for disparate kinds of data, 
which also supports distributed processing. 
Example: Enabling data science and machine 
learning across all enterprise data assets by 
integrating data across diverse landscapes.

SOLUTIONS FOR ENTERPRISE INFORMATION 
AND DATA MANAGEMENT
Solutions for enterprise information and data 
management from SAP ease integration and 
enable customers to derive value from their data 
landscape by keeping the overall efforts low. The 
solutions are clustered into capabilities for data 
integration, metadata management, and data 
processing (see Figure 25), which are crucial for 
any sophisticated solution working with data. 

Data Integration

Figure 25: Overview of Capabilities of SAP Solutions
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Data Integration
Correctly accessing and moving data is essential 
for delivering high-quality data to a target 
system, API, storage, or end user. In the past, ETL 
methodologies were used to establish point-to-
point data movements, including transformation 
during the process. The ETL approach remains 
one key pillar for the data integration area to 
safeguard existing customer investments and to 
keep a solution for traditional data movement 
activities in place. Enhancing the scope of 
accessing and moving data is key for adoption 
and requires a broad range of connectivity to 
diverse on-premise, cloud, and hybrid systems. 
The connectivity capabilities provided by SAP 
software comprise a wide range of adapters, 
connectors, and connections. They give 
customers the opportunity to integrate deeply 
with the portfolio of business software and 
services from SAP and are based on the unique 
experience of our engineering teams.

Metadata Management
Companies produce tons of data in different 
formats every day. Understanding this data is a 
crucial aspect for building and operating data-
driven applications, enhancing existing customer 
data movement scenarios, and getting a 
centralized overview of the data assets. Our 
comprehensive metadata management 
capabilities, which include data cataloging and 
data quality management, allow all relevant 

information about any data set to be stored in 
one central area. With today’s variety of different 
sources and data formats, the data quality 
functions are necessary to understand the overall 
quality of the data and to get insights about 
which data must be improved before it can be 
trusted for business use. The next logical step is 
to use data preparation capabilities to improve 
data quality or to tailor data for a specific 
customer need. The “customer” here can be 
data-driven applications or analytical systems.

Data Processing
With the amount of data that customers have in 
their landscapes, pure point-to-point replication 
or ETL cannot always be the answer when it 
comes to distributing data to the right places at 
the right time. Building data-driven applications 
using a pipelining approach is key to getting 
massive data volumes processed. SAP software 
capabilities allow customers to scale their data 
processing depending on the workload and 
ensure that only relevant information is 
exchanged between different applications.  
Data-driven applications also require the remote 
orchestration of connected systems, for example, 
to push down the processing to where the data is 
stored, or to remotely start a process as part of  
a data-driven application. To complement its  
data processing capabilities, SAP simplified the 
access to disparate sources and integrated core 
machine learning functionality, which can be 
used on top of the processing engine.
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Products and Solutions
Solutions for enterprise information and data management from SAP include products that were  
either organically built or added by acquisitions over the years. These products and solutions are 
shown in Figure 26.

 •  SAP Landscape Transformation Replication 
Server 

    SAP Landscape Transformation Replication 
Server is a trigger-based real-time data 
replication product with basic transformation 
capabilities. Its focus is to move high volumes of 
data from ABAP and non-ABAP systems into 
SAP HANA, the SAP Data Intelligence solution, 
or any ABAP-based system. 
 • SAP Information Steward 

    SAP Information Steward software provides 
data stewards and IT users with a single 
environment to discover, assess, define, 
monitor, and improve the quality of their 
enterprise data and metadata. 

 • SAP HANA smart data integration,  
SAP HANA smart data access, and  
SAP HANA smart data quality software

    The smart data integration technology offers 
log-based, real-time data replication with 
transformation capabilities. Its focus is to move 
data from non-ABAP sources into SAP HANA. 
The smart data access software enables remote 
data to be accessed as if it were stored in local 
tables in SAP HANA, without copying the  
data into SAP HANA. The smart data quality 
software is a set of functionalities provided by 
several components, which you can use to 
cleanse and enrich data before it is persisted in 
the SAP HANA database. All offerings are part 
of SAP HANA. 

Figure 26: Portfolio Categories and Related Products
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 • SAP Data Services
    SAP Data Services software is a product  

that empowers users to integrate, transform, 
improve, and load accurate and complete data 
to support operational and analytical data-
driven initiatives. The product comes with a 
large number of different connectors that  
focus on third-party connectivity. 

•  SAP Cloud Integration service for data 
services

    SAP Cloud Integration service for data services 
(formerly known as CPI-DS) provides a cloud-
based data integration service for batch data 
integration between on-premise applications  
and cloud applications. The use of this service  
is currently supported in conjunction with the 
SAP Integrated Business Planning for Supply 
Chain solution and deprecated for any other use.

•  SAP Data Quality Management, microservices 
for location data

    These services allow developers to embed 
address validation and geocoding into business 
processes or applications using cloud-based 
microservices. 

 • SAP Data Intelligence
    The SAP Data Intelligence solution is a 

comprehensive data management solution  
that governs, integrates, processes, and 
orchestrates the volume, velocity, and variety  
of data in on-premise, cloud, multi-cloud, and 
hybrid distributed system landscapes. It is 
SAP’s strategic data management solution and 
the tool of choice, in particular for cloud and 
hybrid data integration, metadata management, 
and data processing needs.

These products are highly optimized for 
dedicated use cases and offer robust services in 
their respective area. Figure 27 illustrates the 
area of specialization of the different 
technologies.

Figure 27: Capabilities of Solutions for Enterprise Information and Metadata Management
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This section gives customers guidance on the  
following questions:

 • Which data integration tool should I choose for 
a certain scenario? 

 • How will this impact my landscape design 
(cloud versus on premise)? 

 • How will this influence the total cost of 
ownership?

Table 6 summarizes the recommended technolo-
gies for the use case patterns introduced: data 
replication (ETL), data virtualization, data quality 
management, and data orchestration. 

Table 6: Overview of Data Integration and Data Quality Products

Data integration and 
data quality products

SAP HANA smart data integration,1  
SAP HANA smart data access,1  
SAP HANA smart data quality1

SAP Data Services2

Data services of the Cloud Integration 
capability of SAP Integration Suite 
(formerly known as CPI-DS)3

SAP Landscape Transformation  
Replication Server4

SAP Information Steward

SAP Data Intelligence5

Data replication 
(ETL)6

Data
virtualization

Data quality 
management

Data 
orchestration

Use case patterns

1. Used to move data from non-ABAP programming language sources into SAP HANA, including virtual data access. 
2. Used to move structured data in on-premise landscapes with complex transformation needs. 
3. Used for data integration scenarios related to SAP Integrated Business Planning, and not recommended for any other use. 
4. Used to move high volumes of data from ABAP and non-ABAP systems into SAP HANA, SAP Data Intelligence, or any ABAP-based system in on-premise landscapes. 
5. Used to discover, classify, and profile data and define, monitor, and improve its quality across structured data in on-premise landscapes. 
6.  Used for any cloud-to-on-premise and cloud-to-cloud data integration needs, with the option to reuse existing on-premise data integration products from SAP to orchestrate in a pipeline 

and to orchestrate machine learning or advanced analytics engines.
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SAP DATA INTELLIGENCE 
Starting from 2019, SAP offered SAP Data 
Intelligence as a public cloud service on  
SAP Business Technology Platform. From the 
start, this new product was designed and 
implemented on a fully open and containerized 
architecture and designed to address modern 
data orchestration use cases. 

From Traditional Data Integration to Modern  
Data Orchestration 
Data orchestration is the combination of data 
discovery and cataloging, data preparation, data 
integration, data processing, and the connection 

of enriched data across multiple end points and 
workflows. It aims to derive value and insights 
across multiple data domains, hybrid data 
storages, and diverse processing engines. It 
applies machine learning and other intelligent 
technologies to drive business outcomes and 
provides features to connect insights back to the 
transactional business processes as well as 
feeding traditional BI visualization.

Data processing

Business processDat
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in
te

gr
at

io
n

Extract meaning, 
make your data 

trustworthy

Analyze all of 
your data, not 

just 1%

Infuse insights 
into improved 

business 
processes

Figure 28: Scope of Data Orchestration Solution
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 • Infusing insights back to the transactional busi-
ness processes to streamline the data-to-value 
process

Table 7 describes some of the major differences 
between traditional data integration and data  
orchestration in terms of data types, data stores, 
data processing, and processing patterns.

In SAP’s vision, a data orchestration solution  
unifies three core architectural concerns (see 
Figure 28):

 • Integrating data of any kind, whether it is  
structured, unstructured, or streaming

 • Orchestrating advanced analytical processing 
across any mix of processing technologies and 
engines

Table 7: Differences Between Data Integration and Data Orchestration

Traditional data integration Characteristic Capabilities added by data 
orchestration

Structured data 

Application data, text-based files, SQL databases, 
mainly on premise or single cloud

Data transformations based on deterministic 
rules, such as data validation, mapping,  
enrichment, deduplication, aggregation,  
and cleansing

Batch, near real-time

Data types

Data stores

Data 
processing

Processing 
patterns

Same as data integration, plus semistructured 
data (for example, streams of IoT messages), 
documents, images, videos, and Web logs, 
among others

Same as data integration, plus data lakes and 
cloud object stores, streaming and message 
buses, NoSQL databases, content manage-
ment systems, storage across hybrid and 
multi-cloud environments

Same as data integration, plus advanced 
analytical processing that applies flexible 
mixes of machine learning algorithms, any 
combination of multilanguage scripting, 
and orchestration of graph, geospatial, 
complex event processing and streaming 
analytics engines

Same as data integration, plus event-
driven, lambda/kappa, workflow triggers, 
process automation
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SAP Data Intelligence Solution
The core capabilities delivered by the SAP Data 
Intelligence solution are data integration, data 
processing, and data catalog and metadata 
management (see Figure 29).

Connectivity and Data Integration 
Table 8 lists some of the most commonly used 
connections with SAP Data Intelligence. The  
list is divided between SAP and third-party 
connections. The third-party connection 
examples focus on hyperscalers and open 
technologies.

SAP Data Intelligence was designed as a 
comprehensive data orchestration solution. It  
is now available both as a fully managed public 
cloud service offering and as a perpetual license 
product that can be deployed BYOL (“bring your 
own license”) or on premise. It is the same core 
product on the same code base in both cases but 
deployed and managed on different Kubernetes 
distributions.

Through these capabilities, SAP Data Intelligence 
enables the end-to-end process of discovering 
and profiling data from several different SAP and 
third-party sources, accessing it, integrating it, 
and processing it to derive insights and drive 
business outcomes. 

Figure 29: Overview of SAP Data Intelligence
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Table 8: Connectivity Examples

SAP connections Third-party connections

 • Applications written in the ABAP  
programming language 

 • SAP Business Warehouse application
 • Cloud Integration capability of  

SAP Integration Suite (formerly known as CPI)
 • SAP Data Services software
 • SAP HANA, platform edition
 • SAP HANA Cloud database
 • Open Connectors capability of  

SAP Integration Suite

 • Microsoft: Azure Data Lake, Cloud SQL database,  
Storage Blob (WASB)

 • Amazon: Redshift, Simple Notification Service, S3
 • Alibaba Cloud Object Storage Service
 • Google Cloud BigQuery, Dataproc cluster,  

publish/subscribe service, cloud storage
 • Hadoop Distributed File System (HDFS)
 • OData RESTful APIs
 • OpenAPI
 • IMAP/SMTP, HTTP/HTTPS servers, FTP/SFPT
 • Apache Kafka cluster
 • IBM DB2
 • Microsoft SQL Server
 • MySQL Database Service
 • Oracle database

 • Data quality rules and dashboards: Define 
specific rules against data sets to check  
for accuracy, completeness, conformity, 
consistency, integrity, timeliness, uniqueness, 
and validity. Display the rules results as 
graphical visualizations to monitor the  
overall data quality. 

 • Data preparation: Use a self-service business-
friendly UI to transform and fix the data to 
improve its quality or tailor it to specific  
needs. Data preparation tasks are visually 
performed on a preview of the data and can 
then be rolled out as system-generated 
pipelines that execute against the actual 
sources.

Data Catalog and Metadata Management
Once the connectivity is established, the 
metadata management and data cataloging 
features of SAP Data Intelligence help users with:
 • Data discovery and classification: Discover 
the data assets in the target systems and 
automatically classify their meaning, tagging 
them accordingly.

 • Data profiling: Calculate the main  
relevant statistics of the target data sets  
(the percentage of nulls and blanks, the 
statistical distribution of the most frequent 
values, for example).

 • Data lineage: Track where data originally came 
from and the transformations applied to that 
data, so users can identify the original source 
and determine the semantic nuances of the 
data and its degree of reliability.
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 • Sourcing the data for ML scoring (application of 
the ML model)

 • Pipelining of data into the ML model and back 
to where the data needs to be made available

 • Managing the lifecycle of ML models, including 
retraining and monitoring model performance 
for drift

SAP Data Intelligence addresses the challenges 
of ML by focusing on the aspects required to 
operationalize ML in productive environments. 
Data cataloging and self-service data access can 
help reduce the time it takes to find the data sets 
that teams need to begin training and to 
understand the data. Once this is done, the data 
can be transformed and pushed into external 
environments such as a data lake where initial 
experimentation might occur. If desired, you can 
also develop ML models in a JupyterLab 
environment directly inside the platform with 
version control and a single scenario manager  
for all the artifacts that might be involved  
in the initial model design (data sets, notebooks, 
pipelines, training executions, model deployments 
and associated API endpoints, and metric 
monitoring and training rescheduling). 

If you develop a model external to the platform, 
you can design the data transformations and the 
pipeline to that environment, generating a 
reusable recipe for creating a consistent set of 
data to be scored. 

Data Processing 
The data pipelining engine of SAP Data Intelligence 
allows users to build actual pipelines, executed on 
the Kubernetes cluster, where the data can be 
accessed, moved, transformed, and processed. 
Each step in a pipeline is an operator that can be 
chosen from among the several prebuilt ones,  
or custom built as a simple Docker container. 
Operators can perform several different kinds  
of tasks, ranging from data movement and 
transformations to more complex analytical 
processing. SAP Data Intelligence supports  
various engines. The “internal” ones are executed 
natively within the Kubernetes cluster in  
SAP Data Intelligence and are Python, R, 
JavaScript, Node.js, and Go. Besides these,  
SAP Data Intelligence also supports various  
so-called “external” engines through pipeline 
operators that trigger the execution of tasks  
within engines running outside of the Kubernetes 
cluster in SAP Data Intelligence. These engines 
include SAP BTP, ABAP environment; SAP HANA; 
and Apache Spark, among others, as well as any 
engine that can be triggered through OpenAPI calls.

Machine Learning Operationalization
One particularly important aspect of data 
orchestration operators is the use of machine 
learning (ML) often done within the R and 
Python language frameworks. While many 
organizations may have their own environments 
for the development of machine learning 
algorithms, there are many common challenges 
associated with developing, deploying, and 
implementing machine learning in a production 
environment including:

 • Sourcing the data for ML training
 • Transforming data into a feature-engineered 
data set for training

 • Developing, executing, and monitoring training 
runs
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SAP Data Intelligence enables operators to 
connect and reuse the following on-premise data 
management tools, among others:

 • SAP Data Services
 • SAP Information Steward
 • SAP Landscape Transformation Replication 
Server

 • SAP Business Warehouse (SAP BW) application 
(for example, process chains)

 • SAP HANA (for example, flow graphs)

In particular, the integration of SAP Data 
Intelligence with SAP Data Services and  
SAP Information Steward is strategic to SAP’s 
vision. With SAP Data Intelligence, both of these 
on-premise tools can be integrated and extended 
to the cloud (see Figure 30).

SAP’S HYBRID DATA MANAGEMENT STRATEGY
SAP understands that customers have made 
significant investments in SAP solutions for 
enterprise information management and  
SAP Database and Data Management solutions 
and strives to help them protect those  
investments. All existing solutions are integrated 
with SAP Data Intelligence in the best way 
whenever it makes sense from a business and 
technology standpoint, for example, to establish 
additional connectivity to new target systems. 

Figure 30: Integration with SAP Data Intelligence
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SAP Information Steward will remain the tools 
of choice for customers who are already heavily 
using them. SAP will continue to support those 
tools without urging customers to perform any 
major changes.

 • New needs around cloud and hybrid  
scenarios should be implemented on the  
SAP Data Intelligence Cloud solution while 
reusing existing artifacts from SAP Data 
Services and SAP Information Steward 
instances.

 • Existing ETL flows of SAP Data Services and 
rules from SAP Information Steward related to 
on-premise sources can be reused as-is as long 
as those sources are still relevant. Should the 
related sources transition to new cloud-based 
systems, the related data management tasks 
will transition to SAP Data Intelligence Cloud 
accordingly. The lifecycle of the on-premise 
data management tools will follow the lifecycle 
of the on-premise systems they connect to.

SAP DATA INTELLIGENCE AND SAP UNIFIED
ANALYTICS 
SAP Data Intelligence Cloud is tightly integrated 
into the SAP Unified Analytics solution. SAP’s 
vision is to use the same data management 
engine consistently across the entire portfolio  
of cloud solutions from SAP, eliminating any 
“when to use what” concern as much as possible. 
We are technically realizing this through an 
“embedded SAP Data Intelligence” concept, 
which can be included as a shared service in 
other products to deliver basic data integration 
needs (see Figure 31).

Pipelines in SAP Data Intelligence can trigger the 
execution of any existing ETL flow in SAP Data 
Services, and then extend those existing flows 
with additional tasks and workloads. For example, 
you can reuse an existing ETL flow in SAP Data 
Services that moves data from an on-premise 
database to a data lake storage and extend the 
scenario with other native operators from  
SAP Data Intelligence. These operators could,  
for example, integrate Kafka messages or 
execute R or Python algorithms. Similarly, the 
catalog in SAP Data Intelligence can integrate 
existing instances of SAP Information Steward.  
It can also import metapedia terms (the business 
glossary of SAP Information Steward) and 
business rules that were defined for data quality.

In SAP’s vision, this combined hybrid use of the 
existing on-premise tools and a current cloud-
native data management solution enables SAP 
customers to transition to the cloud at their own 
pace, safeguarding their past investments. We 
foresee that the tools will coexist since there are 
still relevant parts of the data landscape that are 
managed on premise. SAP opted for reuse rather 
than migration, for the following reasons:

 • From the start, SAP Data Intelligence was 
implemented on Kubernetes on a cloud-native 
technical architecture. It can be installed on 
premise when needed, especially for Big Data 
and ML-oriented workloads, but it would be  
far too complex to operate and manage an  
on-premise Kubernetes for traditional ETL 
workloads. Therefore, for on-premise data 
integration needs around structured data,  
we foresee that SAP Data Services and  

© 2022 SAP SE or an SAP affiliate company. All rights reserved.



64 / 99

For example, the SAP Data Warehouse Cloud 
solution includes a data integration feature called 
“DataFlow.” It is based on an embedded version 
of SAP Data Intelligence with a simplified UI on 
top and a scope that is limited to ingesting data 
into SAP Data Warehouse Cloud only. In this way, 
customers can choose between simplicity of  
use, when only data ingestion into SAP Data 
Warehouse Cloud is needed, and full-blown 
power when scope increases. Customers can  
rely on the fact that the underlying engine is  
the same in both cases, enabling smoother 
transitions and combined use.

In general, SAP Data Intelligence acts as the core 
data management solution to interact with third-
party systems. This includes data integration 
(integrating with third-party data lakes), data 
processing (orchestrating third-party processing 
engines), and data cataloging (integrating third-
party catalogs). This can be achieved by using 
the full-use version of SAP Data Intelligence 
Cloud, which includes all features. Or you can  
use one of its “embedded” versions when the 
required scope is limited, and a simplified 
approach is preferable.

Figure 31: SAP Data Intelligence and SAP Unified Analytics 
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queuing, transforming, routing, and monitoring 
(including error handling) of exchanged business 
data on a message level. A key requirement of 
this process integration domain is to enable  
the transactional integrity of an integration 
scenario by, for example, helping ensure reliable 
messaging capabilities. Furthermore, SAP  
offers a broad range of prepackaged integration 
scenarios for the Cloud Integration capability.

In contrast, SAP Data Intelligence focuses  
on data integration for analytical purposes, 
making it possible to share, pipeline, govern,  
and orchestrate (mass) data in complex 
landscapes. It supports the expansion of 
traditional data warehousing by incorporating  
Big Data stores and the ingestion and processing 
of IoT data. SAP Data Intelligence enables the 
intelligent processing of data with capabilities to 
operationalize machine learning by modernizing 
data flows and leveraging new functionality and 
algorithms, including machine learning and 
image processing. Typically, data from enterprise 
applications is accessed on the database  
level (table, view)12 outside a transactional 
business context. Table 9 summarizes the key 
characteristics of both integration technologies.

SAP INTEGRATION SUITE AND SAP DATA  
INTELLIGENCE
The Cloud Integration capability of  
SAP Integration Suite and SAP Data Intelligence  
are complementary offerings that address  
two different integration domains. SAP Data 
Intelligence focuses on data integration and 
orchestration for analytics purposes, for 
example, integrating data from the transactional 
stack to the analytics stack and then infusing 
insights back to the transactional stack. The 
Cloud Integration capability focuses on the 
integration and orchestration of the transactional 
business process itself, for example, integrating 
transactional applications between themselves 
and automating and improving the end-to-end 
business processes.

The Cloud Integration capability of  
SAP Integration Suite addresses process 
integration and facilitates linking business 
processes that are distributed across multiple 
applications within a hybrid system landscape. 
As outlined in “Process Integration,” the Cloud 
Integration capability supports A2A, B2B, and 
B2G integration use cases. It uses a message-
based processing paradigm that allows the 

  12. API-level access is also possible with SAP Data Intelligence but is not the key focus.
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Table 9: The Cloud Integration Capability and SAP Data Intelligence

Cloud Integration Capability of  
SAP Integration Suite

SAP Data Intelligence

Chaining distributed business processes in  
hybrid landscapes

• Application to application
• Business to business, business to government
• Master data integration

API focused (synchronous, asynchronous,  
business events)

Available for a broad range of integration  
scenarios for SAP applications (hybrid, cloud, 
partner, third-party)

•  Message-based processing (monitoring,  
alerting, error handling)

•  Transactional integrity (reliable messaging)
• Process-centric integration flows

Objective

Use cases

Coupling to  
application

Integration content

Specific capabilities

Pipelining and orchestrating diverse data and 
business data in hybrid landscapes

•  Data integration (ETL and streaming, 
among others) for scenarios such as  
building an intelligent data warehouse

• Data processing of complex data assets 
• Data governance of hybrid landscapes
•  Operationalization of data scenarios  

(for example, machine learning)

Data focused (table, table views, storage, 
technical events)

Available as predefined templates for  
operations and pipelines

• Distributed data processing
• High-frequency event processing 
•  Advanced data transformations and  

processing (for example, machine learning, 
predictive, code) 

• Data-centric integration flows

transactional business process, SAP Data 
Intelligence can trigger the execution of an iFlow 
in the Cloud Integration capability. This would 
drive the orchestration of a full-blown 
transactional workflow.

The combination of SAP Data Intelligence and 
SAP Integration Suite allows SAP BTP to deliver a 
unique and differentiating integration solution for 
enterprise landscapes.
 

The integration technologies are complementary 
and can be used in combined scenarios. For 
example, transactional data can be passed  
from the Cloud Integration capability of  
SAP Integration Suite to SAP Data Intelligence. 
This data can, for example, be stored in data 
lakes and used to train machine learning 
algorithms. Conversely, at the end of the 
execution of a data pipeline when the derived 
insights need to be infused back to the relevant 
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SAP offers business users the capabilities to 
combine data from various sources for standard 
reporting, real-time business intelligence, 
planning, prediction, and application building. 
SAP provides a holistic platform to support an 
intelligent, data-driven enterprise. 

Two use cases are addressed:
 • The embedded analytics use case provides 
prebuilt application-specific analytics to 
support real-time decision-making within a 
business application. Example: A treasury 
executive dashboard is based on embedding 
the SAP Analytics Cloud solution into  
SAP S/4HANA Cloud.

 • The cross-application analytics use case 
incorporates data from multiple business 
applications to facilitate cross-application 
reporting, planning, and prediction. Example: 
The cross-product analytics front-runner – 
financial analytics dashboard for SAP Analytics 
Cloud – combines data from SAP S/4HANA, 
SAP SuccessFactors solutions, the “lead-to-
cash” dashboard (sales operations), and  
SAP Digital Boardroom. 

To serve these use cases, SAP BTP offers two 
data-to-value capabilities: data warehousing and 
analytics.

 •  Data warehousing provides the foundation  
for multipurpose data management by 
supporting the technical integration of data 
from multiple sources while preserving the 
business context and semantics. SAP’s 
strategic target solution for all data warehousing 
use cases is SAP Data Warehouse Cloud, which 

also will act as the underlying foundation of 
business planning scenarios with SAP Analytics 
Cloud for planning. With a support commitment 
until 2040, the SAP BW/4HANA solution 
remains key software in the SAP portfolio,  
thus safeguarding customer investments. 
Hybrid scenarios combining SAP BW and  
SAP Data Warehouse Cloud are supported.  
SAP offers a flexible migration tool for  
SAP BW and SAP BW/4HANA to facilitate the 
movement of critical elements to SAP Data 
Warehouse Cloud. (This involves a staging layer 
with access to on-premise SAP software and 
use of business content.)

 • The strategic solution for analytics is  
SAP Analytics Cloud. The integration of 
business intelligence (BI), planning, and 
augmented analytics in a single cloud  
platform supports a consistent experience  
from reporting to simulation to planning  
and back again, all augmented by machine 
learning. SAP Analytics Cloud leverages  
the data foundation built in SAP BW and  
SAP Data Warehouse Cloud. In addition, SAP 
applications such as SAP S/4HANA Cloud or 
SAP SuccessFactors solutions have embedded 
SAP Analytics Cloud functionality to integrate 
analytical capabilities in their operational 
systems. Other analytical products – for 
example, SAP Analysis software for Microsoft 
Office and SAP BusinessObjects   solutions – 
will continue to be offered, supported, and 
enhanced according to their individually 
communicated strategies but are not covered 
here.

Analytics Integration
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Both data management and analytics products 
provide connectivity to SAP and third-party 
systems, and to cloud and on-premise systems, 
to access data with or without replication. These 
products can all be extended. Preconfigured  
data models as well as analytics and planning 
scenarios (“Business Content”) may be 
downloaded to support implementation projects. 
Choose from one of more than 150 content 
packages for SAP Analytics Cloud or more than 
20 content packages for SAP Data Warehouse 
Cloud (with visualization packages for SAP 
Analytics Cloud). You can also leverage business 
content from SAP BW in hybrid scenarios.

SAP DATA WAREHOUSE CLOUD
When starting new data warehousing projects, 
SAP Data Warehouse Cloud is the first choice for 
customers.

SAP Data Warehouse Cloud is an open, 
comprehensive data management solution in the 
cloud (data warehouse as a service), designed for 
both enterprise IT and LoB users (see Figure 32). 
SAP Data Warehouse Cloud is a business-ready 
cloud data warehouse, managed by SAP, that 
unites relevant data sources in one solution, 
maintaining the security, trust, and semantic 
richness of your information. It enables IT to 
govern data and the environment in real time so 
you can rely on trusted insights without delay. 
Plus, it empowers business users to understand 
and connect data independently, transform it 
into insights, and share information instantly – 
without manual processes or data duplication.

Figure 32: Overview of SAP Data Warehouse Cloud
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SAP Data Warehouse Cloud provides dedicated 
virtual work environments known as “spaces” for 
shared data, models, and objects. This supports 
better separation of LoB content per subject, 
department, or level of authorization; enhanced 
governance and user administration; and point-
and-click access to corporate and external data. 
Spaces make it possible for IT to provide users in 
various groups with access to isolated virtual 
work environments while upholding the integrity 
of the central repository and models. Users in 
each group get the flexibility they need, while IT 
maintains centralized governance, data quality, 
and security. Data may be extracted or used in a 
federated way without replication to spaces in 
SAP Data Warehouse Cloud. Cleansing and 
mapping of data from various sources provide  
a consistent view of data. Copying of data is 
minimized with advanced virtualization, centrally 
governed data access, and secure collaboration 
through role-based security. For the data 
integration and data modeling part, we reuse the 
semantics of the data, avoid reworking existing 
data models, and minimize data shift.

Built-in connectors for data ingestion include 
connectivity to SAP solutions, files in a data lake, 
and SQL databases. In addition, third-party tools 
for data loading may be integrated through APIs. 
Partner solutions can also help to extend the 
reach. The rich functionality of SAP Data 
Warehouse Cloud makes it an ideal solution for 
many enterprise scenarios, including hybrid  
data warehouse use cases, data marts, and 
cross-application warehousing. In addition,  
SAP Data Warehouse Cloud can be the 

foundation for planning scenarios or the  
starting point of machine learning and artificial 
intelligence scenarios that rely on comprehensive 
data.

The hybrid scenario allows customers to leverage 
existing investments in SAP software for on-
premise data warehousing without the need  
to rebuild existing scenarios. For details, see  
“SAP BW/4HANA.”

With SAP Data Warehouse Cloud, data handling – 
such as data transformations, enhancing data 
models with local department data, and combining 
data from SAP and third-party sources – can be 
performed in a secure, governed environment. This 
supports IT in making sure that no data leaves the 
company for extraction into external applications.

With the new data marketplace in SAP Data 
Warehouse Cloud, SAP fundamentally changes 
the way to work with third-party data. Instead of 
a responsibility to manage data uploads of files 
and ungoverned connectivity to data lakes,  
data is available in clicks, not projects. This is 
achieved through an initial, virtual onboarding  
of the data by the data provider that leads to a 
scalable, decentralized delivery of the data to  
any data consumer who subscribes to the data 
product. At the same time, new scenarios of  
data collaboration, private data sharing, and  
data monetization are enabled as the data 
marketplace literally connects all SAP Data 
Warehouse Cloud tenants. For example, a retailer 
may share data with his suppliers to get better 
service and receive higher discounts without 
long-lasting and tedious infrastructure projects.
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SAP BW/4HANA
Investments into the on-premise data warehouse 
software of SAP BW and SAP BW/4HANA are 
safeguarded by SAP’s long-term support 
commitment until 2040. That means customers 
can retain their mature and complex on-premise 
systems or move them to the private cloud –  
with support of the RISE with SAP offering. 
Enhancements of existing scenarios or new 
scenarios can start on premise and gradually 
move to the cloud.

With SAP BW/4HANA and SAP BW, SAP has a 
long history in data warehousing. Alongside 
SAP’s cloud offering described above, these 
solutions offer stable, mature software at an 
enterprise data warehouse scale for on-premise 
installations. 

Based on their history with SAP solutions and 
their strategy concerning their cloud journey, 
customers should consider the strategic  
SAP Data Warehouse Cloud for their new data 
warehousing projects. Existing SAP BW and  
SAP BW/4HANA scenarios will be supported  
until 2040, so customers can evolve and enhance 
existing scenarios in their on-premise systems 
and, when they’re ready, start their migration into 
the cloud.

Running both solutions in parallel – the hybrid 
case – is supported as well. The hybrid 
integration between SAP BW/4HANA and  
SAP Data Warehouse Cloud supports exposing 
models of SAP BW, such as analytic queries, from 
SAP BW/4HANA to SAP Data Warehouse Cloud. 

It also supports a remote data scenario where 
business users of SAP Data Warehouse Cloud 
can reuse existing analytic query metadata 
models in SAP BW with no need to rebuild any 
semantics already defined in SAP BW/4HANA.  
At the same time, users of SAP Data Warehouse 
Cloud can extend the exposed models with their 
own data and semantics without changing the 
original model in SAP BW/4HANA.

Hybrid capabilities will continue to be enhanced 
to allow for a ready extension of existing 
scenarios to SAP Data Warehouse Cloud.  
In addition, new features in SAP BW and  
SAP BW/4HANA support a smooth transition 
path to the cloud, which customers can begin 
when they are ready. 

The following SAP BW capabilities will be offered 
directly in SAP Data Warehouse Cloud:
 • Connectivity and business content, providing 
proven data integration based on SAP BW  
(extractors) from SAP ERP Central Component 
and SAP S/4HANA

 • Enterprise-ready staging layers of SAP BW  
to manage data loading with partitioning,  
monitoring, and error handling

 • Tool-supported move of integration and  
staging based on SAP BW
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SAP BW Bridge for SAP Data Warehouse Cloud
SAP Data Warehouse Cloud, SAP BW bridge  
is for customers of SAP BW looking to migrate  
to the public cloud while still leveraging their 
existing investments in SAP BW and ABAP. The 
SAP BW bridge allows customers to reuse  
their existing models, transformations, and  
customizations from SAP BW in SAP Data  
Warehouse Cloud. This accelerates time to  
value and helps them capitalize on their existing 
experience with the warehouse data environment 
in SAP BW.

Using the SAP BW bridge, customers can 
connect with confidence to their SAP Business 
Suite applications, such as the SAP ERP and  
SAP Customer Relationship Management 
applications, using familiar tools. They can 
extend their data reach to new data sources, 
whether on premise or contained in multiple 
cloud environments, regardless of cloud 
providers. With the SAP BW bridge, customers 
can innovate with cloud agility, empowering their 
business users to innovate with unprecedented 
speed and scale with newfound openness and 
flexibility.

SAP ANALYTICS CLOUD 
SAP Analytics Cloud combines augmented BI, 
planning, and prediction into one comprehensive 
analytics solution (see Figure 33). Its key 
capabilities include: 

 • Business intelligence:
 – Data exploration – Intuitive exploration of 
entire data sets to understand initial patterns 
and points of interests better
 – Dashboards and visualizations – Storytelling 
that enables users to discover, analyze, plan, 
and predict, all in one user experience
 – Enterprise reporting – Multipage reports with 
sections, dynamic fields, tables, and charts, 
with the option to schedule publications both 
to users and nonusers of SAP Analytics Cloud 

 • Augmented analytics:
 – Conversational analytics – Questions that 
may be asked in a conversational way to get 
instant answers, data visualizations, and 
explanations with natural-language 
processing and generation
 – Automated analytics – ML-driven  
smart assist features that help discover 
relationships, hidden patterns, and outliers 
automatically, for faster insight to action
 – Predictive analytics – Automated, AI-guided 
analytics to predict potential outcomes and 
forecasts with the click of a mouse

 • Enterprise planning:
 – Budgeting and forecasting – Creation and 
modification of a planning model for data-
driven budgeting, forecasting, and analysis 
from one cloud interface
 – Predictive planning – Automated data-driven 
enterprise planning and accelerated planning 
cycles with time-series forecasting thanks to 
a tight integration between smart predict and 
planning functionality
 – Collaborative planning – Planning across all 
lines of business to turn real-time insight into 
action, improving strategic alignment and 
supporting confident decisions

 • UX-enhancement with Microsoft Excel as front 
end:

 – SAP Analysis for Microsoft Office, edition for 
SAP Analytics Cloud – Microsoft Excel user 
interface for reporting and centralized 
planning
 – Add-in for Microsoft Office – Effective 
business actions with Microsoft Office Excel 
365 integration
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Figure 33: Architecture of SAP Analytics Cloud
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SAP Analytics Cloud offers features beyond 
analytics, including:

 • Planning capabilities – Strategic visions and 
short-term plans across the entire company or 
for individual lines of business can be created 
readily. Data can either be entered manually or 
automatically, calculated by a large set of so-
called data functions. Value driver trees 
facilitate the simulation of complex scenarios. 
The built-in collaboration functionality 
facilitates the management of planning 
processes.

 • Predictions and smart insights – Have the 
system find outliers, hidden relationships,  
or time trends for you. Build more complex 
models, trained on your historic data, to  
predict buying trends or employee churn.

ANALYTICS CLOUD DEPLOYMENT: ENTERPRISE 
AND EMBEDDED SCENARIOS
SAP Analytics Cloud supports two deployment 
scenarios: enterprise and embedded (see  
Figure 34).

Figure 34: Embedded Analytics and Enterprise Analytics
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In the “enterprise” or stand-alone scenario, 
customers have full access to all UIs, 
functionalities, and settings of SAP Analytics 
Cloud as described above. In this scenario, user 
management and the creation of connections 
would be typical tasks as would model building 
and story design. In the stand-alone scenario, full 
control is provided to the customer.

In the so-called “embedded” scenario, other 
applications take over the control of SAP 
Analytics Cloud. Based on a suite of APIs,  
SAP Analytics Cloud can be automatically 
provisioned, configured for the needs of the 
embedding application, and fully managed by  
the embedding application during runtime (see 
Get Started with SAP Analytics Cloud).

As a result, applications such as SAP S/4HANA 
Cloud, SAP SuccessFactors solutions, and other 
cloud solutions from SAP offer the rich BI 
capabilities of SAP Analytics Cloud for their 
application-specific data. (For an example, see 
the blog “Integrated Analytics: SAP Analytics 
Cloud Now Embedded in SAP S/4HANA 
Cloud.”) SAP Analytics Cloud, embedded  
edition provides access to the data of the 
embedding application exclusively, based on  
an automatically provided live connection.13  
Thus, the required real-time response to data 
changes as well as reuse of the application’s 
authorization concepts for secure data access 
and personalization are built in.

 13.   Not all use cases are supported by the live connection. For example, planning and prediction are not included. For more infor-
mation about the difference between live connection and importing data, see “Choosing a Live Connection or Importing Data” 
in SAP Help Portal.
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SAP Analytics Cloud is embedded in so-called 
iFrames. A reserved space of the application’s  
UI will be filled with stories from SAP Analytics 
Cloud, thus preserving all features and functions 
of SAP Analytics Cloud (for example, navigation 
or slice and dice). Dedicated APIs allow the 
embedding application and the embedded  
SAP Analytics Cloud to communicate so that 
filter values may be passed and navigation from 
analytical to operational tasks can be enabled 
(“intent-based navigation”).

SAP Analytics Cloud, embedded edition will  
be automatically deployed as a functional 
enhancement to the embedding applications  
and consequently comes without additional 
administration efforts or license fees for 
customers. Embedding SAP Analytics Cloud  
can also be offered by third-party applications, 
whether they are partner or customer 
applications.

The two scenarios can coexist. In a customer 
software landscape there may well be multiple 
cloud solutions from SAP, each offering 
embedded analytics based on its specific data. 
This can be complemented by the “enterprise” 
scenario. For customers who wish to plan, use 
the prediction features, or build cross-application 
analytics – with or without a data warehouse to 
support the data integration – SAP Analytics 
Cloud may be licensed.

Operational reporting will continue to run in the 
individual application, and the switch to cross-
application analytics or planning is hidden for 
business users, as all use cases share the same 
user experience and interaction paradigms.
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Thing Integration
Manufacturing companies today are challenged 
to increase productivity while producing high-
quality, custom products. They need to do this 
against a backdrop of continuously changing 
customer demand while ensuring resilient supply 
chains.

The response to these market requirements is an 
industrial transformation known as Industry 4.0 
in Europe and Industrial IoT in the United States. 
Internet of Things (IoT) technology is regarded as 
a key enabler for many of the Industry 4.0 
business scenarios as it integrates IoT data 
reflecting real-world conditions into business 
processes. 

The SAP Internet of Things (SAP IoT) solution 
and SAP Plant Connectivity software provide 
connectivity to physical things such as machines, 
devices, sensors, equipment, kanban containers, 
forklifts, tags, and automated guided vehicles on 
the shop floor. The software enables vertical 
integration with SAP Digital Supply Chain 
solutions (see Figure 35). Vertical integration 
refers to the ability to embed machine data, 
aggregated IoT data, or derived business insights 
from that data into applications and drive 
business processes with it.

Figure 35: SAP Digital Supply Chain Portfolio from Design to Operate
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IOT INTEGRATION ARCHITECTURE AND  
TECHNOLOGIES
Figure 36 depicts the high-level integration 
architecture that enables vertical integration with 
focus on capabilities provided by SAP IoT. The 
solution comprises three main capabilities in the 
cloud: 

 • IoT data management, modeling, and data 
processing

 • Smart sensing based on auto-ID technology
 • Analytics and intelligence  

These building blocks are complemented by the 
“intelligent edge.” The intelligent edge includes 
capabilities to ingest and process IoT data and 

auto-ID events, which form part of SAP IoT, 
machine orchestration with SAP Plant 
Connectivity software, and the SAP Digital 
Manufacturing Cloud solution for edge 
computing. They provide the needed integration 
technology to embed IoT insights into SAP Digital 
Supply Chain solutions, SAP S/4HANA, partner 
applications, and custom applications to enable 
data-driven business processes. Examples of 
possible SAP Digital Supply Chain solutions 
include the SAP Enterprise Product Development 
solution, SAP Digital Manufacturing Cloud, and 
the SAP Asset Performance Management 
application.

Figure 36: SAP Internet of Things – Building Blocks and Process Flow
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IOT USE CASE PATTERNS
Things defined as “real-world objects” can act as 
a source for data ingestion in the cloud or at the 
edge in two ways:

 • Active things: Ingestion of data is measured by 
sensors attached to or integrated into the thing 
itself. Example: Receptacles such as silos or 
containers equipped with fill-level sensors, 
which hold raw materials or ingredients for food 
and beverage production

 • Passive things: Ingestion of events is generated 
by reader devices using automatic identification 
(auto-ID) technologies, such as Bluetooth 
beacons, QR codes, or RFID tags, which enable 
the readers to “sense” the passive things.

    Example: “Handling units,” such as pallets or 
boxes, equipped with RFID tags that pass 
through an outbound gate of a warehouse 
equipped with RFID readers

Active things drive what is known as “traditional” 
IoT use cases. SAP introduced the term “smart 
sensing” for ingestion and processing of events 
attributed to passive things. SAP IoT supports 
both traditional IoT use cases and smart sensing 
in the cloud and at the edge. The solution also 
covers combined use cases where the same thing 
acts as a passive source for smart sensing 

events, but is also equipped with IoT sensors, 
making it an active thing. For example, pallets 
with RFID tags can also be equipped with sensors 
to monitor transport conditions and geotrack the 
delivery process of sensitive or valuable goods.

IoT and smart sensing use cases can be 
categorized according to the following use case 
patterns:

 • Thing to data lake: Ingesting data from things 
into an SAP-managed Big Data storage to use 
the data for analytics, data science, or business 
process automation and efficiency 
improvements

 • Thing to analytics: Preparing IoT data for 
analytic consumption either by stand-alone 
analytic tools and applications or by embedded 
analytic capabilities of SAP Digital Supply Chain 
solutions

 • Thing to process: Using data from things – 
either in stream during ingestion or at rest in 
Big Data storage – to drive business processes

 • Thing to thing: Directly controlling things by 
other things, and in a broader sense, the control 
of things by other things through leveraging a 
logic between them

Manufacturing companies today are challenged 
to increase productivity while producing high-
quality, custom products. They need to do this 
against a backdrop of continuously changing 
customer demand while ensuring  
resilient supply chains.
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Thing to Data Lake
IoT data often has a large data volume and 
requires Big Data storage. To ingest and store 
industrial IoT data, customers can use the fully 
managed Big Data storage of SAP IoT and  
benefit from built-in device management and 
connectivity functionality.

IoT devices such as intelligent assets, products, 
or any other industrial equipment can connect 
directly to SAP IoT in the cloud using MQTT or 
HTTP protocols. The devices send IoT data into 
an ingestion pipeline where it can be further 
processed in stream and persisted in the Big 
Data storage of SAP IoT. IoT data processing 
supports rules, which can trigger events and 
actions such as API calls in business systems to 
initiate business processes. Rules are available 
for both IoT data in stream during ingestion and 
at rest as aggregated data in the Big Data storage 
of SAP IoT.

Alternatively, IoT devices can connect securely  
to IoT edge, which provides a reuse service layer. 
This service layer includes capabilities for data 
ingestion, data persistence, extension services 
for custom logic, and smart sensing services to 
process IoT data and events close to their source.
The OPC-UA protocol is supported in addition to 
MQTT and HTTP for immediate device connectivity 
at the edge. The IoT edge is orchestrated by a 
control plane in the cloud and provides a central 
lifecycle management and business configuration 
for containerized core services from SAP as well 
as for custom extension services for the edge. 
Customers can develop extension services to 
deploy custom logic and applications at the edge 
while orchestrating them from the cloud. 

Smart sensing based on auto-ID technology 
provides highly scalable services for ingesting 
and processing events generated by auto-ID 
readers or the middleware components they 
connect to. Auto-ID events conform to EPCIS  

and other standards. Smart sensing services 
enrich the events with relevant business context 
for business process automation. The services 
are available both in the cloud and at the edge, 
where they can be deployed for latency-sensitive 
business processes in logistics and 
manufacturing. 

Thing to Analytics
Once data is persisted in Big Data storage, it  
can be consumed for analytics. This can be done 
using analytic capabilities within SAP Digital  
Supply Chain solutions running SAP IoT.  
Examples are time-series charts for equipment 
indicators in SAP Asset Performance Management, 
IoT-driven simulations of complex system behavior 
in the SAP Enterprise Product Development 
solution, and industrial insights in the SAP Digital 
Manufacturing Cloud solution. Extensions of these 
applications can be developed by customers and 
partners to add additional analytic capabilities. In 
both cases, preaggregated IoT data is consumed 
over APIs exposed by SAP IoT.

SAP IoT can leverage live connectivity from  
SAP Analytics Cloud to SAP IoT and visualize 
contextualized IoT data in stories. Alternatively, 
this data can be consumed through OData 
interfaces by custom- or partner-built IoT 
applications. 

IoT data ingested and persisted at the IoT  
edge can be consumed by edge dashboards 
supporting offline operations even when the edge 
location is temporarily disconnected from the 
cloud. Customers can develop edge dashboards 
in a programming language of their choice.  
These can be deployed and their lifecycle can be 
managed as extension services from their docker 
registry, leveraging the cloud orchestration 
capabilities. Edge dashboards can consume only 
IoT data because smart sensing events are not 
persisted at the edge.
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Thing to Process
IoT creates the most value when enabling data-
driven business processes. At the same time, it 
requires a deep depth of integration, because IoT 
data must be enriched with the applicable 
business context to automate business 
processes. SAP achieves this with different 
approaches:
 • IoT embedded: The LoB application leads. It 
defines the data model and consumes time-
series data from SAP IoT by mapping data 
attributes such as indicators to the respective 
IoT properties. The data model, in combination 
with the model mappings, connects IoT data 
with the relevant business application context – 
for example, a particular piece of industrial 
equipment. The logic for IoT data processing is 
defined by the application as is the response – 
for example, creation of a maintenance 
notification. 

 • IoT stand-alone: SAP IoT leads. IoT-enabled 
things are modeled in SAP IoT. The logic for IoT 
data processing is defined in SAP IoT using 
rules, events, and actions, which can take 
associated business context into account. 
Response to IoT events is initiated by actions, 
for example, by triggering processes in other 
business systems. Examples include service 
tickets in the SAP Service Cloud solution, 
purchase requisitions, goods movements, or 
alerts such as situations in SAP S/4HANA. 

 • IoT edge: As elaborated in the “Thing to Data 
Lake” section, EPCIS and other events 
generated from auto-ID reader devices can  
be enriched at the edge with the applicable 
business context. The resulting enriched  
smart sensing event can be processed at the 
smart sensing edge by rules and actions and 
can either trigger business processes in cloud 
applications or in on-premise business systems 
in proximity of the target edge location. 

IoT data often has a large data volume and requires 
Big Data storage. To ingest and store industrial IoT 
data, customers can use the fully managed Big 
Data storage of SAP IoT and benefit from built-in 
device management and connectivity  
functionality.
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Table 10 provides an overview of available IoT 
business integration scenarios. These scenarios 
either run SAP IoT embedded in another SAP 
application, or they run a stand-alone instance  
of SAP IoT. However, IoT business integration 
scenarios are not limited to those listed in the 
table. Customers can use rules, events, and 
actions operating on things associated with 
business context to configure their own IoT 

stand-alone integration scenarios for data-driven 
process automation. SAP IoT provides SAP Fiori 
launchpad, which has apps for configuration, 
including a business context hierarchy modeler,  
a rule modeler, and an action modeler. The 
launchpad also provides a rich set of APIs to 
automate the configuration for a potentially  
large number of things.

Table 10: IoT Business Integration Scenarios

IoT business integration scenario Integration approach

IoT-embedded

IoT-embedded

IoT-embedded

IoT-embedded

IoT-embedded

IoT-embedded

IoT stand-alone

IoT stand-alone

IoT stand-alone

IoT stand-alone

IoT stand-alone

IoT stand-alone

IoT stand-alone

IoT stand-alone

IoT stand-alone (smart sensing)

IoT stand-alone (smart sensing)

SAP Enterprise Product Development solution 
with IoT for connected products

SAP Digital Manufacturing Cloud solution for insights with IoT

SAP Digital Manufacturing Cloud solution for  
execution with IoT

SAP Asset Performance Management application with IoT

SAP Yard Logistics application with IoT

SAP Asset Intelligence Network with IoT for 
the SAP Digital Vehicle Hub application

SAP Analytics Cloud solution with IoT

SAP Field Service Management solution with IoT

SAP Warehouse Insights solution with IoT

SAP S/4HANA with IoT for handling unit management

SAP S/4HANA with IoT for delivery insights (sales)

SAP S/4HANA with IoT for delivery insights (procurement)

SAP S/4HANA with IoT for replenishment

SAP Environment, Health, and Safety Management 
application with IoT

SAP S/4HANA with IoT for goods movement

SAP S/4HANA with IoT for kanban
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Thing to Thing
SAP does not serve as a hardware vendor or a 
vendor for embedded systems running on 
microcontrollers. For that reason, use cases 
where things interact directly with other things 
with no external logic between them are not in 
focus for SAP IoT. SAP, nevertheless, broadens 
the definition of the thing-to-thing use case 
pattern to include use cases where data is 
exchanged over logic that runs external to the 
things involved. Such logic can trigger commands 
to be sent to the data originator or to other 
things. SAP IoT supports sending such 
commands to IoT devices and can act as the 
“logic between things.” 

Machine orchestration in manufacturing is  
a relevant area for such thing-to-thing use  
cases where data is exchanged over logic  
running external to the things involved.  
Digital manufacturing is a hybrid scenario,  
with SAP Digital Manufacturing Cloud controlling  
the manufacturing execution process. It includes 
SAP Plant Connectivity as an edge component 
that orchestrates the machines on the shop floor 
and acts as the “logic between the machines.” 

SAP Plant Connectivity itself is deeply  
integrated with the leading cloud application. 
Communication between machines and  
SAP Plant Connectivity is enabled by industrial 
automation protocols such as OPC-UA or by 
more generic IoT protocols like MQTT. In this 
setup, it is very common that messages sent 
from one machine to SAP Plant Connectivity in 
turn trigger actions of other machines. 

SAP Digital Manufacturing Cloud includes a 
containerized solution called SAP Digital 
Manufacturing Cloud for edge computing.  
The solution can be deployed to the industrial 
edge (for example, production plants) on edge-
computing hardware that hosts a Kubernetes 
runtime. This enables the execution of operation-
critical and latency-sensitive process steps in 
proximity to the orchestrated machines and 
production equipment. SAP Plant Connectivity 
and SAP Digital Manufacturing Cloud for edge 
computing complement IoT edge and smart 
sensing for edge computing. Together, they 
constitute the intelligent edge that enables use 
cases for the supply chain at the industrial edge.

The intelligent edge includes capabilities to ingest  
and process IoT data and auto-ID events, which  
form part of SAP IoT, machine orchestration with  
SAP Plant Connectivity, and the SAP Digital  
Manufacturing Cloud solution for edge computing.
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UX Integration – Deployment Options
The SAP Fiori design system is the leading UX 
design system for SAP applications. With single 
sign-on functionality, it helps users make 
business decisions faster, more intuitively, and 
with better outcomes by providing direct access 
to applications, tasks, and notifications. In 
addition, SAP offers development tools and 

technologies for implementing and accessing 
SAP Fiori apps. One important aspect of a 
harmonized UX is a central point of user access 
to standard SAP software as well as custom-built 
and third-party business applications. SAP Fiori 
launchpad offers such a central entry point14  
(see Figure 37). 

Figure 37: Launchpad as a Central Access Point

Other SAP  
and third-party 
products

SAP SuccessFactors solutions

SAP S/4HANA Cloud

SAP S/4HANA SAP Business Suite

SAP Business  
Technology Platform

14.  Click either of the following links for a detailed description of SAP Fiori launchpad: https://experience.sap.com/fiori or  
www.sap.com/products/fiori.html. 
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Below, you will find an overview of options for 
implementing SAP Fiori UX – in particular  
SAP Fiori launchpad  – and examine the different 
deployment options for SAP Fiori UX and the 
launchpad. The underlying architecture that 
provides data to the user interfaces built with 
SAPUI5 and SAP Fiori UX is also discussed. 

DEPLOYMENT OPTIONS FOR SAP FIORI UX
While the SAP Fiori design system becomes 
broadly adopted across the SAP solution 
portfolio, there are still product-specific 
implementations that use different UI 
technologies and different deployment options. 
They help ensure efficient and secure data 
provisioning to business apps and their UI 
elements. All options integrate the UI layer with 
the business logic and platform services.

The standard SAP Fiori apps and related UI 
components are typically deployed “embedded” 
within the respective SAP system, for example, 
SAP S/4HANA or SAP S/4HANA Cloud. For  
SAP Business Suite landscapes, you can set up  
a dedicated SAP Fiori front-end server (hub) to 
keep the UI components in a central place and 
separate from the back-end release cycle.

 • SAP BTP offers tools and services for you to  
integrate and extend SAP solutions and to  
develop your own custom applications with 
SAPUI5 and SAP Fiori UX. These applications  
can be deployed and run either in the cloud or  
on your on-premise SAP system. 

Each SAP product comes with its own local home 
page or launchpad, providing users access to 
system-specific applications and services. On top 
of this, you may establish a common point of 
access across systems (cloud and on premise), 
leveraging the launchpad running on SAP BTP, 
Cloud Foundry environment, and related services 
for a single sign-on and central tasks in-box. For 
detailed information about the different options, 
refer to “SAP Fiori Deployment Options and 
System Landscape Recommendations.”

Data Provisioning Options
To retrieve the necessary data for SAP Fiori apps 
from the back end, you have different options:
 • SAP Gateway technology (on premise)  
deployed embedded or as hub15

 • SAP OData Provisioning service (Neo environ-
ment or Cloud Foundry environment)16 

When SAP Fiori apps are deployed on premise, 
the UI components are installed on the SAP Fiori 
front-end server as a hub or as an embedded 
deployment within the system. SAP Gateway 
technology on the front-end server handles 
OData service calls to access business data on 
the back end. 

On SAP BTP, customers can run, extend, and 
develop SAP Fiori apps in the cloud while 
connecting to on-premise systems through the 
cloud connector. In this case, OData requests can 
then be handled either by SAP Gateway (in the 
same way as for the on-premise setup) or by  
SAP OData Provisioning (see Figure 38).

15. For deployment options of SAP Gateway technology, see the blog “SAP Gateway Deployment Options in a Nutshell.” 
16. See https://blogs.sap.com/2019/02/24/sap-cloud-platform-environment-cloud-foundry-vs-neo/.
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 • When the customer needs to develop and run 
SAP Fiori apps in the cloud reusing existing 
back-end investments

Use the OData Provisioning service (SAP BTP, 
Neo environment):

 • When the deployments need to have SAP Fiori 
apps in the cloud

 • When the customer needs to develop and run 
SAP Fiori apps in the cloud to reduce total  
cost of ownership (TCO) when compared to 
SAP Gateway (by eliminating the need for a  
hub system on premise)

 • When the customer needs to provision data 
from one or more back-end systems

General recommendations include the following.

Embed SAP Gateway:
 • When the deployments are completely on 
premise

 • When the customer does not need to provision 
data from multiple back-end systems

Use SAP Gateway as a hub:
 • When the deployments are either on premise or 
have SAP Fiori apps in the cloud

 • When the customer needs to provision data 
from one or more back-end systems

Figure 38: Data Provisioning Options for Hybrid Scenarios
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Use the SAP OData Provisioning service  
(SAP BTP, Cloud Foundry environment):

 • When the deployments need to have SAP Fiori 
apps in the cloud

 • When the customer needs to develop and run 
SAP Fiori apps in the cloud to reduce TCO when 
compared to SAP Gateway (by eliminating the 
need for a hub system on premise)

 • When the customer needs to provision data 
from multiple back-end systems

 • When the data must be provisioned from  
SAP Business Suite or SAP S/4HANA systems 
(where the OData v2 service implementations 
are created using SAP Gateway)

If not all data sources are based on OData, the 
Cloud Integration capability of SAP Integration 
Suite is the recommended service to connect any 

kind of data sources from an on-premise system 
(whether SAP or third-party) or from the cloud. 
For further information, refer to the SAP Help 
Portal site for SAP Gateway technology and  
SAP OData Provisioning.

The considerations, recommendations, and 
restrictions concerning embedded or hub 
deployment are pretty much the same for the 
SAP Fiori front-end server in pure on-premise 
scenarios and SAP Gateway technology in hybrid 
scenarios. For that reason, they are summarized 
in Table 11. You can find detailed information in 
“SAP Fiori Deployment Options and System 
Landscape Recommendations.”

If not all data sources are based on OData, the  
Cloud Integration capability of SAP Integration 
Suite is the recommended service to connect  
any kind of data sources from an on-premise 
system or from the cloud. 
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Table 11: Differences Between Deployment Options

Hub Embedded

Central configuration, but complex for 
lifecycle and upgrade operations

High-availability concept required

Support for central functionalities, such 
as in-box and search

Support for composition scenarios,  
potentially complex

Requirement that hub version be in sync 
with back ends

Separate systems required, performance 
impact in globally distributed 
environments

Ownership of hub and content possibly 
distributed

Decoupled from back end

Dedicated resources for UI requests

Decoupled from back ends

Administration

Availability

Central 
functionalities

Content

Interoperability

Landscape

Ownership

Roles and 
authorization

Scalability

Security

Multiple configurations, administration

In line with high-availability concept 
of embedding systems

Need for an additional approach, as central 
functionalities are not directly supported in 
an embedded deployment

Limited content scope per system

Possibility to deploy appropriate version per 
back end

Reuse of existing landscape, local access to 
content of SAP Fiori user experience and 
apps to improve performance

Ownership of system probably in one hand

In one place

Possible necessity to resize entire back end

Potential risk in Internet scenarios when 
coupling with back ends

For restrictions compared to a full on-premise server for SAP Gateway, refer to SAP Note 1830712 
(S-user required).
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Identity Integration
The secure operations map covers a variety of 
security aspects. In this guide, we focus on user 
and identity management, authentication and 

The end-to-end business processes of the 
intelligent suite provide integrated solutions that 
span various individual applications. Integration 
between the identities and roles of users in these 
individual applications as well as SSO functionality 
is essential. This is described as one of the suite 
qualities introduced by the integration strategy 
paper ”Intelligent Enterprises Are Integrated 
Enterprises.” 

Figure 40 shows an example setup that supports 
SSO in a heterogeneous scenario. The Identity 
Authentication service is the solution of choice  

single sign-on (SSO), roles and authorizations 
(see Figure 39), and related integration and 
lifecycle aspects.

to establish SSO functionality for browser-based 
access to SAP applications. Yet many customers 
still have the SAP NetWeaver Application Server 
component for ABAP in use on on-premise 
systems. Often these ABAP-based systems are 
accessed with the SAP GUI interface, but this 
desktop client does not support SSO protocols 
such as SAML or OpenID Connect. For that 
reason, the SAP Single Sign-On application is 
commonly used to facilitate single sign-on with 
either X.509 certificates or Kerberos as the 
authentication mechanism.

Figure 39: Identity Access Management Aspects as Part of the Secure Operations Map
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Further SSO scenarios and their characteristics 
are discussed in the blog “Single Sign-On:  
SAP Reference Architecture for Identity  
Access Management.”

Identities also have a lifecycle. Therefore,  
aspects beyond protocols for authentication  
and authorization such as SAML or OpenID 
Connect need to be considered. Specifically, data 
synchronization or replication of identities plays 
an essential role. This is required not only across 
various applications, but often also across several 
data centers. Figure 41 shows a target reference 

architecture for identity lifecycle management  
in a complex hybrid setup. This topic is 
addressed in the blog series “Identity Lifecycle:  
SAP Reference Architecture for Identity Access 
Management.” Such a setup should be regarded 
as a suggested blueprint if a customer wants to 
start a “greenfield” scenario. It can also serve  
as a designated long-term target for customer 
“brownfield” scenarios. Its purpose is to reduce 
point-to-point interactions to allow the automation 
of flows. Examples include automated user 
lifecycle integration, automated master data 
lifecycle integration, or the simplified onboarding 
and integration of possible additional SAP 
applications.

Figure 40: Sample Setup Supporting Single Sign-On in a Heterogeneous Scenario
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The Identity Authentication service is the solution 
of choice to establish single sign-on functionality 
for browser-based access to SAP applications.
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This identity access management reference 
architecture for the intelligent enterprise 
combines the SAP Master Data Integration 
service (with the “workforce person” objects 
aligned by SAP One Domain Model) for master 
data flows with SAP Cloud Identity Services  
for use in identity and authorization flows. 

To maintain an identity lifecycle end to end, it is 
recommended that identities be stored centrally 
in SAP Cloud Identity Services. Those services 
replicate identities and authorization 
assignments. They interact with the specific  
SAP applications and provide a standard 
interface even for individual identity and 
authorization assignment mechanisms  
within them. This is especially important for  
SAP apps, which have their own user management. 
SAP Cloud Identity Services cover the identity 
lifecycle, all the way to the deletion trigger at its 
end. New lightweight apps can rely on the central 
services and only use tokens from SAP Cloud 
Identity Services instead of performing user 
replication.

Application-spanning processes rely on the use 
of a unique identifier for a user who can then be 
consistently identified as the same entity in each 
context. Within SAP Cloud Identity Services, a 
user UUID (universally unique identifier) is 
assigned to the identity when it is created. This 
user UUID works as an identifier across the SAP 
software landscape, including hybrid scenarios.

To summarize, the suggested reference 
architecture has the following benefits:

 • Central distribution of master data 
 • Central identity flow 
 • Facilitated integration of additional SAP 
applications

 • Facilitated integration of governance, risk,  
and compliance flows using SAP Cloud Identity 
Access Governance software

For a comprehensive discussion and  
guidance on issues specific to this topic, see  
“CIO Guide: Identity Lifecycle in Hybrid 
Landscapes.”

Figure 41: Target Reference Architecture for Identity Lifecycle Management
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Integration Configuration with the  
Cloud Integration Automation Service
Setting up the technical configuration for the 
integration of cloud solutions from SAP with 
other cloud or on-premise SAP solutions is a 
complex, manual process. This section describes 
the Cloud Integration Automation service. It 
simplifies the integration of different solutions by 
providing a partially automated step-by-step 
workflow to set up the technical configuration in 
a customer landscape.

CHALLENGE
Usually, the integration of two or more SAP 
solutions means far more than setting up a 
directional or bidirectional connection between 
two applications. Multiple tenants must be 
configured and set up, and integration scope 
depends on the customer’s requirements and 
business processes. 

Without the Cloud Integration Automation 
service, the process of setting up such an 
integration is often a manual, nonstandardized 
process involving various sources of 
documentation and several experts for the 
different solutions. These experts must align 
closely to execute the appropriate configuration 
steps in the corresponding components. 
Otherwise, configuration settings may be 
incompatible, permissions may be missing, and 
performing similar steps may result in redundant 
effort. Without the Cloud Integration Automation 
service, the overall process is time-consuming 
and there is no automation of configuration tasks 
available.

SIMPLIFYING THE PROCESS WITH THE CLOUD  
INTEGRATION AUTOMATION SERVICE
SAP offers a central service that is used by  
SAP solutions to define and automate the 

configuration of integration scenarios in a 
standardized way. The configuration of these 
scenarios is executed from a framework that is 
available as a cloud service and plugs into all the 
components involved. The approach provides a 
consistent user experience and a central entry 
point for the configuration of integration 
scenarios delivered by SAP. The integration 
scenario content and the execution are aligned 
with other central integration planning services. 
In the Cloud Integration Automation service, a 
structured, tailored, customized description of 
the configuration steps is intended to facilitate 
and standardize the integration configuration 
process. It is also intended that, for integration 
scenarios enabled for the service, parts of the 
setup will run automatically.17

In this context, “customized” means that 
descriptions point to the actual end points within 
the customer’s on-premise and cloud system 
landscape. Hyperlinks and other configuration 
values derived from the customer landscape can 
be used throughout the integration configuration 
process. 

The Cloud Integration Automation service runs 
on SAP BTP and is populated by integration 
configuration descriptions of various solutions 
from SAP. It is available to all customers with a 
support contract with SAP. Enhancements are 
planned to facilitate future extensibility and 
options for third-party contributions. Figure 42 
shows the two phases that make up the Cloud 
Integration Automation service on the customer 
side.

  17. For integration scenarios that are technically possible but not fully enabled for the service, only documentation will be offered.
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created. This workflow consists of all steps that 
were defined as part of the integration scenario by 
SAP. Individual users are assigned to certain 
integration roles (for example “SAP S/4HANA 
administrator”), which group tasks by responsibility. 
The workflow service provides an overview of the 
overall progress and guides users through the 
workflow step-by-step. For steps that can be 
executed automatically, the user will have a button 
to trigger the automatic execution of the step. The 
technical configuration of the integration scenario 
is complete when all steps of the workflow have 
been processed. Plug-and-play functionality may 
not be possible due to some constraints, notably 
security standards. Nevertheless, the personalized 
workflow, including automated configuration 
steps, helps to accelerate the process of setting 
up the technical configuration of your integration 
scenarios.

Further information on the Cloud Integration 
Automation service, including supported 
scenarios, can be found on SAP Help Portal. 

From the customer point of view:
 • The framework of the Cloud Integration 
Automation service allows users to select an 
integration scenario for the configuration 
process. In the planning phase, the process  
has access to the configuration content and  
to information about the customer’s system 
landscape as well as to cloud tenants. In this 
way, the generic information for an integration 
scenario is combined with the available 
customer-specific configuration data, such  
as system IDs.

 • In the execution phase, a customer-specific  
integration workflow that has all necessary steps 
for the configuration of the selected integration 
scenarios is available. It guides customers 
through the workflow that was created based on 
the results of the planning phase and enables a 
partially automatic integration setup.

The scenario planning steps inside the launchpad 
for the Cloud Integration Automation service 
guide you through the planning phase. Once the 
scenario and systems have been selected, a 
workflow specific to the customer landscape is 

Figure 42: Two Phases for Technical Configurations
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End-to-End Integration Monitoring
semiautomatically or completely automatically. 
Possible integration-related issues can be 
exceptions during the execution of single 
message flows or interface calls, but so can 
performance, throughput, and backlog issues 
based on calculated statistical metrics. 
Integration monitoring is a central application 
that handles integration-related issues, whether 
caused by peer-to-peer interfaces or by 
orchestrated integration through SAP Process 
Orchestration software, the SAP Process 
Integration offering, or SAP Integration Suite. 

Integration monitoring must support all types of 
solution landscapes: on-premise-centric, hybrid, 
and cloud-centric. Accordingly, SAP Solution 
Manager, the SAP Focused Run solution, and the 
SAP Cloud ALM solution support the different 
target groups. Figure 43 shows the specifics for 
the different operation options.

Integration plays a critical role, especially in 
hybrid landscapes containing software-as-a-
service (SaaS) and platform-as-service (PaaS) 
cloud services, private cloud services, and on-
premise systems. As a solution provider, SAP 
aims to deliver fully integrated solutions instead 
of single services. Consequently, SAP is focused 
on providing reliable data exchange between the 
different components involved in end-to-end 
business processes.

To detect integration-related issues, integration 
artifacts are retrieved from the different 
components involved and visualized in relevant 
monitoring user interfaces, with relevant persons 
notified through alert management. Analytics 
capabilities help to analyze the root cause for 
certain issues based on raw data as well as 
historical data. Through operation automation 
capabilities, issues detected can be resolved 

Figure 43: Different Deployment Models for Integration Monitoring
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Connectivity between several components as well 
as data exchange processes can be monitored 
with interface and connection monitoring. This 
supports monitoring of exceptions, response 
times, and interface utilization based on 
aggregated information, for example, the number 
of interface calls per time unit. Alerts can be 
generated when certain thresholds are reached. 
Exceptions can be collected from on-premise  
SAP systems as well as several SaaS and PaaS 
offerings from SAP, including SAP BTP, SAP Ariba 
solutions, SAP SuccessFactors solutions, and the 
SAP Sales Cloud portfolio. 

SAP FOCUSED RUN
SAP Focused Run is a spin-off of SAP Solution 
Manager 7.2 and concentrates on the specific 
concerns of service providers and high-end 
customers with advanced needs beyond the 
functionality provided by SAP Solution Manager. 
Advanced integration monitoring helps to monitor 
high volumes of interface calls and message flows 
on a single execution level as well as to assemble 
message artifacts retrieved from different 
components into end-to-end integration flows. 
Integration scenarios can be predefined to allow 
focused visualization of integration issues. 

Advanced integration monitoring covers the 
monitoring and alerting of single message flows, 
processed by SAP Process Orchestration or  
SAP Integration Suite. It also supports peer-to-
peer interface technologies, such as IDocs,  
Web Service, OData, REST, and RFC on a single 
execution level. From the content perspective, it 
covers on-premise components but also SaaS 
products based on SAP software. Figure 44 
provides an overview of the functionality.

The specifics of the offers are further explained 
below. There is no dedicated transition from  
SAP Solution Manager to SAP Cloud ALM. 
Nevertheless, SAP plans to enable a supported 
transition path between them. 

SAP SOLUTION MANAGER 
SAP Solution Manager 7.2 is focused on 
integration monitoring for on-premise-centric 
solution landscapes. It provides a process 
orchestration monitoring (in SAP Process 
Orchestration software), message flow 
monitoring (for messages in SAP Process 
Orchestration), and generic interface and 
connection monitoring.

The goal of process orchestration monitoring  
is to provide central monitoring for multiple  
process integration domains. The scope of the 
functionality covers component-specific self-
checks and availability checks, process 
integration channel status checks, and 
component-specific monitoring based on 
aggregated message data. Message search 
capabilities as well as message alerting 
complement this functionality.

Through message flow monitoring, message 
fragments collected from different components 
of SAP Process Orchestration instances can be 
assembled to so-called message flow instances. 
To do this, specific integration model information 
based on the integration visibility component is 
used. 
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Additional information can be found at the  
Web page for SAP Focused Run. For detailed 
information regarding the SAP products 
supported by advanced integration monitoring, 
see the expert portal of SAP Focused Run. 

The entry point to advanced integration 
monitoring can be single cloud services or 
systems or predefined integration scenarios. 
Since integration fragments are collected on the 
most detailed level, the different integration 
artifacts can be correlated to end-to-end 
message flows, and messages can be tracked 
throughout the landscape. In addition, you can 
handle integration-related exceptions for nearly 
all cloud services and on-premise systems 
provided by SAP. 

Figure 44: Advanced Integration Monitoring in SAP Focused Run

© 2022 SAP SE or an SAP affiliate company. All rights reserved.
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Integration and exception monitoring closes the 
gap between business and IT during the issue-
resolution process. The exception monitoring 
functionality notifies the people who need to 
know by searching for messages with business 
context attributes as well as by triggering 
semiautomated and automated operation flows. 
Peer-to-peer interfaces as well as integration 
over SAP Integration Suite and other 
orchestration platforms are supported.

General information can be found at the  
Web page for SAP Cloud ALM for operations. 
Detailed information regarding the SAP products 
supported by advanced integration monitoring 
can be found in the expert portal of SAP Cloud 
ALM for operations and in the blog “Monitoring 
Tools for Cloud Integration Capability of  
SAP Integration Suite.” 

SAP CLOUD ALM
SAP Cloud ALM has been completely redesigned 
and developed as a cloud native operation tool 
intended for cloud-centric solution landscapes.  
It is provided as part of subscriptions for  
cloud services and applications running  
on SAP BTP. Every customer with a cloud 
subscription from SAP is entitled to use it  
with no additional subscription fee. 

Integration and exception monitoring as part  
of SAP Cloud ALM supports the monitoring  
of interface calls and message flows across 
components. This means integration artifacts  
are collected from all cloud services and systems 
involved and correlated to end-to-end message 
flows. In addition, integration-related exceptions 
on a single instance base can be monitored  
and alerted. Analytics, alerting, and operation 
automation are embedded in the integration  
and exception monitoring functionality,  
achieving a one-stop application.
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Integration of SAP S/4HANA
As our next generation of intelligent ERP 
software, SAP S/4HANA is an integrated ERP 
system running on SAP HANA, available in the 
cloud and on premise. SAP is committed to 
providing integration content as well as 
integration artifacts to facilitate third-party 
integration. To enable customers and partners 
innovating with SAP products, SAP offers 
integration packages, including digital content for 
SAP S/4HANA on SAP API Business Hub (see 
Figure 45). 

SAP S/4HANA publishes APIs and business 
events that enable customers to build 
integrations with third-party solutions and to 
build apps and extensions on SAP BTP.18 It is 
planned that additional APIs and business  
events will be published for SAP S/4HANA  
and SAP S/4HANA Cloud. Further information  
is available at SAP API Business Hub.

API integration artifacts for SAP S/4HANA Cloud 
are generally OData- or SOAP-based APIs and 
business events. OData APIs are recommended for 
synchronous communication, such as direct 

business object manipulation (CRUD operations: 
create, read, update, delete). SOAP APIs for 
asynchronous message-based communication are 
the cloud-based alternative to IDocs (for example, 
for A2A and B2B scenarios). Business events are 
used to notify interested parties about significant 
status changes of underlying business objects. 
Traditional technologies, such as IDocs and BAPIs 
(from the BAPI® programming interface), can be 
used in select cases through the cloud connector 
of the SAP Connectivity service. They can also be 
used directly over the new WebSocket-based RFC 
protocol to integrate SAP S/4HANA Cloud with on-
premise SAP solutions. The preferred integration 
solution is SAP Integration Suite.

The on-premise version of SAP S/4HANA 
supports mostly integration that was originally 
released with SAP ERP Central Component  
(SAP ECC), including integration adapters based 
on IDOCs, EDI, SOAP, HTTP, RFC, and BAPI. This 
simplifies the integration of SAP S/4HANA with 
existing landscapes, such as SAP ECC. APIs for 
the on-premise version of SAP S/4HANA are 
largely compatible with those for SAP ECC.  
Only APIs that are the target of simplification  
or those that have become incompatible due to 
simplification will be disabled for external use. 
Areas subject to simplification in SAP S/4HANA 
are listed in the “simplification item catalog.”

Figure 45: Integration of SAP S/4HANA

SAP S/4HANA 
Cloud

SAP S/4HANA

Third-party  
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On-premise software 
from SAP
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Cloud solutions  
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18.  A first set of APIs and business events for SAP S/4HANA is now available on SAP API Business Hub. For more information, see  
“ANNOUNCEMENT: Publication of SAP S/4HANA APIs on API Business Hub.”
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The integration analysis in the SAP Readiness 
Check tool identifies interfaces that may no 
longer work (or function as expected) following  
a conversion to SAP S/4HANA or after an 
upgrade between SAP S/4HANA product 
versions. The preferred integration solution  
is either SAP Integration Suite or SAP Process 
Orchestration. The criteria for choosing the  
right one is laid out in “The Cloud Integration 
Capability and SAP Process Orchestration.”

OPENNESS OF SAP S/4HANA AND  
ENHANCEMENT OF INTEGRATION OPTIONS
SAP customers work within heterogeneous 
system landscapes that include integrations 
between both SAP-to-SAP applications and SAP-
to-third-party applications. The openness of our 
digital core helps customers appropriately 
master this. 

To simplify and accelerate integration and 
extension use cases, SAP has defined an end- 
to-end API process for SAP S/4HANA through 
which users can discover API specifications for 
interfaces (such as SOAP and OData), business 
events, and integration content on SAP API 
Business Hub. SAP has also introduced a new 
customer influence session for SAP S/4HANA 
integration, enabling customers to submit their 
improvement requests. Before requesting a  

new API or enhancements to an existing API for 
SAP S/4HANA, customers and partners should 
check SAP API Business Hub to see if a suitable 
API is already published. If not, they can visit the 
SAP S/4HANA integration customer influence 
session and provide a detailed request by filling 
out the forms and templates, describing their use 
case and requirements. SAP then analyzes and 
validates the requirements and provides a 
response.

As described throughout this guide, SAP’s  
third-party integration strategy based on  
SAP Integration Suite provides a versatile and 
enterprise-grade hybrid integration platform that 
enhances the amount of supported SAP S/4HANA 
integration options. SAP enables and encourages 
partners to deliver adapters for third-party 
systems and SAP S/4HANA Cloud as well as 
content for SAP S/4HANA-to-third-party 
integration for SAP Integration Suite. This practice 
enriches the capabilities of SAP Integration Suite 
and helps customers in their journey to integrate 
SAP S/4HANA with additional third-party 
systems.

For more information on the transition to  
SAP S/4HANA, see “Mapping Your Journey  
to SAP S/4HANA.”
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Outlook and Finding Out More
This document provides a deep dive into the most important integration patterns, including SAP 
technology recommendations. Planned additional functionality, enhancements, and modifications of 
products and services in the SAP portfolio can be reviewed at the SAP Road Map Explorer Web site. 
There, customers can get detailed insights into integration-related road map items, which also cover 
the end-to-end processes of intelligent enterprises: recruit to retire, lead to cash, source to pay, and 
design to operate.

Updates of this guide are planned for the technologies, methodologies, and approaches it describes. 
Additional documents marking the next steps in SAP’s integration strategy may also be provided. In 
the meantime, the following resources provide more detailed information about the topics covered.

FIND OUT MORE
 • SAP Integration Solution Advisory 
Methodology

 • SAP Integration Suite 
 • Cloud Integration Automation service
 • SAP Business Technology Platform 
(documentation)

 • SAP Integration Suite, Cloud Integration  
capability (documentation)

 • SAP Process Orchestration
 • SAP Integration Suite, API Management 
capability (documentation)

 • SAP Application Interface Framework
 • SAP Master Data Integration
 • SAP Integration Suite, Open Connectors 
capability (documentation)

 • The cloud connector of SAP Connectivity 
 • SAP Extension Suite
 • SAP Ariba Cloud Integration Gateway
 • SAP Data Intelligence Cloud
 • SAP Data Warehouse Cloud
 • SAP Analytics Cloud

 • SAP API Business Hub
 • SAP S/4HANA Cloud
 • “Custom Extensions in SAP S/4HANA  
Implementations – A Practical Guide for  
Senior IT Leadership”

 • “Mapping Your Journey to SAP S/4HANA –  
A Practical Guide for Senior IT Leadership”

 • SAP Integration Suite, Integration Advisor 
(documentation)

 • “SAP Cloud Platform Integration: The  
Comprehensive Guide”; J. Mutumba Bilay,  
P. Gutsche, M. Krimmel, and V. Stiehl;  
SAP Press; 2020.

 • “Modeling Guide for SAP HANA Smart Data 
Integration and SAP HANA Smart Data 
Quality”

 • Maintenance planner
 •  “Extending SAP S/4HANA”; Herzig, Heitkötter, 
Wozniak, Agarwal, and Wust; SAP Press; 2018.

 • SAP Road Map Explorer
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List of Abbreviations
A2A  . . . . . . . . . . .Application to application
API  . . . . . . . . . . . .Application programming interface
AS2 . . . . . . . . . . . .Applicability Statement 2
ASC X12  . . . . . . . ANSI ASC X12 (American National 

Standards Institute Accredited 
Standards Committee)

B2B  . . . . . . . . . . .Business to business
B2G  . . . . . . . . . . .Business to government
CIO . . . . . . . . . . . .Chief information officer
CIAS . . . . . . . . . . .Cloud integration automation service
cXML . . . . . . . . . . Commerce eXtensible Markup  

Language
EANCOM . . . . . . . European Article Number 

Communication
EDI  . . . . . . . . . . . .Electronic data interchange
GUSI . . . . . . . . . . .Global upstream supply initiative
HTTP . . . . . . . . . .Hypertext transfer protocol
IDoc  . . . . . . . . . . .Intermediate document
IPaaS . . . . . . . . . .Integration platform as a service
IoT  . . . . . . . . . . . .Internet of Things
OAGIS  . . . . . . . . . Open Application Group Integration 

Specification
OData  . . . . . . . . .Open Data Protocol
PIDX . . . . . . . . . . .Petroleum Industry Data Exchange
REST  . . . . . . . . . .Representational state transfer
RFC . . . . . . . . . . . .Remote function call
SAP ECC . . . . . . . SAP ERP Central Component or  

SAP Business Suite
SOAP . . . . . . . . . .Simple Object Access Protocol
SOCKS5  . . . . . . .Socket Secure (protocol)
UX . . . . . . . . . . . . .User experience
UN/EDIFACT . . . United Nations/Electronic Data 

Interchange for Administration, 
Commerce, and Transport

xCBL  . . . . . . . . . .XML Common Business Library
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