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Executive Summary 
Fluctuating market conditions in a globally 
connected world are challenging companies  
to continuously adapt and embrace digital 
transformation across all functions, including 
procurement, logistics, manufacturing,  
asset management, and factory operations.  
As trade conflicts, pandemic-induced disruption, 
and skill shortages continue, businesses must 
change faster and drive more optimized 
operations to meet customer needs.

Intelligent technologies and process automation 
are enabling new ways to solve business 
problems, generate new revenue streams,  
offer digital services, and keep customers  
engaged – all while achieving supply chain
resilience.  Industry 4.0, also known as the 
Industrial Internet of Things (IIoT), provides  
the mechanisms for connecting industry  
value chains and enabling companies to  
better understand their businesses.

At the heart of what companies aspire  
to achieve with Industry 4.0 is the ability  
to transform operational data collected 
throughout the asset, machine, and product  
lifecycle into intelligent insights. They  
accomplish strategic and tangible benefits,  
such as increasing overall equipment 
effectiveness, automated inventory 
management, empowering employees, 
optimizing production, improving quality,  
and reducing waste, while energizing revenue 
growth and accelerating time to market. 
Technology innovations that are providing the 
means to accomplish these goals include the 
Internet of Things (IoT), edge and cloud 
computing, sensors, Big Data, artificial 
intelligence (AI), autonomous systems, 
augemented reality, and  
collaborative robots.

By solving the challenge of information 
heterogeneity, a modern infrastructure enables 
massive volumes of operational data to be 
ingested, processed, and analyzed. It uses 
container technology, such as Docker or 
Kubernetes, to distribute application  
services between the cloud and the edge.

At the edge of the landscape are business-critical 
processes, applications, and services  
that need to be delivered with reliability and  
low latency. Leveraging insights from operational 
data, in context of core business processes, is 
critical to deliver outcomes in manufacturing, 
supply chain, inventory, and warehouse 
management.

To empower our customers to benefit from 
Industry 4.0, SAP has a dedicated strategy,  
named Industry 4.Now. It brings together 
business expertise, software solutions, 
enablement technology, and a partner 
ecosystem to make data-driven applications, 
decision-making, and operational excellence 
available to the entire enterprise. 

© 2020 SAP SE or an SAP affiliate company. All rights reserved.
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Our reference architecture for Industry 4.Now  
is built on guiding principles that help process 
information flows securely and at scale 
throughout the value chain. It provides 
capabilities for managing assets, machines,  
and products across their lifecycle; ingesting, 
storing, processing, and contextualizing device 
data with business processes; generating 
valuable insights; and forecasting future 
outcomes from data collected by machines.  
More importantly, the architecture offers 
customers flexibility and choice with a selection 
of interoperability options and the ability to 
embrace standards and open source solutions.

 
 
 
 
 
 

With the Industry 4.Now strategy, SAP customers 
can automate and implement Industry 4.0 across 
their enterprise and ecosystem, enabling them  
to succeed in the connected and digitalized 
economy of the future. SAP® technology provides 
the foundation that SAP Digital Supply Chain 
solutions need to unlock the value of Industry  
4.0 principles for lines of business such as 
manufacturing, and logistics.

SAP brings essential Industry 4.0 players
together – orchestrating an ecosystem including 
machine and equipment makers, technology and 
application providers, and standards-setting 
organizations and system integrators.

Executive Summary

© 2020 SAP SE or an SAP affiliate company. All rights reserved.
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TECHNOLOGY ENABLERS 
Industry 4.0 and digital transformation in 
manufacturing and supply chains can gain 
significant momentum in 2020 as IoT, edge 
computing, AI, and 5G technologies  
are increasingly adopted and cloud computing 
continues to be considered mainstream.  
Gartner forecasts, “by 2024, at least  
50% of digital business solutions in  
production will be IoT-enabled,  
up from 10% in 2019.”1

The Internet of Things

The Internet of Things is broadly defined as  
a network of physical objects that contain 
embedded technology that sense and interact 
with an environment and collect and exchange 
information with IT systems. 

Most IoT solutions require technologies  
that support:
•  Onboarding, secure connectivity,  

and remote device management with  
sensor and actuator capabilities

•  Conversion of industrial protocols  
into standardized messages

•  Data consumption and transformation 
enablement for services that rely on telemetry 
data, such as business rules, geographic 
services, events, and streaming analytics

•  Time-series storage and other Big Data 
capabilities with data tiering to handle vast data 
volumes at affordable price points

•  Association of sensor data with master  
and transactional data to create business 
context for process automation

•  Advanced analytics, data science, and machine 
learning tools that analyze correlations,  
detect anomalies, and predict behavior

•  Accelerated value from IoT data by, for example, 
embedding predictive capabilities into 
application or triggering corrective actions  
in business processes 

DEFINITION AND RELEVANCE
At the most basic level, Industry 4.0 refers  
to the digital transformation of industrial 
processes through the intelligent networking  
of machines, business processes, and people.

The digitalization of industrial production 
processes in factories, plants, and warehouses  
is enabled by technology innovations inspired  
by the Internet revolution. The Internet of Things 
is a critical enabler for connecting industry value 
chains, running businesses and economies in real  
time and driving a step-change in productivity. 
Combining the right data from connected devices 
and turning it into intelligent insights enable most 
companies to make digital transformation a 
reality. In the last two decades alone, operational 
systems have evolved just by introducing more 
relevant data to create better insights and run 
processes more effectively and efficiently. 

Early Industry 4.0 scenarios were focused on 
improving operations and creating new types  
of service-based revenue streams and business 
models. They included use cases such as order-
based production for a lot size of one, user 
support in production, autonomous operations 
and maintenance, networked and flexible 
factories, self-organizing and adaptive logistics, 
value-based after-sales services, and smart 
product development. These scenarios enabled 
business outcomes such as a reduction in 
production cost and required working capital; 
improvement in product and service quality, 
maintenance, and supply chains; and increase  
in revenue, equipment effectiveness, workforce 
productivity, and energy efficiency.  

Considering these results, Industry 4.0  
is imperative for all discrete and process 
manufacturing industries.

1.    Gartner, “Forecast Analysis: Digital Business  
Infrastructure Operations, Worldwide,” November 2019. 

Introducing Industry 4.0 
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Cloud Computing

Foundational computing technologies over  
the last 10 to 15 years have enabled businesses 
to harness the value of data in ways that couldn’t 
be achieved before. This tangential shift to fully 
distributed cloud computing has further 
democratized data analysis. 

The cloud has become the foundation for  
this new agile business world. The deployment 
environment enables agile application 
development with an infrastructure that  
delivers flexible, on-demand access to resources 
underpinning digital business innovation.

Cloud computing has pushed down the cost 
curve for storing, managing, and analyzing  
data. It has also enabled the disaggregation  
of physical technology hardware from its 
consumers by allowing the virtualization and 
sharing of computing resources such as CPUs, 
storage, networking, and software. In return, 
business networks can drive collaboration across 
value chains and significantly accelerate the 
widespread use of the Internet of Things, while 
providing an infrastructure for managed and 
affordable data consumption, processing, and 
storage. 

 
Edge Technology

Billions of connected things are already  
bringing a massive influx of data generated  
by sensors and devices. Intelligent technologies 
continue to evolve by allowing real-time 
processing of sensor data with low latency  
at the edge. 

This approach facilitates autonomous  
decision-making and analytics securely where 
data is generated and sends data selectively  
to the cloud.

Businesses can also execute data-driven  
tasks locally and push only valuable insights  
into the cloud, reducing traffic and storage needs 
and achieving real-time outcomes for time-
sensitive decisions. Furthermore, these tasks can 
work autonomously, enabling use cases when 
connectivity is not guaranteed or where data 
privacy and regulatory requirements prevent  
the transfer of personal or sensitive data to  
the cloud.

Although the computing model is moving closer 
to the edge, the cloud remains the centralized 
point of orchestration. The cloud possesses 
virtually infinite resources, while the edge 
executes operational logic in locations, such as a 
localized microdata center or a gateway for 
digitizing and connecting machines in brownfield 
scenarios. By extending data and capabilities 
from the cloud to the edge, organizations avoid 
the need to move data across multiple networks 
and the Internet.

As the footprint of a network’s edge expands, 
capabilities that help manage the edge software 
lifecycle, business configuration, and technical 
parameterization play a critical role in enabling 
Industry 4.0. Flexible deployment models for 
applications, application components, and 
services maximize the value of intelligent 
technologies such as the Internet of Things, 
machine learning, and advanced analytics. 
Seamless integration with the cloud allows  
our customers to run IoT-enabled, intelligent 
business processes, taking advantage of 
distributed computing to its fullest extent.

Introducing Industry 4.0
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Artificial Intelligence

The next frontier for the Internet of Things will 
likely emerge from AI. Analysts, such as IDC, 
expect 70% of IoT deployments, by 2023, will 
include AI solutions for autonomous or edge 
decision-making.2

AI is rapidly expanding in the IoT space. In fact, 
it’s possible that the Internet of Things may soon 
become the infrastructure on which AI runs. AI is 
complementary to the distributed nature of IoT 
implementations and the target outcomes of 
related processes. This creates a prime 
opportunity for AI to appear at the edge.

All forms of AI, including machine learning and 
computer vision, are focused on using data to 
drive decision-making in real time, enable a 
better human-machine interface, and manage  
digital and analog resources. It also fuels 
autonomous systems such as robots, drones, 
and various process automation systems. 

5G Mobile Networks

Companies can use 5G mobile networks to 
embed and connect a considerable number  
of sensors and edge devices to the cloud. Doing 
so reinforces and accelerates the adoption of IoT, 
cloud, and edge technologies. Compared to 4G, 
the technology offers wireless communications 
services with reduced latency, increased 
connection density, and improved flexibility. 

With 5G, businesses can create private  
networks that offer dedicated services to  
a group of devices in a defined area such as 
plants and factories. These capabilities may 
impact the role of IIoT when enabling 
manufacturers to isolate and fine-tune their 
networks for specific application requirements, 
such as high availability, quality of service, 
privacy, security, and safety. 

SAP intends to partner with telecommunication 
companies as they take advantage of 5G 
capabilities in industrial scenarios. Our efforts 
can help SAP customers instantly connect  
many devices in mission-critical locations  
with low-latency networks such as factory  
floors and warehouses as well as their data  
from SAP solutions. In return, the overall 
adoption of the Internet of Things could further 
increase, especially SAP Internet of Things  
(SAP IoT) solutions in industries such as 
manufacturing, transportation, and healthcare. 
 

Introducing Industry 4.0

2.      “IDC FutureScape: Worldwide IoT 2020 Predictions ”  
IDC, 2019. 
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•  Intelligent algorithms and applications:  
These technologies should be executed close to 
the source of data, depending on latency, 
relevance, and time horizon. Many solutions are 
distributed between the edge and cloud. 
Scenarios may include either learning in the 
cloud and executing algorithms at the edge or 
carrying out factory-level functions at the  
edge and enterprise-level or cross-plant 
capabilities in the cloud.

•  Simultaneous vertical and horizontal 
integration: While traditional production 
technologies integrate at the planning level, 
modern manufacturing platforms unite 
vertically and horizontally between different 
domains. This setup enables end-to-end 
material flows in plants, such as automated and 
guided vehicle interaction with production lines 
and warehousing systems. Another example of 
horizontal integration is in-line process control, 
which influences production scheduling.

Evolution of ISA-95 Software

Technology trends, buying decisions, and  
lessons learned from successful Industry 4.0 
implementations are evolving the traditional 
production software stack – standardized 
through ISA-95 – into a digital manufacturing 
platform with four fundamental drivers.  
(See Figure 1.)

•  Full connectivity: All sensors, devices, 
machines, and other equipment in factories, 
processing plants, and warehouses should be 
connected, including traditional controllers, 
various gateways, direct IP connectivity,  
mobile (5G) industrial networks, and  
short-range and wide-area technologies.

•  Data-driven optimization: Adequate data 
infrastructures must ingest, process, store, and 
distribute enormous volumes of operational 
data. Edge and cloud solutions coexist, in 
addition to traditional historian solutions. 

Figure 1: Critical Drivers Moving Traditional ISA-95 Software to a Modern Digital Production Platform

Introducing Industry 4.0
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As the layered model changes, an end-to-end industrial  
architecture needs to excel along four dimensions:

Volume of machine-generated data  
A convergence of operational and information technologies is required, 
close to where data is stored. Enriching operational data with business 
context must be possible in the cloud and at the edge. Meanwhile, 
orchestration of transactional and master data becomes essential in a 
locally distributed architecture.

Message-oriented architectures  
and services-oriented approaches  
By equally supporting critical aspects of the landscape, including data 
pipelines, OPC-UA based machine orchestration, and user interactions, 
businesses can enable semantically rich Industry 4.0 applications and 
analytics – removing the bottlenecks of the traditional separation  
of the Internet of Things and business process integration.

 Intelligent algorithms  
Beyond configurations, applications, and analytics content, intelligent 
algorithms are an important artifact and require new approaches  
to distributed lifecycle management and compliance.

Standardization across multiple layers and dimensions  
This is a prerequisite for industry-wide adoption and scalable rollout  
across factories. SAP is committed to supporting open standards, 
participating actively in industrial consortia and communities such  
as the Open Industry 4.0 Alliance.

10 / 40
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Companies need to increase real-time  
visibility to critical parts of their business.  
Many may choose IoT technology and  
sensors to accomplish this task automatically, 
remotely, and safely. Others may benefit from  
IoT automation, which can help minimize risk  
or unnecessary employee exposure at their  
sites or their customers’ premises and support 
operational continuity during restricted  
access periods. 

In this new environment, communication 
networks are tremendously congested – more  
so than ever before. With the assistance of 
Industry 4.0 technologies, such as edge 
computing and 5G networks, businesses  
can provide reliable connectivity between 
machines, people, processes, and assets.

Today, businesses are challenged  
to adapt faster than ever to prevail  
and emerge resilient. Meanwhile, they 
face significant economic uncertainty, 
workplace safety concerns, and 
volatile customer demand. 

One outcome of this unprecedented time  
is the urgency to move more swiftly on digital 
transformation strategies to address these 
challenges. Such efforts include Industry 4.0,  
the Internet of Things, automation, and 
integration across plants and their 
manufacturing execution systems, maintenance 
systems, quality management systems, field 
service management, in-house and third-party 
logistics, warehousing, and transportation. 
Additionally, employee health and safety 
programs are being reassessed to determine  
how real-world usage data and automation  
can improve them.

Accelerating Industry 4.0 Technology  
During COVID-19

© 2020 SAP SE or an SAP affiliate company. All rights reserved.
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SAP provides applications and 
services based on SAP Cloud Platform 
by applying a microservice-driven 
architecture. This approach results  
in scalable components that can 
process any workload. We use 
Kubernetes to orchestrate containers 
that distribute microservices and 
applications to cloud and edge 
environments, allowing data 
processing to take place closer  
to the data source.

The lifecycle management of cloud and edge  
is orchestrated centrally from the cloud. At the 
same time, customers can manage and control 
updates at the edge to help ensure updates  
are not disrupting operations. In addition to 
supported technology standards such as Cloud 
Foundry, Kubernetes, MQTT, and OPC-UA, SAP  
is actively driving many Industry 4.0 standards. 

Building a Reference Architecture  
for Industry 4.0

1.  Secure  
Communication between machines  
and cloud systems must be secure,  
and proper identity management and  
data authorization must be in place.

2.   Interoperable 
Adopting industry standards and rich  
protocol support helps ensure the 
interoperability of systems and assets  
from different vendors.

3.  Vertically integrated 
Integration of data from operational and 
information technologies is executed by 
embedding machine data into business 
applications and providing business  
context for machine analytics.

4.  Portable 
Containerized application code addresses  
the need for distributed processing close  
to the data source.

5.  Open 
Sources, standards, and APIs that are  
open offer customers choice and flexibility 
when creating their digital landscape. 

6.  Modular 
A microservice-driven architecture helps 
ensure scalable applications by design.

7.  Extensible 
Customers can adapt SAP solution offerings 
across the stack, including extensions for the 
data level, user interface, and API.

8.  Multicloud 
All major cloud providers are supported.

The SAP reference architecture for Industry 4.0 is built on eight guiding principles:

© 2020 SAP SE or an SAP affiliate company. All rights reserved.
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The core building blocks of our Industry 4.0 reference architecture comprise components deployed 
in the cloud and at the edge, such as factory floors, plants, warehouses, and field service locations. 
(See Figure 2). 
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Figure 2: The SAP Reference Architecture for Industry 4.0

Building a Reference Architecture for Industry 4.0

SAP IoT business services are consumed  
by SAP applications as well as customer and 
partner applications and complemented by 
services supported by SAP Cloud Platform.  
SAP Digital Supply Chain solutions, such  
as SAP Predictive Maintenance and Service, 
provide integrated capabilities for advanced 
analytics and machine learning – enabling,  
for example, anomaly detection, failure 
prediction, and predictive maintenance.

Technology in the Cloud 

SAP IoT offers an end-to-end, managed  
cloud solution for Industry 4.0. The solution 
generates business outcomes by combining  
real-world usage data from sensors and devices 
with business semantics, such as master  
and transactional data. SAP IoT enriches 
applications with real-world IoT context to 
respond to critical events and assist decision-
making proactively and intelligently.

© 2020 SAP SE or an SAP affiliate company. All rights reserved.
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DEVICE AND CONNECTIVITY MANAGEMENT
Companies operating intelligent factories, assets, 
and products require powerful capabilities to 
support device management at scale. Operators 
have to onboard equipment, machines, sensors, 
robots, and other connected devices from 
different vendors securely and may need to  
scale across many edge deployments. 

Device data streams (or tags) are configured and 
managed from the cloud, while semantics and 
data formats rely on mappings to interpret device 
data properly. This semantic modeling is usually 
defined by manufacturers and shared with 
operators using SAP Asset Intelligence Network. 
This approach enables operators to quickly 
onboard devices and apply incoming data to 
asset management processes. 

In addition to incoming data, SAP IoT can send 
commands to devices to trigger actions on the 
shop floor or set device parameters. Protocols, 
such as MQTT and REST, are supported to 
directly connect devices to the cloud  
and vice versa.

INGESTION
Data collected by connected devices or machines 
and sent to the cloud must be ingested before it 
is analyzed and further processed. SAP offers 
highly scalable and comprehensive data 
ingestion services built on industry-grade 
streaming and messaging infrastructure,  
and high-speed processing. 

Calculated time-series insights are also derived 
from ingested machine data and processed  
and stored to add value wherever machine  
data needs to be transformed into meaningful 
information. For example, businesses can turn 
measured distances from a total height of a 
receptacle and time stamps into a  
consumption rate.

BIG DATA MANAGEMENT
An industrial data lake comprises a wide  
variety of data, including structured, time  
series, images, and documents. In process 
industries, a considerable fraction of data 
collected by machines is time-series data. 
Meanwhile, discrete industries capture  
images and generate large datasets for  
each manufactured item through automated  
test machines. Depending on the number  
of devices and ingestion frequency, data  
can grow significantly over time. 

SAP provides a fully managed, multitiered  
Big Data store in the cloud. Our customers  
can quickly access recent and aggregated  
time-series data, store large volumes of  
historical data cost efficiently, and adjust  
data retention periods based on their needs. 

SAP also understands the need to offer 
customers a choice of time-series data ingestion 
and storage when integrating existing 
applications with SAP Industry 4.0 solutions. SAP 
IoT provides these options by using time-series 
data ingestion or data lake storage from SAP or 
preferred cloud provider. 

For instance, SAP Intelligent Asset Management 
solutions may need to access time-series data 
from a cloud provider’s data lake containing 
asset-specific information for maintenance 
processes. By adding SAP IoT into this 
ecosystem, our customers can integrate this 
data lake and further contextualize business 
process data for consumption with asset 
management solutions, such as SAP  
Predictive Maintenance and Service.

Building a Reference Architecture for Industry 4.0

© 2020 SAP SE or an SAP affiliate company. All rights reserved.
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TIME-SERIES MANAGEMENT
Time-series data ingested by our Big Data  
store is aggregated and managed across hot, 
warm, and cold storage as it ages. APIs provide 
access to single data points and differently 
aggregated data across flexible time windows. 
SAP IoT offers transparent access to raw, 
derived, and aggregated time-series data 
abstracted from the underlying technology, 
opening the door to flexible and interoperable 
scenarios with major cloud providers.

Another option for consuming time-series  
data is the use of segments with a specific  
start and end time. A segmentation service 
recognizes and stores the beginning and end 
times based on patterns in the ingested data, 
such as geofencing. The analysis of these 
segments creates insights – representing, for 
example, a trip segment, vehicle-loading activity, 
production step in a factory setting, or the time 
window of an alert or configuration state  
of an asset. 

ADVANCED ANALYTICS AND DATA PROCESSING
SAP solutions support advanced analytics  
for data in motion (such as streaming analytics), 
data at rest (including data science), data 
processing (for example, physics-based 
simulation), and machine learning. This capability 
covers data exploration and preparation, creation 
and training of predictive and machine learning 
models, and runtime environments to execute 
the models. 

Gathering and managing IIoT data and 
correlating it with business and third-party  
data sets the foundation for advanced analytics. 
Models are trained on this enriched IIoT data  
and executed to predict future outcomes. 

SAP embraces open source technologies –  
such as R, PyTorch, and TensorFlow – to enable 
custom and intelligent algorithms that span the 
cloud and edge. Our solutions feature built-in 
machine learning models, especially for 
manufacturing and maintenance.

However, many industrial scenarios require 
additional knowledge to understand the impact 
of time-series variations due to anomalies 
detected in critical equipment. Physical models – 
for example, finite element analysis (FEA) or 
computational fluid dynamics (CFD) – augment 
statistical and machine learning models. SAP 
provides FEA-based simulation to identify 
mechanical stress and has partnered with Ansys 
to offer a broad set of engineering simulation tools.

While cloud technologies excel in long-running, 
historical analysis and algorithm training, 
execution of other activities, such as image 
recognition and anomaly detection, is often 
better suited for deployment at the edge. For  
this reason, SAP supports the entire lifecycle  
of algorithms in the cloud and at the edge. 

Building a Reference Architecture for Industry 4.0

© 2020 SAP SE or an SAP affiliate company. All rights reserved.
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RULES, EVENTS, AND ACTIONS
While analytics algorithms detect patterns of 
behavior, derived events must be translated  
into business actions. Such scenarios include 
services for geofencing and association of an 
asset’s current business location based on 
received latitude and longitude information.

Rules executed on contextualized IoT data can  
be deeply integrated into business processes  
to trigger events and new actions and inform  
the responsible person. For example, a sales 
representative can receive a warning when  
a shipment is likely damaged due to 
environmental conditions measured at the 
handling unit. This capability is made possible  
by making the business context of the material 
delivered in the handling unit available in  
the rules. 

However, notifications are only the first step  
to resolve exceptions. Users demand assistance 
when they handle issues, particularly when  
they need to choose a response from a list  
of multiple potentially applicable options. 

For example, the IoT decision-support service 
from SAP provides response options to help 
handle exceptions with contextual information 
for meaningful decision-making. It integrates 
with SAP S/4HANA® for situation handling to 
embed enriched IoT insights into line-of-business 
applications and respond to issues proactively.

Similarly, ad-hoc decision support can empower 
production planners to make better decisions  
when IoT data indicates a machine breakdown,  
a quality issue, or any other unforeseen situation. 

ASSET MASTER DATA MANAGEMENT
In the broadest sense, an asset is a resource 
controlled by the company as a result of past 
events, such as a purchase or build-to-engineer 
project. Its future economic benefits are 
expected to flow to the entity, including the
sale of a produced good. 

While financial and contractual information 
(including depreciation and maintenance)  
is managed throughout the asset lifecycle  
in an ERP system, digitalized organizations 
possess even more information about their 
assets. They have data on, to name a few, 
machine models for manufacturing engineering; 
OPC-UA information models; technical  
drawings and usage instructions; maintenance 
recommendations; repair instructions;  
and environment, health, and safety. 

Industry 4.0 solutions from SAP enable 
consistent asset master data management 
across the cloud and edge for various 
manufacturing and maintenance applications. 
Master data can be synchronized with ERP 
systems, digitally exchanging information 
between manufacturers and equipment 
operators through SAP Asset Intelligence 
Network or directly from the machine. 

As a founding member of Germany’s Plattform 
Industrie 4.0, SAP helped define the Asset 
Administration Shell (AAS). This key concept  
is focused on the implementation of a digital  
twin with interoperability across companies and 
value chains and designed to ease asset model 
onboarding and standardization. We also 
collaborate with other market leaders to foster 
the adoption of AAS in their solutions, as a 
founder of the Open Industry 4.0 Alliance.  
Both efforts enable our customers to support 
horizontal and vertical interoperability when 
working with a large ecosystem. 

Building a Reference Architecture for Industry 4.0
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BUSINESS CONTEXTUALIZATION
IoT data needs business context in order to 
become meaningful and valuable. Uniting 
operational and information data calls for devices 
associated with location, asset, or other master 
data used to contextualize time-series data  
and automate business processes. 

Industry 4.0 solutions from SAP are designed  
to bring relevant business context for analytical 
and transactional scenarios to machine data –  
in the cloud and at the edge, independent of 
ownership of underlying data infrastructure.

SAP customers can create master data directly 
in SAP IoT and subscribe to existing master and 
transactional data in external business systems 
to associate it with time-series data. They can 
also distribute it to the edge for off-line or low-
latency processing as the business requires.

Subscribed data is available for immediate IoT 
data processing and kept up to date by polling  
at configurable intervals or consuming lifecycle 
events emitted from the external source system. 

Take, for instance, the flow of information  
across the factory floor. Business applications 
are built on relational data and time-dependent 
hierarchies, such as system, module, 
components,sensors or sales order, line items, 
production order, and production steps. Machine 
data is then aggregated with the business 
context to identify quality issues in a product 
manufactured on a sequence of machines  
during specific time periods. 

Similarly, manufacturing execution systems  
need machine models, product information,  
and user data to control the production process 
and help ensure regulatory and safety 
compliance on the factory floor.  

Wearables measure the contamination of toxic 
gases in a chemical plant combined with the 
worker’s body functions. Then, to turn all this 
data into insights, information on the worker’s 
identity and location within the plant is 
incorporated into the analysis. 

PROCESS AND BUSINESS DATA INTEGRATION
When users require the same capabilities  
in the cloud and at the edge, business data 
integration between both environments needs  
to be provided. Cloud and edge parts of the 
application require synchronized business  
data – for example, master data and 
transactional data. Furthermore, the data  
created in the cloud – such as a warehouse  
task or production order – must be synchronized 
to the relevant edge part of the application. 

Our business object synchronization service 
provides a generic mechanism that enables  
SAP applications to intelligently synchronize 
relevant data between the cloud and edge  
parts of the application in a secure manner.

The service helps ensure the proper 
transactional sequence of changes are 
completed within the application and failed 
synchronizations are replayed to maintain data 
consistency. It also enables unstructured data – 
including attachments and documents – to be 
synchronized between the cloud and edge. 

Data partitioning and retention policies help 
ensure that applications run with minimal and 
relevant data at the edge to optimize application 
responsiveness and performance.

Building a Reference Architecture for Industry 4.0
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IoT data can be integrated into SAP business 
applications, such as SAP S/4HANA and the 
digital supply chain solution portfolio, to deliver 
an IoT-enabled solution suite for the Intelligent 
Enterprise. For example, a cold-chain delivery 
scenario can leverage IoT-controlled temperature 
monitoring of a sales order tracked in SAP 
S/4HANA. This capability enables sales 
representatives to handle the  
exceptions proactively. 

Similarity, cycle counting of goods in warehouses 
can directly trigger required corrective bookings 
in SAP S/4HANA. Production quality, supply 
chain visibility, and the customer experience  
can also be improved by equipping handling  
units with IoT sensors and tracking locations  
and environmental conditions with SAP IoT.

When predefined tolerance levels are violated, 
SAP IoT generates related situations and 
notifications in SAP S/4HANA to trigger a  
timely response. Process costs can be lowered 
through increased automation of process  
steps – such as automatically triggering the 
movements of goods in SAP S/4HANA based  
on IoT data. IoT-equipped Kanban containers  
can systematize replenishment in a lean 
manufacturing setting and improve efficiency 
and cycle times.

Furthermore, IoT events can be used to extend 
existing SAP business processes. By gaining 
information and insights from previously 
unconnected devices, including machines, 
products, and assets, the value of existing  
SAP applications and processes are extended. 

For example, predictive maintenance scenarios 
allow the analysis of IoT data by considering  
the context of the business situation and asset 
master data. In this case, an engineer is informed 

when an anomaly is detected and takes further 
action by generating a notification or informing a 
service partner. After the work order is executed 
successfully, the maintenance information is 
automatically considered for future analysis.
 
IoT data can be applied to protect the workforce. 
By combining IoT-enabled monitoring, 
geofencing, real-time analytics, and integration, 
our customers prevent incidents by using an 
intelligent environment, health, and safety 
system to alert and guide workers in real time 
through unsafe areas and tasks in the workplace. 
Additionally, wearable devices can inform any 
unforeseen and harmful situations, while an 
augmented view provides environmental 
information. Supervisors can also receive real-
time awareness of their employees’ location, 
health, and surrounding environment to guide 
them and act as needed.

EDGE ORCHESTRATION
As applications, microservices, and business 
processes become more distributed, businesses 
require the ability to govern the topology of 
affected edge nodes and deploy relevant 
application services with required technical 
parameterization.

SAP enables customers to manage  
the lifecycle of the applications deployed  
at various edge nodes from the cloud.  
Edge nodes can be monitored and handled 
individually or as groups in more complex  
edge topologies for bulk deployments and 
updates. Meanwhile, the configuration of these 
applications and services is managed centrally  
in the cloud and deployed to the edge. This step 
includes distributing business data to a specific 
edge node and running a proper data retention 
policy for the application services at the edge.

Building a Reference Architecture for Industry 4.0
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SAP® Enterprise 
Product Development

SAP S/4HANA® 
Manufacturing for 

production engineering 
and operations

Industry 4.0

SAP S/4HANA 
Manufacturing

SAP S/4HANA for extended 
warehouse management

SAP Digital
Manufacturing Cloud

SAP Manufacturing Suite 

SAP S/4HANA 
Asset Management

SAP Asset Strategy and 
Performance Management

SAP Asset Intelligent Network

SAP Predictive 
Maintenance and Service

SAP S/4HANA for health 
and safety management

SAP S/4HANA for 
environment management

SAP Mobile Asset 
Management 

Intelligent Products Intelligent Factories Intelligent Assets Empowered People 

INDUSTRY 4.0 APPLICATIONS
A comprehensive portfolio of SAP solutions supports Industry 4.0 capabilities. (See Figure 3.)  
For more information on these solutions and the scenarios they support, read the white papers 
“SAP’s Strategy for Industry 4.0” and “Digital Supply Chain Strategy.” 

Building a Reference Architecture for Industry 4.0

Figure 3: SAP Applications Supporting Industry 4.0

In addition to our solution portfolio,  
SAP customers and partners can develop  
their own applications on SAP Cloud  
Platform. The cloud platform enables  
flexible application scenarios. 

One prime example is the desire for an 
application that covers the needs of asset 
operators on one end and manufacturers  
or service providers on the other. Creating  
this scenario is particularly challenging  
when asset operators require full control  
and ownership over their asset data,  
which is often regarded as confidential. 

Meanwhile, manufacturers and service  
providers must protect their intellectual property. 

SAP Cloud Platform supports multitenancy in  
the software architecture. Various independent 
instances of one or multiple applications  
share the same technical resources, but keep 
their data separated and identity and access 
management isolated from the rest of the 
ecosystem. This approach allows application 
providers, such as manufacturers or service 
providers, to receive isolated platform resources, 
so they can develop their applications for 
themselves or share simultaneously with  
multiple tenants owned by their customers.
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Tenants need to subscribe to multitenant 
applications or services to access them.  
Doing so enables asset operators, 
manufacturers, and solution providers to 
segregate asset data from applications in  
the cloud. Asset operators can choose to  
use applications from manufacturers or  
service providers and grant them access  
to their data. At the same time, the data  
and application remain under the control  
of their respective owner. 

For instance, a chemicals company can use 
applications to monitor their flow meters’  
health status and maintenance needs.  
Although the manufacturer provides the 
technology, the chemicals company does not 
lose control over the sensor data collected by 
flow meters and persisted in its cloud tenant. 
Additionally, the application runs within  
the cloud account of the manufacturer, 
protecting its intellectual property.

INDUSTRY 4.0 ANALYTICS
Industry 4.0 guidelines call for specific  
analytics requirements to match the needs  
of business analysts, managers, and planners. 
Consider the widespread use of overall 
equipment effectiveness dashboards,  
which is the gold standard for measuring 
manufacturing productivity. Status information 
and performance indicators for components  
and subcomponents of complex assets are 
visualized with the assistance of drill-down 
capabilities for root-cause analysis. In logistics,  
a similar experience allows users to see how 
material flow and resource utilization in 
warehouse operations can be optimized.

SAP delivers such specific analytical capabilities 
as part of the Industry 4.Now strategy, including 
SAP Digital Manufacturing Cloud and  
SAP Warehouse Insights solutions, as well  
as SAP Asset Intelligent Network.

For more generic analytics use cases, SAP IoT 
provides live connectivity and integration  
with the SAP Analytics Cloud solution.  
This cloud-based analytics solution enables 
customers to assess sensor data contextualized 
with business data in a highly aggregated form. A 
business analyst can then use this information to 
monitor and manage business operations with a 
shorter time horizon and focus on tracking real-
time operational processes. 

This approach supports, for example,  
analysis of vehicle utilization, downtime,  
fuel consumption, and geofencing violations 
during transit. Our customers can also measure 
key performance indicators of a material based 
on storage conditions, scrutinize shop-floor 
manufacturing performance across plants  
and in real time, and evaluate loss with machine 
data to identify improvement opportunities. 

Building a Reference Architecture for Industry 4.0
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APPLICATION EXTENSIONS
SAP IoT offers adaptation and integration 
capabilities through core components of the  
SAP Cloud Platform Extension Suite and SAP 
Cloud Platform Integration Suite. The suites 
include SAP Cloud Applications Studio software, 
SAP Cloud Platform Integration add-ons, and 
SAP API Business Hub. Our customers and 
partners can use these technologies to build 
tailored solutions with digital experiences 
enabled by IoT data, process automation, and 
integration with SAP enterprise applications.

For example, manufacturers can develop 
specialized digital services on top of their IoT 
data and bundle them with their products or  
as a subscription. To support such a revenue-
generating opportunity, organizations can quickly 
develop applications by using software, such as 
SAP Cloud Application Studio and integrating 
them into processes at the operator side with  
the help of the integration capabilities of SAP 
Cloud Platform.

INTEROPERABILITY IN THE CLOUD
SAP empowers our customers with choice.  
They can select a preferred cloud provider for 
device management and connectivity to ingest 
and store time-series data. This data can be 
made available to SAP business applications 
through SAP IoT.

Such a two-way exchange of data with major 
cloud providers enables a flexible, interoperable, 
and open architecture for Industry 4.0. For 
example, an organization can map indicators  
as part of equipment modelled in SAP Predictive 
Maintenance and Service to its corresponding 
time-series data – either ingested and persisted 
in SAP IoT or a preferred cloud provider’s  
data lake.

Technology at the Edge
 
Edge computing executes cloud-managed 
application services at, for example, a production 
site or a warehouse to help ensure the reliability 
and low latency of business-critical functions. 
Gartner predicts, “by year-end 2021, more than 
50% of large enterprises will deploy at least  
one edge computing use case to support IoT or 
immersive experiences, compared to less than 
5% in 2019.”3 IDC anticipates that edge solutions 
will bring business processes, applications, and 
services to the edge as 70% of IoT deployments 
will include AI solutions for autonomous or edge 
decision-making by 2023.4 

The core building blocks of SAP technology at 
the edge covers five fundamental necessities: 
connectivity, analytics and data processing, 
machine orchestration, an edge agent, and  
edge applications. 

CONNECTIVITY
SAP supports a wide range of standard industrial 
protocols, such as OPC-UA and Modbus, as well 
as standard IT protocols, including MQTT, REST, 
and WebSocket. This flexibility and expertise 
allow SAP edge solutions to connect to OSISoft 
PI Server, historians, and other databases. 

Data-handling tasks, such as filtering, scaling, 
dead bands, and pre-processing, are performed 
on machine data. Ingested data can be directly 
forwarded to SAP IoT in the cloud and the SAP 
Manufacturing Execution application, with an 
option to buffer data in an intermittent network. 
Data can also be forwarded to other local  
or cloud environments that support  
standard protocols.

Building a Reference Architecture for Industry 4.0

3.    “Forecast Analysis: Digital Business Infrastructure 
Operations, Worldwide,” Gartner, 2019.  

4.    “IDC FutureScape: Worldwide IoT 2020 Predictions”   
IDC, 2019.
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EDGE ANALYTICS AND DATA PROCESSING
As the role of distributed data processing  
at the edge evolves, ingested data continues  
to be locally pre-processed, aggregated,  
and filtered before sending it to the cloud. 
Sending a vast volume of device data to the 
cloud may be constrained by the network’s 
cost and bandwidth.

Data can also be locally persisted at the  
edge to feed off-line edge dashboards,  
and streaming analytics at the edge can  
identify patterns and outliers during  
predefined time windows. Furthermore, 
advanced analytics at the edge allows  
the execution of machine learning models.

Processing data at the edge helps minimize 
latency and trigger processes immediately.  
In addition, the output of a machine learning 
model at the edge can be sent to the cloud  
for further refinement of the model  
– supporting use cases such as predictive 
maintenance and quality management. 

MACHINE ORCHESTRATION
To orchestrate processes between different 
production assets, SAP provides connectivity  
and orchestration tools that support fast,  
flexible control-loop scenarios with low  
latency and deep integration with SAP  
Digital Manufacturing solutions. 

This setup helps configure automation 
sequences more flexibly, instead of using  
static, programmable logic-controller routines.  
The resulting configurations are deployed  
and executed locally at the edge, as close as 
possible to machines on the shop floor. 

More importantly, decision-making is more  
well-rounded by contextualizing machine  
data with business information, such as  
production orders, asset master data, and 
customer profiles.

EDGE AGENT
The edge agent is a counterpart of the edge 
orchestration capability running in the cloud. It  
helps ensure tight integration with the container 
orchestration layer and manages the entire 
lifecycle of the edge platform. Relevant 
functionalities include secure bootstrapping, 
container deployment management, user 
authorization, and access management.

EDGE APPLICATIONS
Bringing business data together with device or 
machine data is paramount for Industry 4.Now. 
For instance, scenarios in plant maintenance, 
inventory management, material management, 
environmental health and safety, manufacturing 
execution, and warehouse management require 
cloud solutions at the physical location of the 
equipment.

Edge applications provide business  
functionality close to the data source and 
respond to equipment and user requests in near-
real time without introducing additional latency 
during a round trip to the cloud. In addition, 
software may process and store data at the 
physical location or within the facility’s four walls, 
as mandated by regulatory requirements in 
specific industries.

Building a Reference Architecture for Industry 4.0
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The critical capabilities of  
edge applications include:

Transfer of relevant data  
While cloud solutions contain holistic information 
for all business entities, edge applications only 
require information on business entities that  
are related to the respective physical location. 
Ultimately, the technology should support a 
mechanism that configures and distributes 
relevant and required application data to 
individual edge nodes. 

Off-line workloads 
Applications need to seamlessly switch to an  
off-line mode when network connectivity is  
lost. While disconnected, applications running  
at various edge nodes may need to complete  
a critical business process autonomously, 
without contacting the cloud application. Then  
as soon as connectivity is restored, applications 
should automatically synchronize data that was 
processed off-line with the cloud and vice versa.  

Elasticity and high availability
The application must be available with minimal 
downtime, even if individual application 
components fail. Additionally, edge applications 
must dynamically scale based on workload spikes.

Functional parity between the cloud and  
edge in the same application is not essential.  
In many cases, only business-critical functionality 
– which typically represents a subset of the  
cloud application’s capabilities or select 
microservices – must be available at the edge.  
In certain situations, specific extensions of  
the cloud solutions may be required to provide 
business process functionality at the edge. 
Built-in application lifecycle management  
is also essential to deploy and update 
applications across edge nodes.

The edge is heterogeneous. Depending on  
the use case, resource requirements at the edge 
– such as computing, memory, and storage – 
often vary. Hardware options for edge nodes 
range from microdata centers to embedded 
systems, lightweight ARM-based gateways,  
Intel-based industrial PCs using Linux and 
Windows, and industrial servers. Additionally, 
edge nodes may rely on different operating 
systems or runtimes than the cloud. 

In this case, the underlying infrastructure  
and operating system should be abstracted  
to help ensure cloud solutions are portable  
to the edge. The select capabilities of cloud 
solutions from SAP are containerized,  
so they can be deployed and updated  
to the edge.

SAP Edge Services provide the technology  
stack necessary to run select cloud solutions  
and extensions at the edge. Cloud solutions  
from SAP that follow a microservice architecture 
are containerized by using technologies, such as 
Docker. This move makes distributed applications 
accessible at the edge and agnostic of the 
underlying platform. Furthermore, container 
orchestration technologies – such as Kubernetes 
– help ensure the scalability and high availability  
of edge applications.
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Security and Data Privacy 

Industry 4.Now brings a new level of 
connectedness to industrial manufacturing. 
However, the variety of technologies and 
localities available considerably amplifies  
the threat landscape and the attack surface.  
The distributed digital architecture of today’s 
supply chains – from the cloud to the edge – 
increases the business’s exposure to 
cyberattacks. Furthermore, security concerns 
exist on each of the layers of the architecture  
and the connectivity between them. 

Data security and privacy are crucial to support 
the complex processes and networks present  
of Industry 4.0 scenarios. For example, machine 
data from factory floors can represent 
proprietary information and require secure 
transport, processing, and encryption across  
the various systems. Meanwhile, private 
industrial networks are often decades old  
and rely on insecure protocols, which can turn  
additional connectivity into an exposure threat 
on factory floors and impact personal safety  
and critical business operations.

Edge technologies that help address issues in 
distributed data processing and latency may 
create additional security challenges in remote 
access and management. Edge computing 
comes with physical risks because edge devices 
are often not as secure as cloud servers kept in 
highly secure facilities.

Increased cloud technology adoption could  
also introduce cybersecurity risks. In addition  
to the everyday challenges of secure data 
transport, data authorization, and secure 
storage, vulnerabilities in AI and machine  
learning present potential attack vectors  
as well as opportunities to increase security.

While the concerns may be numerous,  
they are not insurmountable obstacles – 
especially when adhering to the principles  
of securing scenarios for Industry 4.Now.

MANAGE RISK
Modern security practices follow a risk-based 
approach that considers the ease in which an 
attack can happen and the resulting impact. 
Industry 4.0 solutions that monitor, manage,  
and optimize factory operations require tighter
security protocols than a application that simply 
turns off the lights  when sensors detect that  
no one is present in a conference room. In the 
former, a successful attack could lead to a 
catastrophic industrial accident, including injury 
and loss of life. In the latter, the worst that could 
happen is a slightly higher electricity bill.

LIMIT DEVICE-TO-DEVICE COMMUNICATION
Devices often have a single purpose and  
only need to send the data they collect to  
a single location. By limiting the number  
of IoT devices that talk to each other, SAP 
customers can better secure them and  
limit the damage should any breaches occur.

RETAIN CONTROL
Whether devices are open or equipped with
required security features, users can analyze  
and understand how their machines work  
and add new capabilities to fill gaps in data 
protection. Such actions may include the  
ability to upgrade devices with an automated  
and secure mechanism.
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USE ENCRYPTION END TO END
Encryption between devices and data ingestion 
points is critical to help ensure unauthorized 
entities cannot listen communications and 
tamper with sensitive data in transit. It also 
prevents the recovery of enough information  
to spoof or impersonate a device and feed the 
system with manipulated data. 

Modern encryption techniques work like  
the way a hypertext transfer protocol secure 
(HTTPS) protects data during an exchange 
between a Web browser and a Web site. 
Encryption should also be tied to the device’s 
identity to help ensure the data comes from the 
correct one.

TAKE ADVANTAGE OF EXISTING EXPERTISE
In many cases, proven security technologies, 
tools, and best practices can be implemented 
directly on traditional IT landscapes. By using 
digital certificates or their equivalents, 
organizations can restrict what IoT devices can 
do and map which ones should communicate 
with each other, while adding protection and 
monitoring mechanisms. On the other hand, 
microcontrollers and low-power networks may 
call for new techniques, while existing principles 
and concepts still apply.

The SAP security framework  
focuses on three cornerstones:

1.  Secure Products  
We deliver software that meets the  
highest levels of security standards with 
continuous vigilance against vulnerabilities 
and rapid action to remediate issues. 

2.  Secure Operations  
We add another layer to protect data  
in the internal network, infrastructure,  
and ecosystem and prevent security  
lapses within our internal operations. 

3.  Secure Company   
We nurture a culture of security, where SAP 
employees and associates understand their 
role in helping secure our business and our 
customers to help Industry 4.Now succeed.
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BENEFIT FROM ZERO VULNERABILITIES
To continuously reduce vulnerabilities in our 
products and services, SAP remains focused  
on security awareness and education for 
developers and development-related roles.  
We maintain secure development practices, 
monitor the security of open-source software  
and freeware actively, and employ sophisticated 
security testing techniques and tools.

SAP developers, for example, follow a  
mandatory and secure software development 
lifecycle methodology that covers all aspects  
of product security and links to operational 
security capabilities as soon as the earliest 
design phase. More importantly, especially  
in the context of Industry 4.Now, safeguarded  
API development in the cloud and at the edge 
helps ensure a stable distributed landscape. 

At SAP, we also follow a systematic approach  
to risk assessment. Doing so allows us to uncover 
security threats during the design phase and 
analyze the application’s structure and its data 
flows to identify potential threats and  
prioritize risks.

EMBRACE ZERO KNOWLEDGE
Transmitting, storing, and processing data  
with complete confidentiality is the bedrock  
of business success in the digital economy.  
This objective is commonly known as  
zeroknowledge. 

When attackers gain access to infrastructures 
and systems, we restrict access to data through 
principles, including the encryption of data in 
transit and at rest, homomorphic encryption for 
products and services, and tokenization and 
anonymization.
 

SHIELD ECOSYSTEM SECURITY
SAP strategically aligns with partners and 
suppliers, exchanges security expectations, 
enforces policy compliance, and facilitates a 
holistic approach to security up and down the 
supply chain. For example, we maintain an 
inventory of third-party services by facilitating 
periodic review cycles to identify and address 
potential weaknesses. Services include open-
source software security and cloud providers, 
such as Amazon Web Services, Microsoft Azure, 
and Google Cloud Platform.

As a founding member of the Open Industry 4.0 
Alliance, SAP is actively involved in driving 
industrial cybersecurity, along with other 
member companies of the alliance. The 
pragmatic nature of the Open Industry 4.0 
Alliance results in security concepts that are 
closely elaborated and tested together with  
the alliance’s technical workgroups. The Open 
Industry 4.0 Alliance asserts a clear and 
understandable security concept for encryption, 
authentication, data protection, and data privacy. 
Every technology chosen for the alliance 
ecosystem must meet these 
state-of-the-art requirements.
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Discover how SAP customers successfully implement their Industry 4.0 transformation  
projects by using the Industry 4.Now strategy and enabling technologies from SAP. 

To explore more customer successes, visit us online.

Customer Examples

Use Case

 
Approach

 
Business  
Outcomes

Standardize manufacturing 
processes and digitalize plant 
operations, including root-cause 
analysis and situational awareness 
for plant equipment and field assets

Create a central platform that unites 
all services that customers need to 
run their machines smoothly – from 
spare parts to condition monitoring 
and knowledge management

Detect when filters should be 
replaced, trigger notifications to 
customers, and enable a one-click 
delivery scenario to reorder them

• SAP S/4HANA®
•  SAP® Predictive Maintenance  

and Service
• SAP Internet of Things
• SAP Edge Services
• SAP Cloud Platform

• SAP S/4HANA
• SAP Asset Intelligence Network
• SAP Internet of Things
• SAP Commerce Cloud
• SAP Cloud Platform

• SAP Internet of Things
• SAP S/4HANA
• SAP Cloud Platform

• Reduced asset downtimes
•  Improved quality and  

customer service
• New revenue streams

•  Comprehensive digital  
customer services

• Improved customer experience
• New revenue streams

•  Real-time insights into air quality
•  Increased customer loyalty
•  Data-driven services that  

generate revenue

Ansaldo Energia INDEX-Werke Clair
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Ansaldo Energia: Powering Factories 
to Improve Product Performance

Ansaldo Energia S.p.A. is an international  
leader in the power-generation industry with  
a mission to deliver innovative, complete 
maintenance solutions, including power  
plant construction and power equipment such  
as gas and steam turbines and generators.

With complex projects running around the  
globe, delivering on time and within budget  
is a challenge that requires enterprise-wide 
transparency for its leadership team. To unify and 
standardize manufacturing processes, Ansaldo 
Energia needed a single, central, digital core for all 
global operations. This approach allows supply 
chains to run more efficiently, secure materials 
and resources faster, and react to planning 
changes. Warehouse management also needed 
to simplify its operations and become  
more transparent. 

The company envisioned an opportunity to offer 
premium maintenance optimization services to 
customers. Plus, this business model can give 
engineers insight into product performance and 
services and sales managers the ability to detect 
and take advantage of opportunities to increase 
revenue and customer trust. 

By combining these two initiatives, Ansaldo 
Energia chose to transform itself into a smart 
factory by connecting and streamlining supply 
chain management, warehouse management, 
and machine repair and maintenance.

As part of its digital transformation, Ansaldo 
Energia enabled real-time quality checks,  
health status, and performance updates of plant 
equipment and launched premium predictive 
maintenance services for its customers.  

Using SAP Predictive Maintenance and Service, 
SAP IoT, and SAP Edge Services, the company 
built extension scenarios on top of its shipped 
standard functionality. Data is being ingested 
from various industrial field gateways, such  
as operating turbines and plant equipment. 
Additionally, edge analytics capabilities serve  
as extensions that filter, aggregate, and convert 
this data before sending it to the cloud. Then, 
SAP Analytics Cloud was included to support 
business analytics on top of acquired quality data.

SAP IoT aggregates and stores all data acquired 
and is used to define rules and transform data 
that cannot be processed at the edge. This 
output data is fed directly to SAP Predictive 
Maintenance and Service to detect anomalies 
and predict the quality of equipment produced, 
such as palettes of power-generating turbines. 
Extension logic in SAP IoT was also implemented 
to compute composite health scores and 
visualize them along with third-party data in 
custom dashboards built with SAP IoT. This  
move enables root-cause analysis of product 
issues to determine whether the cause lies in 
manufacturing equipment or processes. 

Overall, Ansaldo Energia’s Industry 4.0 initiative 
resulted in improved performance and fewer 
downtimes and outages for its equipment and 
customers’ assets. The company is expecting  
to achieve significant cost reductions across its 
plant maintenance processes and additional 
service revenues over the next few years.

Customer Examples
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INDEX-Werke: Reducing Machine 
Downtimes and Improving the 
Customer Experience

INDEX-Werke is expanding its business model  
to become a comprehensive supplier of digital 
services to secure its future success in the 
market. The manufacturer connects its machines 
using sensors, sells its machine accessories in  
an online shop, and provides virtual glasses to 
shop-floor employees who execute repair or 
maintenance work. Furthermore, a knowledge 
management platform enables its customers  
to train their workforce on the use and upkeep  
of INDEX’s machines.

Using SAP Asset Intelligence Network,  
SAP 3D Visual Enterprise applications, the  
SAP Commerce Cloud solution, and SAP IoT, 
INDEX-Werke has developed a service  
platform, iXworld, to help:

•  Unite services that customers need  
to efficiently run their machines, ranging  
from an online shop for procurement and 
condition monitoring during operations  
to online services including a platform  
for online training content

•  Leverage IoT-based services to help  
customers continuously monitor machine 
conditions and help ensure production 
operations run smoothly  

•  Ease the buying experience by providing an 
e-commerce store for machine accessories  
that customers can access through their ERP 
system or an integrated 3D spare-parts finder  

•  Support future use cases, such as precise 
planning and quick execution of maintenance 
with the assistance of predictive maintenance 
and smart glasses 

•  Launch a business model based on  
renting, rather than buying, machines  
and associated software

SAP solutions supported by the Industry 4.Now 
program enable digital twins of machines 
operated by customers and integrate business 
systems with asset master data and other ERP 
master data. By relying on a digital representation, 
INDEX-Werke and its customers can oversee their 
machines’ real-time health status anytime. And in 
return, machine downtimes are reduced and the 
customer experience is significantly improved.

Customer Examples
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Clair: Providing Clean Air with 
Predictive Products and Services

As a fast-growing startup based in South  
Korea, Clair Inc. manufactures and sells air 
purifiers. The company is globally recognized  
for its patents on air filtration. 

The air purifier market in Korea is highly 
competitive with low-priced producers at  
one end and big brand conglomerates at  
the other. To innovate on its existing service,  
Clair partnered with SAP AppHaus to redesign  
its business model through a customer-centric 
approach. The result of the co-innovation journey 
was an IoT-enabled air purifier and a customized 
filter subscription service that runs on SAP IoT.

Using Clair’s smart air purifier, customers  
can quickly check the quality of indoor  
and outdoor air in real time and know  
when the next filter replacement is due. 
Customers also receive alerts and order  
new filters with a one-click delivery scenario.

Moreover, with the customer data collected,  
Clair can offer predictive maintenance for  
its devices by reading and analyzing the data 
transmitted from the sensors. Furthermore,  
Clair can improve the user experience through 
customer feedback acquired through surveys 
created with SAP Qualtrics solutions.

After the successful co-innovation journey  
with SAP, Clair is one step closer to achieving  
its vision for clean air for all. Furthermore,  
the brand is providing the first predictive  
filter subscription service in Korea.

Customer Examples
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SAP is committed to create and maintain a strong ecosystem for Industry 4.0, reflecting  
the value we place on our business and technical partners. The SAP partner ecosystem contains 
multiple players that provide niche offerings and specialties for Industry 4.0. Our partners operate 
across devices, industry protocols, standards, infrastructure, platform services, and business  
services and solutions. (See Figure 5.)

Operating in the Industry 4.0 space requires 
collaboration and interoperability across offerings 
from our partners. No vendor or solution can do it 
all by themselves due to market fragmentation, 
technology complexity, and the need to adapt to 
brownfield systems. 

Find an accredited SAP partner that best fits  
your unique requirements by accessing our   
partner finder tool on the SAP PartnerEdge site.

SAP is also engaged with cloud providers  
to offer interoperable IoT and edge solutions,  
along with indirect access to their hardware 
partner ecosystems. Additionally, we are  
working with major telecommunications providers 
to broaden our portfolio around cloud connectivity 
and integration with multi-access edge 
computing. 

The Importance of the Partner Ecosystem
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Figure 5: The Major Areas of Experts Available in the SAP Partner Ecosystem
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Open Industry 4.0 Alliance  

SAP is a founding member of the Open Industry 
4.0 Alliance. The purpose of the alliance is to 
create customer value in factories, plants, and 
warehouses by driving agreed-on compatibility 
and interoperability within the infrastructure  
of operational and information technologies.  
This effort helps factory and plant owners  
and operators reduce their connectivity and 
integration costs and make more strategic 
investments in Industry 4.0.

With more than 50 members, the alliance creates 
guidelines for the interoperability of Industry  
4.0 solution components based on existing 
standards and best practices. Members of the 
alliance provide relevant and compliant modular 
solutions and professional service offerings.

For the latest information, visit the  
Open Industry 4.0 Alliance site.

Industry 4.0 Standards 
 
The benefit of Industry 4.0 standards cannot  
be underestimated. However, the lifetime of an 
average industrial machine is more than 15 years, 
which is hampering the adoption of more recent 
standards while brownfield opportunities remain 
significant. Although technical standards are 
broadly used in a factory today, higher-level 
standards of Industry 4.0 – ranging from 
semantics, data models, and data management 
principles to part classification rules – have yet  
to be implemented by most companies. 

The Industry 4.Now strategy supports standards 
such as OPC-UA, UMATI, eCl@ass, Platform 
Industrie 4.0, AAS, and AutomationML. Moreover, 
SAP is actively driving many of these standards as 
a member of their respective organizations.

The Importance of the Partner Ecosystem
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SAP provides unique solutions for Industry 4.0, 
leveraging decades of expertise and experience in 
business applications and industrial automation. 
For many organizations, Industry 4.0 is an effort 
focused on supply chain and material 
management in manufacturing areas, factories,  
or distribution centers. While that is a part of  
the SAP story, it’s not the whole story.

SAP believes organizations can truly achieve the 
benefits and impact of Industry 4.0 by embracing 
it holistically across their entire organization with 
SAP business applications and their enabling 
technologies. How does SAP help customers 
implement Industry 4.0 and run better?

EMBED AND EXTEND 
SAP helps deliver business outcomes by bringing 
real-world IoT data in the context of business 
processes. SAP IoT enables customers to embed 
IoT data enriched  with business context, such  
as business partner information or other master 
data in line-of-business applications from SAP, 
resulting in faster, more flexible, and more 
efficient processes. Additionally, SAP IoT  
and SAP Edge Services empower customers, 
partners, and application developers to  
build intelligent application extensions that 
complement the Industry4.Now approach  
from SAP, both in the cloud and at the edge.

RUN AT THE EDGE,  
ORCHESTRATE IN THE CLOUD  
SAP enables distributed business applications  
to run both in the cloud and at the edge by 
embracing a single code-line approach and 
offering application and service execution close 
to the source of data.  Orchestration for both 
cloud and edge components is cloud-based.  
SAP manages the components centrally, while 
customers manage and control the consumption 
of updates at the edge to help ensure updates 
are not disrupting their operations. 

CONVERGE OT AND IT 
Operational technology (OT) data needs to be 
contextualized with IT information from business 
systems.SAP facilitates scenarios using this 
approach, as well as integration with business 
systems. Business objects used to contextualize 
operational data are also available in analytical 
tools. Consider, for example, a manufacturing 
scenario in which SAP Digital Manufacturing 
Cloud is running business processes at the edge, 
such as shop order execution. This set up allow 
manufacturers to process data locally across 
machines and control systems with minimal 
latency and in situations of intermittent 
connectivity.  

Delivering Customer Outcomes  
with Industry 4.Now
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INTERACT WITH THE DIGITAL TWIN  
SAP customers can allow their supply chain 
partners to interact with their digital twin by 
using the Asset Administration Shell. Asset 
information can be exchanged easier in the 
supply chain, and all members are enabled to 
inherit the functionality of the device they need 
from the digital twin. 

PROVIDE FLEXIBILITY AND  
CHOICE TO THE CUSTOMER  
SAP is committed to supporting a strong 
ecosystem for the Internet of Things and 
understands the value that our partners bring  
to our customers. SAP believes that customers 
should have the choice between SAP or a 
preferred third party for time-series data 
ingestion and storage.  

SAP IoT provides abstracted time-series and 
business services that consume IoT data 
ingested and stored in cloud solutions from 
either SAP or a third-party provider.  

Learn More 

To find out more about how SAP is delivering 
outcomes for customers in Industry 4.0 today 
please visit sap.com/industry4NOW. 

Delivering Customer Outcomes  
with Industry 4.Now
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