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The challenge controlling and maintaining user acce SS

Organisations face significant challenges maintaini ng control of access to IT resources. The time to
provision user access also prevents new staff from being productive quickly. User access is rarely re moved
resulting in increased risk to the organisation of unauthorised access.
Operations Administrators
_ . . o o | Change } .
How do we responsively support the businesses in — lnl — lnl Delete niranet
setting up and maintaining user access? . o | Adi 3
L. Change E
How do we more efficiently manage access to 2 TN e e
resources to support compliance activities at an comecers o e 3 —
appropriate cost. 'n‘ |n| petete
(] () Add
How do we manage and control access to the — > lnl —> lnl Change 3 Email
increasing # of applications that provide vital g . .
: H : H 71 ” usiness Partners Extranet Add
functionality being used outside of the “four walls”. "¢ — 'n‘ —> 'n‘ Change }: SAP ERP
How do we prevent the segregation of duty ° s |
violations that are required to implement and — TN Detre” Ee SAP Scm
demonstrate appropriate controls? - |ﬁ| L, ,ﬁ| R ,ﬁ| nde 3 pppy—
. . Change
How do we improve the service to end users? Customers Custone pelts
How do we manage users in a world where BPO is : :
As-is model for managing user access.
prevalent?
Siloed, complex, inefficient, insecure.
Regulators are increasingly requiring organisations to demonstrate appropriate internal
controls whilst business require improved service | evels to help service end customers.
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In addition the management of customer identity

represents a significant challenge for organisation
looking to Iimprove customer service.

1. Siloed implementation results in poor customer experience —
many credentials, inconsistent across products and channels,
poor levels of self service.

2. Lack of self-service results in customers using high cost support
channels.

3. On-line customer self service mechanisms are often out of step
with contact centre mechanisms.

4. Silos result in no single view of the customer and their interaction
with your organisation — product specific only.

5. Mergers & Acquisitions exacerbate the challenge for
organisations trying to provide common service mechanisms such
as customer care.

6. SOA investments drives additional challenges at the architecture
layer as application security models change.

7. Where to start the journey — outline the methodology, milestones,
journey — how to get there.

© 2006 Accenture. All rights reserved. Strictly confidential. Not to be disclosed to 3rd parties.



Organisations are embracing an Enterprise SOA model to provide

support to the business to help improve the custome r experience
and to reduce cost

Enterprise SOA model allows for significant levels of integration; both within the business and
externally. However it also brings with it a new set of security challenges.

Portal enabling access for internal
and external users and web services

Portal extendable to
encompass services
exposed via NetWeaver

and other applications NetWeaver integratiot

and unification
extendable within the
enterprise and outside
of corporate
boundaries

Diverse platform and
infrastructure. Both
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The implementation of these enterprise SOA architec  tures adds an
additional complexity to the management of Identity

* Today I&AM and SOA toolsets provide a number of overlapping services such as workflow
and integration capabilities through connectors.

* In the future I&AM solutions will simply become additional services within an Enterprise
Service Architecture.

Fundamental to the success of enterprise
deployments of SOA

e |&AM e SOA

Will define the future architecture of
|&AM solutions.

» Enterprises embracing a strategy focused on Service Oriented Architecture will need to
ensure the identity challenge is solved. Indeed many organisations beginning the move to

SOA are finding identity roadblocks preventing them from progressing at speed.
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There are significant security challenges that need to be
addressed when trying to achieve an Enterprise SOA M odel

Security Challenges

Access Control & Identity Management need to be app  lied
consistently
//

User access needs to be secure, regardless of physi  cal “ inemal Stafl [ntem Staf
location and device a ¢ ¢ s
Data privacy and integrity needs to be maintained
g)olzra;:':z Order Mgt CE:lrfdilrr::tri‘;r Settlement

Legacy security models need to be integrated and 2 ;
supported during the transition to the new architec ture ]
Security policy, controls and standards need to be able to
accommodate new, dynamic business processes

SRM ERP CRN Buyer
The use of open standards and web services create n  ew Apps Apps 55 (52 (SAF. Apps
security challenges and potentially introduce new r isks

Consistency of security controls is required across the
composite applications, supporting business process es
and the underlying applications and data

For business to make effective use of an ‘Enterpris e Services Architecture” an enabling

security model becomes a pre-requisite.
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An Identity & Access Management solution that

supports the automation of controls via HR processe
helps resolve the internal I&AM challenge.

An I&AM solution can help improve control, improve service and reduce risk to your organisation. It
supports the automation of controls direct from HR processes significantly reducing the cost of
implementing appropriate controls. User access can be managed directly via HR processes where a
person’s position dictates their access not their | ength of service.

Individualised security and access rights based on a
person’s position;

Integrated support for new joiners, movers and leaver
processes — for all users including BPOs;

Supports putting HR at the core of your employee
control environment;

Reduces the time to provision new joiner access
improving new joiner experience;

Access control technologies allow for simplified and
single sign-on;

Provides a single view of who accesses your systems;

Preventative controls replace detective controls to
reduce segregation of duty violations;

Provides efficient and effective support for auditing &
compliance in relation to user access;

The most straightforward solution possible using best
practices.
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Intranet

Extranet

Employees &
Contractors

Windows

People

Email

Business Partners &
Suppliers

Technology

SAP ERP

SAP CRM

SAP SCM

Customers

To-be model for managing user access.

Consistent, efficient, controlled.




|&AM can also help support the management of custom er

Identity which is a fundamental building block for
Improved customer service.

External I&AM Capability Model
N

* Single view of identity - N
 Multi-channel support e -
 Credential re-use

» Platform to support new
products & services.

Credential 3" = Remove a
assertior on service

\_ 2N )
e N & &

* Provide self-service
* Provide CSR support o ru Yo

framework

« Consistently manage the )
. nloc'k & Manage
user lifecycle wordous

* Implement governance & Manage .
architecture

* Implement appropriate
fraud and security &
CapabllltleS Manage Manage

accounts

Distribute Manage
credentials credentials
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What are the benefits from internal Identity & Acce  ss
Management solutions?

Organisations could conservatively achieve a paybac k period of around 18 months for internal
|&AM solutions. However these efficiencies can be achieved whilst also improving the control
environment and improving the service to the busine SS units.

Reduce Risk Reduce Cost Improve Service
» Use of position profiles provides * Reduce costs through » Improve quality of service by
preventative control over user access; automation of the set-up for new reducing service lead time for
- Linkage to HR processes enables joiners; enabling access or resetting
removal of all existing access when . Reduce the unproductive time of passwords;
users change position or leaves the new users by reducing the time « Provide users with simple to use
authority; taken to provision their required web based interface for all access
* Provide full audit trail throughout the access; requests;
user.hfecyc!e; * Reduce Help Desk call volumes * Reduce the effort of line managers
* Provide a view of “who has access to by providing simplified sign-on. through linking user access to the
what”; - Reduce Help Desk call volumes users position maintained within
* Remove the need for use of shared user  py automating the resetting of HR;
IDs by reducing t_he time to provision forgotten passwords. « Reduce the number of user IDs
new user access; and passwords;

* Reporting provides Security and HR
teams with critical audit data to monitor
the estate;

* Provide access to the business
and security administrators to view
“who has access to what” across
business systems;
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What are the benefits from the management of custom  er

identity?

Reduce Cost

Improve product
uptake

Reduce time to market

Improve Business
Control & Flexibility

Improve Customer
Experience

Authenticate customers via the IVR prior to connection to a contact centre agent will
remove 20-30 seconds from each call. Improve uptake on on-line service channel.
Re-use of core services reduces development cost for new products and services
and simplifies integration with 3 parties suppliers.

Reduce the friction in on-line channels - simplify the registration process for new
products making it easier to buy. Enable payment preferences to be used across
products making it easier to buy.

A core set of I&AM services will enable product development teams to bring
products to market more quickly reducing both design and development effort. It
will simplify integration with 3" party suppliers and partners by providing a pluggable
set of integration tools to more quickly provide an integrated customer experience.

Support innovative business models through partnerships and acquisitions providing
business with the flexibility to run their business without the significant I&AM technology
constraints that exist today.

Provide a consistent simple, secure way of interacting with your organisation. Treat the
customer as a unique user not as a set of products or services. Enable Care Centres
to service customer fully across products and services. Improve suitability of
recommendations to customers by better understanding user preferences.
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Accenture has partnered with Sun to develop a packa  ged I&AM

Solution. This combined with Accenture’s industria lised approach
enables faster deployments, lowers cost and reduces risk.

I&AM implementation approaches have evolved from th e days of early adopters. Accenture have delivered over 60 such
projects and developed process, design, and methodo logy assets. Over the past 2 years this has matured to include an
off-shore delivery approach resulting in significan t savings on the implementation costs.

C C ¢ D
C ) C D
¢ D ¢ wse use )
C JC (P )
| C AC )
, @ 9 »
| | _
3-5
Accenture and Sun’s “Mammoth” initiative takes this a step further offering pre-configured components

that can save a further 20% off implementation cost  s. This industry leading approach is something non e

of our competitors can match.
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Accenture and Sun’s unique 1&AM Solution represents

million worth of direct investment providing a full
packaged I&AM solution.

over $2
y functioning

FEATURES

* Provisioning
 De-provisioning

* Directory Services
 Logging & Reporting
 Federation

* Access Control

— Authentication
— Authorization

APPLICATION INTEGRATION

* SAP HR (Authoritative Source)
* MS Active Directory

FEATURES

* Self Administration

* Self Registration

» Password Management

* Basic Workflow

* Basic Delegated Administration

» Ul Customizations (e.g. language support)
» Enhanced Reporting Capabilities

* Network Provisioning

* ldentity Reconciliation
APPLICATION INTEGRATION

* SAP

* SAP Virsa (GRC)

» Cisco ACS (Access Control Server)
* Others

© 2006 Accenture. All rights reserved. Strictly confidential. Not to be disclosed to 3rd parties.

Create baseline solution
of common & complex
IdM “use cases”

Create “global process
library” addressing
common & complex I[dM
business processes.

Integrate 1dM solution
with leading 3 party
applications.

Develop world class pre-
developed baseline IdM
solution to realize value
faster.

Leverage core solution
for repeatable high
quality solution delivery.
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very assets that
uces cost and risk.

In addition Accenture has a significant set of del

enable the industrialised delivery that further red

Identity & Access Management Logical Operating Mode

]
2
2
Directory Services. v v 4 4
Access ControlWAC ¥ 1 v 1
v 2 v v
2
v 77 v v
2
2
Identity Management Delivery Identity Management Project Identity Management
Toolkit Estimator Process Excellence
>
accenture

Identity Management
Business Case and ROI

Net Economic Return Results

ROI
NPV ($ 000s)

Accenture Delivery Methods for

IRR
Payt_)ack Period . .
Masimiim Pociive vearly Cach Fiow Identity Management .
. Framework Identity Management
Identity Management
16

Business Case and ROI
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The &AM Solution represents over 600 days of imple

effort that you as an authority can save. For exam

Integration alone represents over 100 days.

mentation
ple the SAP HR

Module Details Level of Effort
SAPHR ActiveSync Form Interface for active synch. 5 days
SAPHR Create User Form Interface for creating users. 15 days
SAPHR Update User Form Interface for updating users 5 days
SAPHR Disable All Accounts Form Interface for disabling users. 5 days

SAPHR Create Process Reusable create logic 20 days
SAPHR Update Process Reusable update logic 10 days
SAPHR Disable All Accounts Process Reusable disable logic 5 days

Accenture SAPHR Library and Rules Standards & policy driven logic 15 days

SAPHR Requirements/Design/Testing Doc Accelerated delivery 30 days

SAPHR Configuration & Deployment Doc SxS guide, lessons learned 5 days
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How you begin to tackle I&AM will be different for each of

your organisations. It is dependent upon where you r key
challenges and opportunities are.

Accenture have completed over 60 such projects and
have identified the following as critical success factors:

1. Be clear on your priorities — complete assessment / strategy / planning phase.
Internal / External, Cost / Service/ Security. -

2. Set a clear vision that can be sold to stakeholders that outlines the priorities and | | |
how value will be delivered over time. | ; )
i |

& ‘ &

) % ‘ V% %
ye ws + e
i

)

B

3. Understand that I&AM may require changes in the way the business operate — . .
business change is more important that technology. | - ~—

4. Focus on ALL users — permanent, temporary, contract, BPO / Service Provider, *

partners, customers......

5. Ensure you have Joiner / Mover / Leaver processes in place for all users. This is
the basis of effective controls.

Managemlenl (&AN)

6. Understand that the Mover process is the greatest challenge for internal identity anaron ot " Delega
management. Joiner processes are generally in place but inconsistent and (mm) ( pr— ) ( ) ( )
leaver processes can reasonably easily be dealt with. e o A onaeenen

7. Understand that the management of customer identity should be treated
differently to internal users — it is a customer service challenge.

8. Do not try and reinvent the wheel — learn from other organisations and use the
best practices within the High Performance Process Library.

9. Provisioning is attractive but complex — keep it simple and use business cases to
drive decisions.

10. Use a pragmatic approach to role based access controls — they will not fit in all
parts of your organisation.
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Reference — Large Government Revenue

Company Description

Business Challenge & Drivers

Benefits

» Government tax revenue agency.

» Over 23,000 employees with offices
and locations all over Australia.

* Provides revenue collection services
for central Government. with
collections of over USD $160Billion
per annum.

* A Risk Assessment was performed by a third-
party organisation, mandating client deliver a
“Role-based Access Provisioning and Control
facility”.

* |1&AM Project commissioned to assist client in
meeting its compliance and security
requirements. [I&AM would provide the following
functionality :

* A Single Sign On (SSO) Capability

*» User Provisioning

Scale

Team / Solution Approach

* All staff locations impacted

« Estimated 15,000+ users impacted
by solution in Release 2. (April
2006).

* 23,000 users for Release 3 (June
2008)

* Estimated 7 systems/applications
impacted by the solution for
Release 2

» Assessment was made to mandate the use of
Windows Integrated Authentication to enable
single sign-on.

* A role based access framework was defined for
the client. Based on this, the necessary business
process transformation was initiated (eg.
definition of enterprise roles/business functions).

* User provisioning was implemented with Sun
IDM product using out of the box adapters to
connect to some target systems (e.g. Siebel and
Active Directory); Some systems required
development of custom adapters using Web
Services.

The client sought a number of benefits
from the overall change program:

* One time login to access all Change
Program applications.

* A higher level of assurance that the
increased auditing controls around
user access allows for regulatory
compliance.

» Automated provisioning that provides
staff access to applications based on
their job function once they exist in the
HR system.

* The flexibility of manual assignment of
temporary access (outside of the HR
system) that is automatically removed
after a specified time.

* A methodology to enable the client to
expand deployment of the I&AM
solution to existing and future
applications.

* $ Reduction in effort to manage client
establishments and role changes due
to simplified HR process and 1&AM
integration.
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Contact Detalls

* Anthony Robinson — anthony.j.robinson@accenture.com

e Gill Plaistow — gill.plaistow@sun.com
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