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Focus of Attacks Moves the
Application Layer

75% of Attacks
Focused Here
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Comprehensive Application Security is the Answer!



Why Not Just Fix the Code?
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AVS Delivers Applications Securely
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Positive & Negative Security i
Protocol compliance and anomaly detection
Transaction logging and report for application security forensics
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AVS Management Screen

2l AVS Management Console - Microsoft Internet Explorer, provided by Cisco Systems, Inc.
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AVS Management Console

|

Consale
EHA Clusters
i Register Cluster
B3 Piyush
i Register Naode o
‘ Edit Cluster Name Pattern Definition

System Wilities | Policy Maps | Traffic Class Maps | Pattern Definitions | System Setup | Version Info | Help
Web Application Security

Unregister Cluster Adding new map
I Cluster Status ’ Apply Changes ] ’ DiscardChanges ]
! Cluster Caontral
¢ Cluster Infarmation
=23 Cluster Configuration Pattern Defirition Name |ssn |
@ Global Type urity Mumber v
o Destination Mapping & =
o Application Class L
-AppScreen Class Standard Regular Ex Custom
4 Publish >[0-7][0-9]48}</ Cross Site Scripting >[0-7][0-9}8}</
o Import [0-7)[0-9]{8}[] S0L Injection [0-7]0-93{8}[ ]
123 Web Application Secuity [0-7[0-8}(2}-{0-9}2H0] Command Injection [0-7][0-8(2}-[0- 9 23-[0-93{4}
I 23 System Utilities LDAP Injection
@ Trafic Class Maps Meta Character Detection
= ) Format String Atacks
A Palicy Maps

2 Pattern Definitions

23 URL Mormalization

7 Cookie Protection

2 |ID Thetft Protection

1 Request Limit checks &
< | =
&) Done  Internet

tity Murmber

Included Regular Expressions

<
| €

[~
|l

‘4 start @ a 7 [®z2. 5. =4 - &s [[Bz- Bz- Bz- g ° RLES R)=[E %N &



INIr
CISCO

Ubrzavanje poslovnih

programa

Sini%a Mitrovill
smitrovic@cisco.com
Systems Engineer Enterprise
Cisco Systems Hrvatska







